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3 EXECUTIVE SUMMARY

ation in response to allegations That_],
. Defense Information School
DoD,”
, DINFOS, administered a downgraded fiscal year 2014 (FY 14) performance

(Complainant), , former Instructor, DINFOS, in
reprisal for communicating what he reasonably believed were violations of laws and DoD
regulations regarding privacy, to DINFOS officials.

We conducted this investi
Department of Defense (DoD).
INFOS), Fort Meade, Maryland (MD), and

We determined that Complainant made a protected disclosure to
, DINFOS, and

DINFOS, regarding reasonably believed Privacy Act violations
eremaftter referred to as privacy violations) in the workplace.

We substantiated the allegation tha‘r- downgraded Complainant’s FY 14
ierfomlance appraisal in reprisal for Complainant’s disclosures To* and

We did not substantiate the allegation that concurred with Complainant’s
downgraded FY 14 performance appraisal rating by mn reprisal for Complainant’s
disclosures to anh.

By letter dated August 2, 2016, we provided- the opportunity to comment on
the results of our investigation. In his response, via email, dated August 22, 2016,
disagreed with our conclusion that he administered Complainant a downgraded FY 14
performance appraisal in reprisal for his protected disclosures. i denied ever reprising
against a subordinate who reported violations. After reviewing the matters presented byi
, we stand by our conclusions.!

We recommend that the Director of the Defense Media Activity review, reevaluate and
implement appropriate remedial action with respect to Complainant’s downgraded FY 14
performance appraisal, and take appropriate action with respect to for the
substantiated reprisal against Complainant.

1 While we have included what we believe is a reasonable synopsis of| _ response, we recognize that any
attempt to summarize risks oversimplification and omission. Accordingly. we illcotporate# comments
where appropriate throughout this report and provided a copy of his response to the Management Othicial together
with this report.
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II. BACKGROUND

Complainant began employment at DINFOS on December 10, 2010, as a-
Instructor for the Public Affairs Qualifications Course in the Public Affairs Leadership
Department (PALD). Complainant’s immediate supervisor was . his second level
Supervisor was * and his Non-Supervisory Team Lead was
Complainant departed his position at DINFOS on November 15, 2014, and currently works as a
i, Senior Public Information Officer, Department of Homeland Security (DHS),
Washington, D.C.

II1. SCOPE

included interviews of Complainant, ,and 12 witnesses. In addition, we
reviewed comparator data on the Agency’s FY 14 performance appraisals, Agency-provided
personnel file information, and relevant email messages.

2

This investigation covered the period of January 28 to July 29, 2014. The investigation
! rma

IV. STATUTORY AUTHORITY

The Department of Defense Inspector General (DoD IG) conducts whistleblower reprisal
investigations involving civilian appropriated-fund employees of the Department under Section
7(a) of Appendix 3 of Title 5, United States Code, “Inspector General Act of 1978, as amended.
Further, under DoD Directive 5106.01, “Inspector General of the Department of Defense,”

DoD IG receives and investigates such complaints of reprisal generally in accordance with
Title 5, United States Code, Section 2302 (5 U.S.C. 2302).

N FINDINGS OF FACT
On January 28, 2014” requested his team members (including
Complainant), to provide updated telework agreements. Those telework agreements included

Complainant’s name and address, which constitutes personally identifiable information (PII)>.
i former Instructor, DINFOS,

Subsequently, Complainant and ,
questioned& at the same time as to why he requested and needed their telework

agreements.

Complainant testified to us that he asked why he needed their telework
agreements, gi was not his supervisor. Complainant told us that
according to directed him to gather those agreements. Complainant
an updated telework agreement, and immediately
. Complainant said that based on his experience as a former

reported the situation to

2 DoDD 5400.11 defines PII as Information used to distinguish or trace an individual’s identity, such as name. social
security number, date and place of birth, mother’s maiden name, biometric records, home phone numbers. other
demographic, personnel, medical, and financial information. PII includes any information that is linked or linkable
to a specified mdividual, alone, or when combined with other personal or identifying information. For purposes of
this issuance, the term PII also includes personal information and information in identifiable form.



20150203-029732-CASE-01 3

Suiervis-or, he knew only a supervisor could access his personal information, and therefore,

was not authorized to have his telework agreement.

corroborated Complainant’s testimony to us and stated that on
28, 2014, Complainant followed him to cubicle where told
that only or could collect their telework agreements, and

because he was not their supervisor. further testified that he told

Hey, man, just so you know you can’t do that. You’re not our
SUpPEervisor. * has to collect these. Because I don’t have a
problem doing my telework agreement but that’s a personnel issue.

That has to be done by or -

corroborated that he requested the telework agreements and that
complained thatF should not be privy to that information. However,
e stated that the decision for him to request those telework agreements “was 100 percent my
decision.” could not remember asking_ to collect those agreements.
said that was in charge of the distance learning team and dealing with

t!e team’s telework agreements was something he expected him to do. He stated that did not

realize until later that was not allowed to have those and characterized it as an
“honest mistake. Not anything netarious.”

said “no” when asked if told him that he “]
should not have the telework agreements. said to us he knew “tor a fact that

did not come to [him] and say, ‘Hey, you should not be doini this.””

stated that or an HR department official told him about complaints.
also related to us that he did not remember if Complainant approached
him about his collection of telework agreements or to convey that Complainant believed it was a

rivacy violation. -said he knew Complainant had discussed the situation with
i but was not a party to their conversation.

said that he had no knowledge that Complainant disclosed what he believe to

be a privacy violation to_.

According to Complainant, on January 28, 2014, he and
for clarification after they questioned regarding his access to their
telework agreements containing PII. Complainant stated told them that

was not authorized to have their telework agreements because he was not their
corroborated Complainant’s testimony to us.

I

approached

SUpPEervisor.

could not remember Complainant disclosing privacy violations regarding
unauthorized access to telework agreements. However, she confirmed that a telework agreement
1s a contract between an employee and his/her supervisor, and she could not understand why
anybody else would have a need for that information.
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Although the above facts show inconsistency in
recollection of who disclosed the privacy violations,

and
January 28, 2014, email to

memorialized the events that took place and connected Complainant to the disclosure
made to . Specifically, the January 28, 2014, email fronh to-
stated:

I would like to file a formal grievance a gainst-
]. I firmly believe he is engaging in retribution
arassment because I used the open door policy to discuss the
problems of the department with_. Additionally, I need
to file a complaint over the telework paperwork issue because I am
required to provide my telework paperwork T_
ﬁ], who 1s not my supervisor. That paperwork
contains |PII| and must be stored in compliance with AI 15, which

it 1s not. I advised of that issue, which is what
prompted [Complamant]| to come to you about it. You were

involved with it after that point. I will be filing that complaint

). Do I start this process through
you?

We, again, contacted
stated that she recalle
referring Complainant to
to his privacy information.

testified that he would have had knowledge that Com
, as he was on the same email chain between- and
highlighted that the privacy violations were what prompted Complainant to visit
he replied to in that email chain. ﬁ added that he did not share that
information with further testified the only wa would know
about Complainant’s disclosure to was through .
_ assertion that he knew that Complainant had
discussions wit regarding his access to telework agreements, although he did not
participate in the conversation. _ stated that after he found out about the

discussions and privacy violation concerns, he approached , acknowledged his own
fault in creating the situation, and requested to fix the problem. further testified

to us that althou did not know who made the complaint, it would be “hard to
fathom” tha 1d not surmise that Complainant disclosed the alleged privacy

violations to

regardin January 28. 2014, email.
orwarding email to , and also
regarding his concerns with

having access

and

corroborated

testified that he had a conversation with about
access to telework agreements once he became aware of the alleged privacy
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violations. _ stated that he tol that he needed the telework agreements
returned because of a “PII” concern. t T_ “may well have”
] should not have requested the telework

approached him and opined that he
agreements, butﬂ could not recall this specific conversation.

Regarding his knowledge of Complainant’s disclosures_.(,:- testified that he did
not have specific knowledge that Complainant disclosed alleged privacy violations. He
surmised, however, that Complainant was the person who complained, as he noted past
occasions where Complainant spoke openly at work about issues which bothered him.

stated that he had to “talk to” Complainant more than once about it.

On January 28, 2014, emailed- and carbon copied _
, DINFOS regarding privacy violations. The email stated:

Good Morning, I was notified of a privacy act violation in PALD.
Per DoD 5400.11-r and the Privacy Act of 1974, Personally
Identifiable Information (PII) must be safe guarded.

is not entitled to view the PII on telework
agreements (DD Form 2946). It is illegal for a non-supervisor to
gather and store paperwork that contains PII. Please remove all
telework agreements from F] This information must
be stored in a locked file cabinet that 1s only accessible by the

supervisor. If you have any questions please let me know.

notified that had telework forms
containing PII information, which were unsecured. explained that informed
him of the situation and directed him to correct the situation. As a result, counseled
in writing.

On February 3, 2014, —

record (MFR) for privacy violations” regarding
telework agreements. The MFR stated:

stated

administered a counseling memorandum for
unauthorized access of

I have been notified by our privacy act coordinator,
, of a Privacy Act violation in your department. Per DoD
5400.11-r and the Privacy Act of 1974, personally identifiable

3 The DoD 5400.11-R. Privacy Program, states a disclosure is defined as the transfer of any personal information
from a system of records by any means of communication (such as oral. written, electronic, mechanical, or actual
review) to any person, private entity, or Government Agency, other than the subject of the record, the subject’s
designated agent, or the subject’s legal guardian. Personal information is information about an individual that
identifies, links, relates. or is unique to, or describes him or her. e.g.. a social security number: age; military rank;
civilian grade: marital status; race: salary; home/office phone numbers; other demographic, biometric, personnel.
medical. and financial information, etc. Such information is also known as [PII] (i.e., information which can be
used to distinguish or trace an individual’s identity, such as their name, social security number. date and place of
birth, mother’s maiden name, biometric records, including any other personal information which is linked or

linkable to a specified individual).
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information (PIT) must be safeguarded. Team Leads or anyone
else, except you the supervisor, are not authorized to view or store
documents with personally Identifiable Information.

is not entitled to view the PII on telework
agreements (DD Form 2946). It is illegal for a non-supervisor to
gather and store paperwork that contains PII. Please remove all
telework agreements from_. This information must
be stored in a locked file cabinet that is only accessible by the
SUpervisor.

DoD Regulation 5400.11-R “Department of Defense Privacy Program,” Chapter 4
“Disclosure of Personal Information to Other Agencies and Third Parties.” paragraph C4.2
covers the conditions under which the disclosure of records pertaining to an individual is allowed
to a DoD official or employee without their consent. Specifically;

e The requester has to have a need for the record in the performance of their assigned
duties.

e The intended use of the record generally relates to the purpose for which the record is
maintained, and

e Only those records as are mimimally required to accomplish the intended use are
disclosed.

The directive explicitly states that “rank, position, or title alone does not authorize access
to personal information about others.”

On March 13, 2014 emailed and
, DINFOS. emal

stated:
Boss, Wish I'd worded it a little differently. Have since emailed a
couple notes to ]. Suffice to say,
[Complainant] and continue to stay busy w/their [with their]
agendas.

testified to us that he sent the March 13, 2014, email toH and
in a “moment of haste, frustration, and tiredness.” Regarding the word “agendas” he
mentioned, stated that he believed Complainant and were “stiring things

up and causing epartment not to be able to function smoothly.” did not
email, and testified to us that he did not know what was

referring to.

On April 18, 2014.,_ and signed Complainant’s FY 14 performance
appraisal containing a rating of “Met” for the critical elements of “Supports Organizational
Goals and Mission,” and “Teamwork,” with an overall performance appraisal rating of Level 3,
“Acceptable”. Complainant’s FY 14 appraisal was a downgrade in comparison to Complainant’s
FY12 and FY 13 performance appraisals, which were both Level 5 “Excellent” ratings.
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* stated to us that “you’ve got to really have some pretty profound and detailed
justification for an “exceeds.”

testified the reason he rated Complainant with “Met” ratings for Teamwork

and Supports Organizational Goals and Mission was because of his “whining” behavior.
# testified that Complainant would complain, making comments such as: ,gota
problem with this; , I got a problem; why are we doing this; why did she do this; this seems
so unfair.” speculated that Complainant would complain “maybe once every couple
of weeks.” Although providing candid input to problem-solving processes, including opposing
viewpoints, 1s part of Comﬁlaman‘r’s critical element of “Supports Organizational Goals,

Mission, and Functions,” stated that Complainant did not provide positive supportt to
some final decisions made by higher authorities, which we note is also required for that critical
element. Likewise, promoting a team atmosphere and modeling a collegial approach in dealing
with faculty is a requirement of the critical element of “Teamwork.” Instead_,# stated
that Complainant publically griped in the work spaces, evidencing his displeasure w1
management decisions. He opined that Complainant negatively affected the atmosphere within
the organization and hindered collegiality of the faculty. ﬂ did not provide further
reasons for the downgrades of both critical elements, but stated that a “Met” was “not an “F” on
[Complainant’s] report card,” and that he recommended Complainant for a cash award.

We reviewed the Complainant’s FY 14 appraisal and note that, although the Complainant
was downgraded from an “Exceeded” to a “Met” in the critical elements of “Supports
Organizational goals and Mission” and “Teamwork,” the narrative portion of Complainant’s
appraisal reflects only positive comments about the Complainant’s performance and does not
address why the Complainant was marked down for both critical elements. In addition, the
narrative does not advise the Complainant of the necessary changes in his performance which
must be met to raise his rating for these critical elements.

DINFOS HR provided comparator data documenting FY 13 and FY 14 performance
appraisals for PALD GS employees. In FY13, the data showed tha and y

as Rating and Reviewing Officials, respectively, rated ﬂve- PALD Instructors (including
Complainant), and two PALD Academic Directors as Level 5 “Excellent.” In FY 14,

andJed four Instructors (including Complainant) and two Academic
Directors. Out of six performance appraisals rated by #pand in FY 14, only
Complainant received a downgraded performance appraisals from a Level 5 “Excellent” to a
Level 3 “Acceptable.”

The DINFOS HR data also showed that and- also appraised
-hperfonnance at a Level 3 “Acceptable” in FY14. However, DINFOS officials did

not present that performance appraisal toh or enter it into his official personnel file

becauseﬂ left DINFOS and started a new job as a H* on
April 6, 2014, wit the_, efore the approving official signed
his FY 14 appraisal on May 12, 2014. Further, the only available copy of h FY14
performance appraisal does not contain an indication for his Rating of Record.
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By comparison, Complainant’s FY 12 and FY 13 performance appraisal ratings were
“Exceeded” in the critical elements of “Teamwork™ and “Supports Organizational Goals and
Mission,” and an overall rating of “Level 5, Excellent.”

- testified that he did not question _ appraisal of Complainant’s
FY 14 performance because he tmsted# assessment of his subordinates’
performance. stated that he reviewed Complainant’s performance appraisal and
believed the rating supported the verbiage. -pﬁu'ther testified he only had periodic
contact with C omlilainant while Complainant worked at DINFOS and did not oversee his daily

performance. related: “T just look at what the statements are and I can tell by looking
at this these are not excellent. There’s not enough there to justify an excellent bullet.”

Wt he did not know what- discussed with Complainant, and
did not question action because he “had no basis for believing there was any type of
discrimination or reprisal against [Complainant]. When sent him the email referring
to_ and Complainant’s “agendas,” was perplexed as to what
was reterming and simply discarded the email.” Pertaming to the MFR that he gave to
- stated that was not a disciplinary action, but merely an administrative remedy

to correct an error. Lastly, denied giving Complainant a downgraded performance
appraisal 1n reprisal.

Between June 20 and July 3, 2014, Complainant applied to a_
- position, -, Ajmouncementﬁ, with DHS, Washington, D.C.

On July 14, 2014, Complainant received an official notification via USA JOBS that he
was referred to the selecting official for job announcement

, DHS, Customs and Border Protection,-,
. Washington, D.C., interviewed Complainant for USA JOBS
announcement ’

On July 29, 2014, contacted as an employment reference
because Complainant was a potential DHS hire. testified that- told her
Complainant “had problems learning and growing when he was — within the office.” She also
stated that uestioned whether Complainant had a Bachelor’s degree and suggested
that he confirm that. testified that said he would not rehire
Complainant, but would not give a reason. was skeptical of|
statements to her as she had Complainant’s Bachelor degree documentation before she discussed
Complainant with _ provided a DHS reference check form which
corroborated her testimony.

testified that a woman from DHS called him as an employment reference for
Complaiant, but he could not recall if she asked if he would rehire Complainant if the situation
arose in the future. HoweverF testified that he would have advised her that he would
not rehire Complainant if asked because he had not “found him to be a team player as much as I
would have liked.”
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provided an unsigned memorandum, dated August 12, 2014, to support his
assertion that Complainant complained about decisions in an open forum which did not create
the collegial atmosphere he was looking for. The memorandum stated:

As you know, as part of an overall rotation in personnel, I have
assigned you to the PAQC team for teaching this fall.

I understand that, following the initial objections you voiced, you
have now, on a continuing basis, expressed objections to others
about your specific role, e.g., line instructor, and have questioned
the decision of the lead instructor to place someone other than
yourself in the Journalism billet.

Cease and desist.
Such speech and conduct is not helpful to the collegial atmosphere
we endeavor to nurture in the department — and it detracts from the

important work we have been hired to accomplish.

could not remember if he presented that memorandum to Complainant, though
he said he spoke with him about it.

On November 17, 2014, Complainant began working at DHS as a_
, in Washington, D.C.

VI.  ANALYSIS
A. Did Complainant make a protected disclosure? Yes

We determined that Complainant made two protected disclosures under 5 U.S.C. 2302.

Disclosure to regarding privacy violations (i.e., unauthorized access of telework
agreements) on January 28, 2014

As evidenced above, a preponderance of the evidence established that Complainant made
a protected disclosure under 5 U.S.C. 2302(b)(8) when he disclosed to i, what he
reasonably believed were violations of privacy laws, rules, or regulations because

had access to his telework files. actions may not have, in fact,
violated DoD 5400.11-R. was a “DoD Ofticial” whose request for telework
agreements may have been justified because he provided administrative support to the distance
learning program and required knowledge of the telework schedules of his team members.
However, we determined Complainant’s belief that violated laws, rules, or
regulations was reasonable after concurred with him when he brought the issue to her.
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Additionally, the subsequent email from- to* also corroborated

Complainant’s belief that violated DoD 5400.11-R and the Privacy Act of 1974.
i g ,and , all took the corrective actions directed by
m that they 1‘emoveh access to those telework

agreements, which evidences their reasonable belief that a violation occurred. We determined
that, regardless of whether or not “ and_ determination and direction were
accurate, Complainant had a reasonable belief a privacy violation occurred, as- and
, two members of the DINFOS staff who should be knowledgeable regarding DoD
Privacy Act Program policy, corroborated his belief that a privacy violation had occurred.

Finalli, under 5 U.S.C. 2302(b)(8) disclosures can be made to anyone. Therefore, -

was an authorized recipient of a protected disclosure.

Disclosure to regarding privacy violations (unauthorized access of telework
agreements) on January 28, 2014

For the same reasons stated in the paragraph above, a preponderance of the evidence

established that Complainant’s disclosure to regarding_ access to his
telework agreement was protected under 5 U.S.C. 2302(b)(8). Complainant had a reasonable
belief thatH collection of, and access to, his telework agreement violated a law,
rule, or regulation. A subsequent email from to- supports Complainant’s
* violated DoD 5400.11-R and the Privacy Act of 1974 b
his access to telework agreements containing PII. Finally, under 5 U.S.C. 2302(b)(8)

reasonable belief that
1s an authorized recipient of a protected disclosure. We determined Complainant had a
reasonable belief a privacy violation occurred.

B. Was Complainant the subject of an actual or threatened personnel action? Yes
We determined that Complainant was the subject of one personnel action.
April 18, 2014, Downgraded FY14 Performance Appraisal

On April 18, 2014-, as the rater, and-, as the reviewer, signed
Complainant’s FY 14 performance appraisal. Complainant received “Met” ratings for the critical
elements of “Teamwork” and “Supports Organizational Goals and Mission,” resulting in an
overall Level 3, “Acceptable” rating. Complainant’s two previous ratings for FY12 and FY' 13
were the highest possible in all critical elements and he received Level 5 “Excellent” ratings for
those two appraisal periods. 5 USC 2302(a)(2)(A)(v1i1) states that performance evaluations are
personnel actions.

As described above, we determined based on a preponderance of evidence that
Complainant was the subject of a personnel action which is likely to negatively affect his career
when- and— administered Complainant the FY 14 performance appraisal that
contamed lower ratings than the previous two years, evidencing diminished performance
capabilities
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C. Did the responsible management official(s) have knowledge of Complainant’s
protected disclosures or perceive Complainant as making or preparing protected
disclosures? Yes

January 28, 2014, Disclosure to
unauthorized access of telework folders

regarding privacy violations involving the

As described above, testified that he did not have any knowledge that
C omilainant disclosed privacy violations regarding unauthorized access of telework folders to

and we have no reason to doubt his credibilii; therefore, that protected

disclosure could not have been a contributing factor in
Complainant’s FY 14 performance appraisal.

concurrence on

As described below, we determined that knew that Complainant disclosed
alleged privacy violations regarding unauthorized access to telework folders to

On January 28, 2014, Complainant advised_ that he violated privacy
regulations by having unauthorized access to telework agreements of employees. Specifically,
Complainant told“7 because he was not Complainant’s supervisor he was not
authorized to have his telework agreement. - testified that he told_ n

the presence of Complainant during the same conversation, “Hey man, just so you know, you
can’t do that. You’re not our supervisor. has to collect these. Because I don’t have a

33

testified that he was aware Complainant had

or having unauthorized access of his telework
agreement. Subsequently, then approached and acknowledged that
he caused the problem. testified that he had a conversation with
about his unauthorized access of telework agreements once he became aware of the alleged
privacy violation.

iroblem doing my telework agreement, but that’s a personnel issue. That has to be done by

complained about him

On March 13, 2014[” emailed* anc_, and stated “Boss,
Wish I'd worded it a little differently. Have since emailed a couple notes to. [-]
Suffice to say, - [Complainant] an(- continue to stay busy w/their [with their]
agendas.”

Timing

became aware Complainant’s January 28, 2014, protected disclosure 80 days
prior to when he issued Complainant his FY 14 performance appraisal.

We conclude Complainant’s January 28, 2014, disclosure of privacy violations to
could have been a contributing factor in-), but not_,
decision to administer Complainant a downgraded FY 14 performance appraisal.
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January 28, 2014, Disclosure to - regarding privacy violations involving the
unauthorized access of telework folders

F and knew that Complainant disclosed privacy
orized access of telework tolders to i

On January 28, 2014, emailed L , and

advising them of privacy violations involving . email also reflected
that Complainant met withH and disclosed the same PII violations. Although

did not testify to having knowledge that the Complainant disclosed PII violations,
admitted that it was possible that Complainant did disclose PII violations to
. Furthermore, h testified that he had discussions with
acknowledging his contribution to the alleged privacy violation.
That# was aware that Complainant had discussions wit , and 1t would be
“hard to fathom” did not surmise that Complainant disclosed PII violations to

testified that he had knowledge that Complainant disclosed
email.

We determined that
violations regarding unauth

further testified

privacy violations to

Timing

B
occurred 80 days prior to

performance appraisal.

knowledge of Complainant’s January 28, 2014, disclosure
and administering Complainant’s FY 14

We conclude Complainant’s January 28, 2014, disclosure of alleged privacy violations to
Agency officials could have been a contributing factor m- andﬁ decision
to administer Complainant a downgraded FY 14 performance appraisal.

D. Would the same personnel action have been taken, withheld, or threatened
absent the protected disclosures? No

Once a preponderance of the evidence establishes that one or more protected disclosures
could have contributed to the decision to take the personnel action, the case is substantiated
unless clear and convincing evidence establishes that the personnel action would have been taken
even in the absence of the protected disclosures.

April 18, 2014, Downgraded FY 14 Performance Appraisal
We determined that- would not have given Complainant an overall rating of
Level 3, “Acceptable” in his FY 14 performance appraisal absent Complainant’s protected

disclosures.

We determined that- would have concurred on Complainant’s FY 14
performance appraisal absent Complainant’s protected disclosure.
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_ Stated Reasons

testified that he gave Complainant a FY 14 performance appraisal resulting in
a rating of “Met” for the critical element of “Supports Organizational Goals and Mission,” and a
“Met” rating for the critical element of “Teamwork,” with an overall performance appraisal
rating of Level 3, “Acceptable,” because Complainant consistently “whined” about problems in
the office. - opined that Complainant would publicly complain “maybe once every
couple of weeks,” which negatively affected the culture, and the atmosphere within the faculty.
‘ used the above behaviors in determining Complainant’s overall FY 14 performance
rating. Although questioned as to what Complainant “whined” about, could not
provide specific examples of issues within the workplace, but merely used the general term
“whining.”

Although providing an unsigned memorandum, dated August 12, 2014, to support his
assertion. did not recall presenting that memorandum to Complainant, but believed he
talked to him about the issue. If he did present the memorandum or talk to Complainant about
the 1ssue, considering the date of the memorandum, the event at issue occurred almost four
months after he signed Complainant’s appraisal. Flmhermore,_ interim appraisal of
Complainant’s performance did not provide any indication that Complainant’s performance in
the areas of “Supporting Organizational Goals and Mission” and “Teamwork” was worse than
the previous year. Finally, the narrative portion of Complainant’s end-of-year FY 14 appraisal
contained nothing but positive comments about the Complainant. Articulation of Complainant’s
subpar performance and the necessary changes in performance to raise his rating for these critical
elements were absent.

In support of his decision to downgrade Complainant in FY14— stated that
“you’ve got to really have some pretty profound and detailed justification for an “exceeds” and
offered the fact that he submitted Complainant for “Rookie of the year” in 2012 as his
justification for giving Complainant a higher rating in FY12. He provided no explanation,
however, for the higher rating he gave Complainant in FY13. Also, when further questioned
why he rated Complainant as “met” in teamwork,_ stated only that it was “not an “F”
on his report card, and mentioned that he put him 1 for a cash award. _ provided no

additional justification for lowering the Complainant’s Teamwork rating in FY 14.

Other tha- own testimony regarding Complainant’s “whining,” no
additional evidence was presented to supportﬁ stated reasons for the overall
k¥

“Acceptable” rating he gave in Complainant’s FY 14 performance appraisal.

_ Motive to Reprise

We determined there was evidence that Complainant’s disclosures regarding alleged
privacy violations to resulted mi 1ssuing a counseling MFR
reflecting a privacy violation within his division and therefore, provided with motive
to administer Complainant a downgraded FY 14 Level 3 “Acceptable” performance appraisal
rating. Specifically, SUpervisor, , administered a counseling
MFR for the privacy violations reported by Complainant 75 days prior to rating and signing
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Complainant’s FY 14 performance appraisal., which reflected negatively on_ lack of
oversight of his personnel.

In addition, as described above actions and comments expose a possible
motive to reprise. Specifically, stated that Complainant’s disclosures to coworkers

and Agency officials were disruptive to department. testified
Complainant a:ud- were “stirring things up and causing |[my| department not to be able

to function smoothly.”

also
believed
email

Additionally, statement in the March 13, 2014, email to
reflected strong motive to reprise against Complainant. Specifically,
Complainant’s reporting of privacy violations constituted an “agenda.’
stated:

Boss, Wish I'd worded it a little differently. Have since emailed a
couple notes t ]. Suffice to say,
[Complainant] an: contiue to stay busy w/their [with their]
agendas.

Further. denigrated Complainant in his discussion with knowing
full well that his negative comments could hinder the Complainant’s ability to obtain a
promotion and future employment. testified that questioned if
Complainant actually had a bachelor’s degree and his learning potential, and stated that he would
not rehire Complainant, if the situation presented itself, because he was not the “team player”

hoped he would be.

_ Stated Reasons

c_ testified he only had periodic contact while Complainant worked at DINFOS
and did not oversee his daily performance. As a result of]| d being Complainant’s
second-line supervisor, he did not question rating for Complainant’s FY'14
performance appraisal and that narratives for “Supports Organizational Goals and
Mission,” and “Teamwork™ matched the “Met” critical element ratings. h testified, “I
just look at what the statements are and I can tell by looking at this these are not excellent.
There’s not enough there to justify an excellent bullet.”

_ Motive to Reprise
Complainant’s protected disclosure to _ could have motiva‘red_ i his
decision to concur on Complainant’s FY 14 performance appraisal because Complamant’s

disclosure resulted in a PALD privacy violation, which fell under— as the_
. Additionally, as a result of] - and Complainant’s disclosures,

had to take action a gains- by administering him a counseling MFR
outlining the supposed privacy violations and proper safeguardini procedures. However, the

MFR was not disciplinary, an supported actions. Additionally, we
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would reprise against Complainant to support

found no evidence to suggest that- was S0 iersonaﬂy close to- that he

, however, testified ‘rha‘rH narratives supported Complainant’s

overall pel!ormance appraisal rating and that because he was only a second line suliewisor who

did not have the opportunity to observe Complainant’s performance, he trusted
judgment. In addition, denied that Complainant’s protected disclosure motivated his

decision to concur with Complainant’s FY 14 performance appraisal rating.
Disparate Ireatment

DINFOS HR provided comparator data documenting FY 13 and FY 14 performance
appraisals for PALD GS employees. In FY 13, the data showed that
as Rating and Reviewing Officials, respectively, rated five
Complainant), and two PAID as Level 5 “Excellent” In FY14,

and rated four (including Complainant) and two
. Out of six performance appraisals listed in the DINFOS HR data showing ratings by

and in FY14, Complainant and 4 the only two whistleblowers,
recerved downgraded performance appraisals from a Level 5 “Excellent” to a Level 3
“Acceptable.”

As described above, we determined by clear and convincing evidence that
would not have taken the same personnel actions against Complainant absent his protected
disclosures, and Thathwmﬂd have taken the same personnel action against
Complainant absent his protected disclosures.

VII. DISCUSSION

knew of Complainant’s disclosures involving privacy violations to
. As a result of Complamant’s disclosures,
administered a counseling MFR for PII violations. We found by a preponderance of
evidence that Complainant’s protected disclosures contributed toi downgrade of
Complainant’s FY 14 performance appraisal. Further, did not provide clear and
convincing evidence that he would have downgraded Complainant’s appraisal absent the
protected disclosures. failed to provide any specific instances of complainant’s
“whining” other than the PII violation and how it affected the department. We, therefore, found
that he did so in reprisal for Complamant’s protected disclosure to Agency officials.

E demonstrated animus toward Complainant in his discussion with
because he did not consider Complainant a team player and in his email to

H when he stated that ‘rhe_ continue to stay busy w/their agendas.”
also state tha- and Complainant were “stirring things up” in a way that prevente

4 As stated in the findings of fact, left DINFOS by April 6, 2014, for aH position, before the FY 14
appraisal was approved. He did not receive the FY14 appraisal. 1t was not entered 1 lus official personnel file, and
it has not affected his career.
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department from functioning smoothly. However, he did not provide evidence that
Complainant’s actions were actually detrimental. As did not provide any justification
on Complamant’s FY 14 appraisal for downgrading him on the two critical elements, and he
failed to provide evidence that Complainant’s “whining” detrimentally affected the organization,
we found that Complainant’s protected disclosures were, at least, a part of the reasonh
downgraded the Complainant’s appraisal. Further, downgraded only Complainant’s
and appraisals; the only employees who could be considered whistleblowers.
While it is possible that both Complainant’s and performance diminished,
* did not provide clear or convincing evidence to demonstrate that in his testimony or
on the Complainant’s appraisal. Although- stated that he addressed Complainant’s
performance with him, he could not remember any specific conversations. i provided
only one MFR to support his downgrade of Complainant’s appraisal, which was prepared after
Complainant’s FY 14 performance appraisal.

_ interim appraisal of Complainant did not provide any indication that
Complainant’s performance was worse than the previous year. Lasﬂy,— stated that
“you’ve got to really have some pretty profound and detailed justification for an “exceeds” and
that he submitted Complainant for “Rookie of the year” in 2012. When further iuestioned why

Complainant’s performance dropped to a “met” in teamwork for FY 14, stated only
that it was “not an “F” on his report card,” and mentioned that he put Complainant in for a cash
award.

By letter dated August 2, 2016, we provided the opportunity to comment on
the results of our investigation. In his response, wrote that he disagreed with the

conclusion of the report of investigation and that he never reprised against any subordinate who
reported violations. However, he offered no additional evidence supporting his reply. After
carefully considering_ response, we stand by our conclusion that he administered
Complainant a downgraded FY 14 performance appraisal in reprisal for his protected disclosures.

- knew of one disclosure Complainant made to- alleging privacy
violations. As a result of Complainant’s disclosure admjnistel‘edﬂ a
counseling MFR for privacy violations. Since was Complainant’s second-line
suiervisor, he did not oversee Complainant’s daily work performance and did not question

rating of Complainant. supported Complainant’s FY 14 performance
appraisal because he believed the narratives provided by matched the critical element
ratings and he trusted

F judgment. In addition, he definitively denied that
Complainant’s protected disclosures motived him to reprise against him, and we found no reason

to doubt his credibility. We found by clear and convincing evidence that
concurrence with Complainant’s FY 14 ierformance appraisal was not in reprisal for

Complainant’s protected disclosure to
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VIII. CONCLUSION(S)

We conclude that:

A. administered Complainant a downgraded FY 14 performance appraisal in
reprisal for his protected disclosures.

B. concurrence of Complainant’s downgraded FY 14 performance
appraisal was not in reprisal for his protected disclosures.

IX. RECOMMENDATIONS

A. We recommend that the Director of the Defense Media Activity review, reevaluate
and implement appropriate remedial action with respect to Complainant’s
downgraded FY 14 performance appraisal.

B. We recommend that the Director of the Defense Media Activity take appropriate
action with respect to - for the substantiated reprisal against Complainant.



DEPARTMENT OF DEFENSE | INSPECTOR GENERAL

4800 Mark Center Drive
Alexandria, VA 22350-1500
www.dodig.mil
Defense Hotline 1.800.424.9098




	WHISTLEBLOWER REPRISAL INVESTIGATION 
	I. EXECUTIVE SUMMARY 
	II. BACKGROUND 
	III. SCOPE 
	IV. STATUTORY AUTHORITY 
	V. FINDINGS OF FACT 
	VI. ANALYSIS 
	A. Did Complainant make a protected disclosure? Yes 
	B. Was Complainant the subject of an actual or threatened personnel action? Yes 
	C. Did the responsible management official(s) have knowledge of Complainant's protected disclosures or perceive Complainant as making or preparing protected disclosures? Yes 
	D. Would the same personnel action have been taken, withheld, or threatened absent the protected disclosures? No 

	VII. DISCUSSION 
	VIII. CONCLUSION(S) 
	IX. RECOMMENDATIONS 




