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  Inspector General   
 
SUBJECT: Evaluation of the U.S. AbilityOne Commission’s Compliance with the Federal 

Information Security Modernization Act, Report No. 18-01   
 
 
We are pleased to issue the Office of Inspector General (OIG) report on the information 
security program of the U.S. AbilityOne Commission (Commission) for fiscal year (FY) 
2017.  Agency management comments are included to the appendix of the report. 
 
McConnell & Jones LLP an independent public accounting (IPA) firm, served as the auditor 
and performed an evaluation on the information security program pursuant to the 
requirements under the Federal Information Security Modernization Act of 2014 (FISMA).  
On November 17, 2017, we provided the draft report to the Commission, and agency 
comments were received on November 30, 2017 in a timely manner.      
 
In accordance with FY 2017 IG FISMA Reporting Metrics, the objective of the evaluation 
was to determine the effectiveness of the information security program and practices of the 
Commission.  The scope of this evaluation focused on the Commission’s General Support 
System (GSS) and related information security policies, procedures, standards, and 
guidelines.   
 
We found the Commission continues to make positive efforts to develop, document, and 
implement agency-wide information security measures that support its operations and assets.  
The inventory management maintained an accurate inventory of the Commission’s 
information systems and hardware assets.   



 

 
The findings from the evaluation demonstrate that improvements are needed in the policies 
and procedures to achieve better results for the agency-wide information security program. 
The evaluation measured the effectiveness of the information security programs on a 
maturity model spectrum, and found the Commission information security program did not 
meet the FY 2017 IG FISMA Reporting metrics definition of effective.1   
 
The FY 2017 IG FISMA Reporting Metrics represent a continuation of work that begun in 
FY 2016, when the IG metrics were aligned with the five function areas in the National 
Institute of Standards and Technology (NIST) Framework for Improving Critical 
Infrastructure Cybersecurity (Cybersecurity Framework).   The Cybersecurity Framework 
provides agencies with a common structure for identifying and managing cybersecurity risks 
across the enterprise and provides OIGs with guidance for assessing the maturity of controls 
in several areas.    
 
The report contains 29 recommendations to improve the overall security program to meet the 
IG FISMA Reporting metrics. The recommendations address areas including: scanning 
vulnerabilities, security assessment and authorization documentation, user access for 
terminated/transferred personnel, physical and environment controls, contingency training 
and backups, configuration changes, incident response training and testing, access 
authorization management, complexity settings, audit events, reviews and updates, and 
continuous monitoring.  We will continue to follow the Commission’s actions to address the 
intent of the recommendations and report the status of those actions in our semiannual reports 
to Congress. 
 
The OIG would like to thank Commission staff, and especially the Office of Information 
Technology (OIT), for their assistance and cooperation.  If you have any questions or need 
additional information, please contact me or Marcos R. Contreras, Assistant Inspector 
General for Auditing. 
 
Enclosure: Evaluation Report of the U.S. AbilityOne Commission’s Compliance with the 
Federal Information Security Modernization Act of 2014 (FISMA) 
 
cc:  Michael Rogers, Chief of Staff 
 Barry Lineback, Acting Deputy Executive Director 
 Edward Yang, Chief Information Officer  
 
 

                                                            
1 Security control effectiveness addresses the extent to which the controls are implemented correctly, 
operating as intended, and producing the desired outcome with respect to meeting the security 
requirements for the information system in its operational environment or enforcing/mediating established 
security policies.  NIST Special Publication 800-53, Rev. 4, Security and Privacy of Controls for 
Federal Information Systems and Organizations (April 2013, includes updates as of 01-22-2015), 
page 1, footnote 5. 
  
 



 

 
 
 
 

Executive Summary, Report No. 18‐01, December 8, 2017 

Evaluation of the U.S. AbilityOne Commission’s Compliance with the 
Federal Information Security Modernization Act (FISMA) 
 

Findings 

The U.S. AbilityOne Commission continues to make positive 
efforts to develop, document, and implement agency‐wide 
information security measures that support its operations and 
assets.  The inventory management maintained an accurate 
inventory of the Commission’s information systems and 
hardware assets.   

 

The findings from the evaluation demonstrate that 
improvements are needed in the policies and procedures to 
achieve better results for the agency‐wide information security 
program.  The findings address 11 areas including: scanning 
vulnerabilities, security assessment and authorization 
documentation, user access for terminated/transferred 
personnel, physical and environment controls, contingency 
training and backups, configuration changes, incident response 
training and testing, access authorization management, 
complexity settings, audit events, reviews and updates, and 
continuous monitoring.  The evaluation measured the 
effectiveness of the information security program on a maturity 
model spectrum, and found the Commission information security 
program did not meet the FY 2017 IG FISMA Reporting metrics 
definition of effective.   

 

Recommendations 

The report contains 29 recommendations to improve the 
security program to meet the IG FISMA Reporting metrics. 
When implemented, the recommended actions should 
strengthen the IT system and assist the Commission in 
becoming FISMA compliant.  In the management response, the 
Commission comments outlines actions that are underway or 
will be taken to strengthen the Commission’s information 
security program.  

 

We will continue to follow the agency’s progress in addressing 
these recommendations as part of future oversight work. 

Objective 
In accordance with FY 2017 
IG FISMA Reporting Metrics, 
the objective of the 
evaluation was to determine 
the effectiveness of the 
information security program 
and practices of the 
Commission.   

 

Background 
FISMA requires each agency IG 
to conduct an annual 
independent evaluation of its 
agency’s information security 
program, practices, and 
controls for select systems. In 
FY 2017 IG FISMA Reporting 
Metrics were developed in a 
collaborative effort between 
the Office of Management and 
Budget (OMB), the 
Department of Homeland 
Security (DHS), and the Council 
of the Inspectors General on 
Integrity and Efficiency (CIGIE), 
in consultation with the 
Federal Chief Information 
Officer (CIO) Council.  The 
Framework helps promote 
consistent and comparable 
metrics and criteria in the CIO 
and IG metrics processes while 
providing agencies with a 
meaningful assessment of the 
effectiveness of their 
information security program. 

 
 


























































