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Office of Inspector General

Report Number 18-04 February 5, 2018

Financial Management:
Internal Controls Over Financial Reporting

Introduction

GPO’s policy requires that it maintain an effective system of accounting and management
controls. The Government Accountability Office (GAO) “Standards for Internal Control in
the Federal Government” or “Green Book™!, sets the standards for an effective internal
control system and provides the overall framework for designing, implementing, and
operating an internal control system. The Green Book approaches internal control through
a hierarchical structure of five components and seventeen principles. The seventeen
principles support the effective design, implementation, and operation of the associated
components.

An analysis was performed to identify differences—gaps—between applicable Green Book
principles and GPO’s internal control framework over financial reporting. To accomplish
our objective, we interviewed responsible officials, reviewed Federal regulations and laws,
reviewed GPO policies and procedures, and contracted with KPMG to compare GPO’s
internal control framework to applicable Green Book principles.

Results in Brief

The analysis identified the need to strengthen key controls pertaining to the risk
assessment processes and the design and implementation of control activities over
financial reporting. The analysis also revealed GPO could strengthen controls over the
design and implementation of control activities associated with financial information

systems.

Recommendations

OIG made 14 recommendations that would help improve internal controls over financial
reporting.

Management’s Response

Management concurred with the recommendations. The complete text of management’s
response is in Appendix C.

1 Standards for Internal Control in the Federal Government, GAO-14-704G, September 2014.
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Background

GPO requires? that management controls provide reasonable assurance and safeguards to
protect assets against waste, loss, unauthorized use, and misappropriation. The guidance
states that GPO must maintain effective systems of accounting and management control.
The policy also states that internal controls are the organization, policies, and procedures
used to reasonably assure that resources are used consistent with agency mission and
resources are protected from waste, fraud, and mismanagement.

The Green Book consists of five components of internal control that represent the highest
level of the hierarchy of standards in the federal government. Seventeen underlying
principles have been introduced to support the five overarching components of internal
control. The figure below generally depicts the components and principles.

Figure 1. General Description of the Five Components and 17 Principles of Internal Control

Control Environment

1. The oversight body and management should demonstrate a
commitment to integrity and ethical values.

2. The oversight body should oversee the entity’s internal control
system.

3. Management should establish an organizational structure,
assign responsibility, and delegate authority to achieve the
entity’s objectives.

4. Management should demonstrate a commitment to recruit,
develop, and retain competent individuals.

5. Management should evaluate performance and hold
individuals accountable for their internal control responsibilities.

Risk Assessment

6. Management should define objectives clearly to enable the
identification of risks and define risk tolerances.

7. Management should identify, analyze, and respond to risks
related to achieving the defined objectives.

8. Management should consider the potential for fraud when
identifying, analyzing, and responding to risks.

9. Management should identify, analyze, and respond to
significant changes that could impact the internal control system.

Source: GAO. | GAO-14-704G

Control Activities

10. Management should design control activities to achieve
objectives and respond to risks.

11. Management should design the entity’s information system
and related control activities to achieve objectives and respond
to risks.

12. Management should implement control activities through
policies.

Information and Communication

13. Management should use quality information to achieve the
entity’s objectives.

14. Management should internally communicate the necessary
quality information to achieve the entity’s objectives.

15. Management should externally communicate the necessary
quality information to achieve the entity’s objectives.

Monitoring

16. Management should establish and operate monitoring
activities to monitor the internal control system and evaluate the
results.

17. Management should remediate identified internal control
deficiencies on a timely basis.

The following four Green Book principles were determined to be in scope for the purpose of

the analysis.

Principle 7—Identify analyze, and respond to risks
Principle 10—Design control activities

Principle 11—Design activities for the information system
Principle 12—Implement control

2 GPO Instruction 825.18A, Internal Control Program, dated May 28, 1997.
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Results and Recommendations

The assessment identified the following internal control differences—gaps. Gap numbers
1, 2, and 4 are within the Chief Financial Officer’s area of responsibility. Gap number 3 is
within the Chief Information Officer’s area of responsibility.

Green Book Requirements

Principle Principle ] G
aps
Number Description AT IS .
Identify, Analyze, Identification of Risks Gag 1-Key mterntal cggtrols,t Ect1v1t1es,
7 and Respond to Analysis of Risks an /or processes to address the
Risk attribute, principle and/or component
1SKS Response to Risks are needed.
Response to Objectives and Risks
Design of Appropriate Types of Gap 2 - The attribl.lte, principle and/or
Design Control Control Activities f:omponent are bemg a.d-dressed by key
10 Activities - — internal controls, activities and/or
Design of Control Activities at processes performed by GPO; however
Various Levels improvements are needed.
Segregation of Duties
Design of the Entity’s Information
System
Design of Appropriate Types of
Control Activities Gap 3 - The attribute, principle and/or
Design Act1v1t1e§ Design of Information Technology .component are belng a.d.dressed by key
11 for the Information internal controls, activities and/or
Infrastructure
System processes performed by GPO; however
Design of Security Management improvements are needed.
Design of Information Technology
Acquisition, Development, and
Maintenance
Documentation of Responsibilities | Gap 4 - The attribute, principle and/or
through Policies component are being addressed by key
12 IAmf.le.?ent Control o ] internal controls, activities and/or
chivities Periodic Review of Control processes performed by GPO; however
Activities improvements are needed.

Gap 1: Risk Assessment

According to GPO'’s Accounting Policies Manual, dated March 28, 2017, Section 9-5, business
units must identify risks that could impede efficient and effective achievement. The
business unit managers must prepare a risk assessment summary and provide general
conclusions and actions needed. Each Finance unit performing a risk assessment must
provide a Statement of Assurance about the effectiveness of its internal controls over
financial reporting for the period ending on the review date.

As a result of activities such as continuous system upgrades and/or conflicting priorities,
the risk assessment was not performed in accordance to the Accounting Policies Manual.
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Recommendations

Recommendation 1: We recommend that the Chief Financial Officer develop and
implement a process to identify risks that could impede efficient and effective achievement
of organizational business process objectives.

Recommendation 2: We recommend that the Chief Financial Officer conduct a risk
assessment that provides a basis for responding to a defined objective.

Recommendation 3: We recommend that the Chief Financial Officer design a risk response
to each analyzed risk so that risk is within the defined risk tolerance for the defined
objective. The risk responses may include the following:

e Acceptance - No action is taken to respond to the risk based on the insignificance of the
risk.

e Avoidance - Action is taken to stop the operational process or the part of the
operational process causing the risk.

e Reduction - Action is taken to reduce the likelihood or magnitude of the risk.

e Sharing - Action is taken to transfer or share risks across the entity or with external
parties, such as insuring against losses.

Gap 2: Payroll Process Controls

Management controls were not properly design and implemented to address segregation of
duties within payroll processing. We noted unauthorized personnel could have approved
employee timesheets.

Recommendations

Recommendation 4: We recommend that the Chief Financial Officer design a control in the
payroll process in response to the entity’s objectives and risks to achieve an effective internal
control system. Controls include the policies, procedures, techniques, and mechanisms that
enforce management’s directives to achieve the entity’s objectives and risks.

Recommendation 5: We recommend that the Chief Financial Officer design the appropriate
type of control for addressing segregation of duties in the payroll process.

Recommendation 6: We recommend that the Chief Financial Officer design a control in the
payroll process at various levels, enhancing the policies and procedures governing the
approval of timesheets.

Recommendation 7: We recommend that the Chief Financial Officer design a control
requiring segregation of duties in the payroll process that will prevent employee timesheets
being approved by unauthorized personnel.




Gap 3: Control Activities for Information Systems

Control activities were not properly designed for GPO’s information system security
management. We noted user accounts were not timely removed from GPO’s Business
Information System after separation and a new user account was not provisioned
appropriately.

Recommendations

Recommendation 8: We recommend that the Chief Information Officer design a control for
the entity’s information system in response to the entity’s objectives and risks to achieve
an effective internal control system.

Recommendation 9: We recommend that Chief Information Officer design a control in the
entity’s information system covering information processing objectives for operational
processes.

Recommendation 10: We recommend that Chief Information Officer design a control over
the information technology infrastructure to support the completeness, accuracy, and
validity of information processing by information technology.

Recommendation 11: We recommend that Chief Information Officer design a control for
security management of the entity’s information system for appropriate access by internal
and external sources to protect the entity’s information system.

Recommendation 12: We recommend that Chief Information Officer design a control over
development and maintenance of information technology

Gap 4: Policies and Procedures and Periodic Review of Control Activities

Each business unit may not have documented policies and procedures. In addition, there is no
formal process for periodically reviewing controls for continued relevance and effectiveness
in achieving the GPO’s objectives or addressing related risks. We noted that all 34 SOPs
reviewed were last updated in 2010.

Recommendations

Recommendation 13: We recommend that the Chief Financial Officer document
responsibilities through policies and in the appropriate level of detail that will allow
management to effectively monitor the control activity.

Recommendation 14: We recommend that the Chief Financial Officer conduct a periodic
review of controls by developing a process for periodically reviewing policies, procedures,
and related control activities for continued relevance and effectiveness in achieving GPO’s
objectives or addressing related risks.




Management’s Response

Management concurred with the recommendations. The complete text of management’s
response is in Appendix C.



Appendix A - Objectives, Scope, and Methodology

The purpose of this assessment is to make recommendations for improvement for the
areas upon which internal control oversight and risk management should be focused.

The following four Green Book principles were determined to be in scope for the purpose of
the analysis.

¢ Principle 7—Identify analyze, and respond to risks

¢ Principle 10—Design control activities

e Principle 11—Design activities for the information system
e Principle 12—Implement control

Number Principle Description Scope Determination
1 Demonstrate Commitment to Integrity and Ethical
Values
2 Exercise Oversight Responsibility
3 Establish Structure, Responsibility, and Authority Out of Scope
4 Demonstrate Commitment to Competence
5 Enforce Accountability
6 Define Objectives and Risk Tolerances
7 Identify, Analyze, and Respond to Risks In Scope
8 Assess Fraud Risk Out of Scope
9 Identify, Analyze, and Respond to Change
10 Design Control Activities
11 Design Activities for the Information System In Scope
12 Implement Control Activities
13 Use of Quality Information
14 Communicate Internally
15 Communicate Externally Out of Scope
16 Perform Monitoring Activities
17 Evaluate Issues and Remediate Deficiencies

To accomplish the gap analysis, a review was performed of existing documentation, such as
GPO’s Accounting Manual policies, GPO standard operation procedures (SOPs), process and
workflow documents for financial reporting, if available, and past audited financial
statements to gain an understanding of current internal controls over the financial
reporting environment as well as how the selected Green Book principles were addressed.
GPO'’s entity-wide internal controls identified per the above existing documentation were
mapped to the Green Book components, principles, and attributes for which they
correspond.

In addition, inquiries with key officials were conducted to obtain additional information on
how the selected Green Book principles were addressed. If there was a Green Book



attribute not being addressed by a GPO internal control (i.e. a gap), it was discussed and
confirmed with the following GPO officials.

Title Process Areas
Chief Financial Officer Finance and Accounting
Deputy Chief Financial Officer Finance and Accounting
Chief Accounts Receivable and Collection | Accounts Receivable and Revenues
Customer Services Controller Accounts Payable and Expenses
Chief Accounting Operations Financial Reporting
Chief Cash Management Services Payroll

The assessment was performed from September 12, 2017, to November 3, 2017. Included
in this report are the observations and recommendations as a result of assessment based
on the information made available and interviews carried out with select GPO officials. The
objective of this assessment does not include or support expressing an opinion on the
design or effectiveness of GPO’s internal control.



Appendix B - Acronyms

GAO Government Accountability Office
GPO U.S. Government Publishing Office
OIG Office of Inspector General

SOP Standard Operating Procedure



Appendix C - Management’s Response

ANDREW M. SHERMAN GPO
Chial of Staff e

Date: Febroary 2, 2018
To:  Inspector General

Subj:  Management Comments on OIG Diraft Report No. 18-04, “Financial Management:
Internal Controls Cver Financial Reporting”™

From: Chief of Staff

Thank you for the opportunity to review the subject draft report, Management concurs with the
OHG recommendations contained in this report affecting GPOY's Chief Financial Officer and
Chief Information Officer (currently Acting), per the following:

Recommendation 1: We recommend that the Chief Financial Officer develop and implement a
process to identify risks that could impede efficient and effective achievement of organizational
business process objectives.

Response; Concur. The Office of Finance's organizational business process objectives are:

+  Compliance with statutory requirements pertaining to accounting and budgeting
requirements established in Titles 31 and 44;

¢ Provide fund control;

e Reliability of financial reporting, Fair presentation, and disclosure of financial
information;

& Provide cost-based budgeting;

«  Enable the measurement of petformance; and,

«  Ensure proper stewardship of GPO assets,

As risk assessments of business processes are performed, process objectives and associated risks
will be identified and system risks and process impediments will be evaluated against these
objectives. This recommendation will be implemented in FY 2018 when the first risk assessment
is scheduled. Tt will be continued in subsequent assessments.

Recommendation 2: We recommend that the Chief Financial Officer conduct a risk assessment
that provides a basis for responding to a defined objective.

Response: Concur. Risk asscssments will be conducted on an on-geing basis so that systems arc
reviewed al least every three vears. As part of this process, risks will be assessed and they will
form the basis for designing the appropriate tisk response. The assessments will include an
evaluation of the system's achievement of process objectives, This recommendation will be
implemented in FY 20018 when the first sk assessment is scheduled, 1t will be continned in
subgequent asgessments.

U.8. GOVERNMENT PUBLISHING OFFICE Keeping America lnformed OFFICIAL | DISITAL | SECURE
732 Morth Capitel Stroet, MW, Washingtan, DG 20401-0008  wwow.gpo.gov | facebook.com/USGPD | twittencom/ BP0
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Eecommendation 3; W recommend that the Chisf Financial Officer design a risk response b
each analyaed risk se thal risk is within the defined risk toberance for the defined objective.

Besponss: Concur. This @ep will be included ns part of each risk msesmment kiek reaponzes
willl sz desigrcd 1o address each analyzed ngk, with consideration of sk wlemnee, This
recommendation will b implemented in FY 2008 when the first risk sssessment is scheduled,
Acaessments will include a risk response for each nsk kentified. This process will be continued
it suibeecent nesessments.

Becommendition 4: We recommiened that ihe Chicf Financial Cfficer design o comtrial in the
payrdl pracess in response fo the entity’s chjzctives and risks to achieve an effective intemal
cotitrol system. Controls inclhude the policies, procedures, wehniques, and mechanisms that
enforee managemetit's dinssives o schisve ihe entity”s chjsclives amd ke

Response: Cancur. A number of agency dincctives eatablish policy, while most payoll
processes are documented in welbTA and NFC {Malticnal Finarwe Center) procedural
hnndboaks. Anmunlly, these processes are audited by GTN"s financial suditors.  Hewever, an
erverall proceases ow and additional resting will be melusded in & risk asseaement of
weh T A Payrol] processes. Thal asessment is seboduled in FY 2008,

Recommendation 5; We recommend that the Chicf Financial Officer design the appropnata type
of contrad for addresging segregation of duties in the payral] process,

Response: Cancur. The standard webTA roles were reviewed and redesigned in the recent
upgrade to provide clear ssparation of dulkes and repoisibilities, An pssessment of these mles
will e part of the rigk meesaneal of web TATayroll processes

Recommendation 6: W tecomanend that the Chiel Financial Officer design a contred in the
payroll process at various levels, enhancing the polickes and procedures goveming the approval
of timeshieets,

Response: Concur, The webTA upprade sddressed the issee; procedurl controls ke been pt
in place o govern Lhe fime shest approval process. They are:

#  The timesheet cannot b cerlified il the Friday before the end of a pay perisd. The
systenn is configured o prevend earlier certification. Howewser, inthe evend of unfareseen
evends (uch as a farloughy, e wehTA Administrators (a restricted role) have the ability
tas open fhe syatem to allow for carfier certification,

o Emploves's timeslests can be certified by the immediate supervisor or his or her
delegate, o the Master Timekeeper only. 17 sn enployes eniers leave thal has wot been
requeated and approved, the system sends the supervisar 3 waming to cnsure thot they
review the leave posted on the o gheet befors they certify the leave,

& Cerification was changed to include & two-step process (hal now includss an sltestation
by thase that enter their own leave and valilage, Finance is looking into the addition of
the second step for all agency employess. This will be included a3 part of the webTA
risk assemsmend b be condacted in FY 2018
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A assessment of The tmeshest approval process will be par of il sk asessment of
wihT AP avroll sysier.

Recommendatwn 72 We recommend that the Chief Financial Officer design a contro requiring
aegregation of duties in the paymoll process that will prevent employes timesheets beang approved
by wnnuibarizied persoinel.

Response: Concur, The risk assessment of webTATaysoll will inclisde an asscssment of the risk
of ummuthorized approval and the effectivencss of the separation of webTA duties in controlling
umaithosized approval,

Recommendaticn 8: We recommiend thed the Chief Information Officer design a control for the
enlity's informuotion system in responge G the cistity' = objectives and risks so nehieve un effeciive
intemal control Sy siem.

Response: Concur. The IO has designed 8 control for his in the form of the System Security
Plan for the entity's informeation sysiem {GRIS) for internal coitrols for IT sscurity sk and IT
contrals in accordance with the GO IT Security Program Statement of Palicy (GP Directive
B25.336). Thia recommendaiion bas been implemented,

Recommendation % We recommend that the Chief Information Cfficer design 4 control in the
eily’s information system covermg infomiation procesaing objectives for operational
[IOCEGES,

Respanses Coreur. The CHO has designed a control for this m the form of the System Security
Pham for the endity's information system i accordance with the GPO T Sceurity Program
Staternent of Policy (G0 Dircciive 825.338) which includes and covers aperational procieses.
This recommendation has been implemented.

Recommendation 18 We recommuend that the Chied Information Cifcer design a eontred over
the informetion technology mfrastrctues o support the completeness, sccuracy, and valiity of
information processing by information technology.

Respanses Concur, The: CIO hes designed and implemented controls for the information
fechnolopy infrastructune in the G of the System Sseurity Flan ord standard aperating
procadures for e General Support System (G551 at (PO in accordance with the GPO TT
Segurity Program Statement off Podiey {Darectivee B23.338) forthis, The G55 Comtingency Plan
and (G55 Comtingency tesiing resubls aspecis of ilis continue to be enbanced and are i work by
[T and are expecied io be completed by Auwgust 1, 2018,

Repommendation 11; We recommend that the Chicf Tnformation Officer design o corrol for
security marsgement of the entity's information system for appropriate sccess by intemal and
exicrnal sources bo proteet the entity's infarmition gystet.

Response; Coneur, Controls for securty management of the entity's information system have
been defined by GPO i the form of the Systein Sscurity Plan for the: infommation sysiem, e




CIPCH T Becurity Program Statemend of Paliey (GPO Direetive 825,331, and tha GEIS Ao
Rocqucst Procedure on the GO Irimnet (which wees ihe [T Servics Desk system).,

GO s procesaing an update o the GPO T Security Progrom Statement of Policy Direstive, to
make even more explicit tat GPO managers and supervisors must otify 1T in atimely fishion
via request submission io the 1T Service Desk system whan personnoel lsave GO, so that the
person’s access can be remuved by 1T i a tinely menner, The secondary contral process in
effieet and operstional using the Human Capital (ice separation reper neti feation can, 28 il did
fiar thiis ome sccound in this annunl pericd, result m retroactive Sepaeation Date from the Human
Capital Office to IT, which resulted in the only discrepancy in the 2017 annual perod. New usee
provisioning comrols, pelicy and procedures exist and an comprehiensive,

The single exception for new wser provisioning noted during the anual review period was die o
Tman procedural sroe and o address tis, eaining of the personmel invelved in this
discrepaicy and conphasis on following exising procedures has been completed. The apdate to
the GPC I Securiby Progrim Sabement of Policy Direetive is schedubed to be complebed
threugh the agency Directive approval process and implemented by May 1, 2008,
Recommendation 12 We recommend that the Chiel Information Officer design a control over
the development ansd maintenance of information technalogy.

Regponse: Coneur, The CI0 has designed and implemented controls over tee develapment and
miintenance ol infosmation echmology (1) in the faorm of the GPOIT Canfiguration Management
(TR} Policy (GO Dirsctive 823,81 There are also specific controle for the development and
mnintenance of the entity's idormation sysien (GBS} in the fom of Request tor Change (RFC)
requests, revicws and opprovals, This recommendation has been implemented.

Recommendation |3: We recommend that the Chief Financial (iTicer docwment naponzsibilitic
thronegh policies and in ihe appropriate level of detall that will allow manngement to effectively
rncitor s contre activiiy,

Resporse: Conar, This recommendation will be implemented in Y 2008,

s The Finamce Policy Maneal will be updsted o inclode additional requirements for nsk
HERCESmEE.

o An aventory of existing Standard Operating Procedures {Sol*' s} will ba completed.
These will ke reviewed and either ke certifiod a8 cusrent, ar designated for revision,

#  Completion of a gap analysis of So's will be completed.

& The outdated SOP's and those identified in the gap amalyss will b dssessed for sk and
scheduled For futare wpdabe.

Recommendatiom 14: We recommend that the Chicl Financinal Officer conduct a perindic review
of controls by devedoping & process for perindically reviewing policies, provedures, and related
conlral sctvvties for contineed rebevance and effectvenss in achisving GPO's ohjectives ar
aldressimg celated risks,
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Response: Coocwr. This recommendation will be implemented in FY 2018, The Finance Policy
Manual will be updated 1o include a poliey for annual review of policies, cyclival review of
Sol's and cyclical risk asscsaments of financial systems

Thank you again (o the oppoctunity to review the subject dmft report. 1 you ned
additional information, please do pot besitate to contact me on 202-512-1100

A S maren

ANDREW M, SHERMAN

o
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Appendix D - Status of Recommendations

Recommendation | Resolved | Unresolved | Open/ECD* Closed
1 X FY 2018
2 X FY 2018
3 X FY 2018
4 X FY 2018
5 X TBD
6 X FY 2018
7 X TBD
8 X TBD
9 X TBD

10 X August 1, 2018
11 X May 1, 2018
12 X TBD
13 X FY 2018
14 X FY 2018

*Estimated Completion Date.

15



Appendix E - Report Distribution

Acting Director, GPO

Chief of Staff

Chief Administrative Officer
Acting General Counsel
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Major Contributor to the Report

Tony Temsupasiri - Lead Information Technology Specialist
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