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SUBJECT: Briefing Report: Unaccounted Laptops

In September 2015, CFTC purchased 425 Dell 7450 laptops. In November 2018, CFTC
management asked this Office to investigate 34 unaccounted laptops from that
purchase; management feared they might be missing or stolen. We determined to have
OIG audit staff initiate a review. Our goal was to assess internal controls for laptop
accountability (safeguarding assets), ascertain the extent to which control failures (if
any) might have played a role in the handling of the September 2015 purchase, and to
make the proper referral if the facts indicated theft. We limited our scope to the
September 2015 purchase.

To complete our review, we interviewed key personnel to gain an understanding of the
information technology (IT) inventory process and the September 2015 purchase. We
obtained and reviewed relevant documentation, inventory management policies related
to IT assets, and Office of Financial Management cycle memos.

We conclude that current CFTC internal controls do not permit us to determine whether
laptops were stolen or not, and that a full inventory must be performed to determine
whether September 2015 laptops identified as unaccounted are in use or storage but
not properly documented, or lost or stolen. In fact, during our fieldwork potential
irregularities regarding laptop inventory tracking and documentation (from other
shipments) came to light.! Given the present posture, we recommend that CFTC
prioritize completion of a full inventory, and refer any indications of theft or fraud to OIG.
In addition, internal controls should be enhanced in design and effectiveness to assure
the reliability of IT inventory processes in the future. Given CFTC's reliance on
contractors for IT asset management support, appropriate contract modifications in
concert with policy updates may be necessary and are encouraged.

! These laptops were outside the scope of this review and we therefore can make no findings at this time.
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Management Comments and Evaluation

We provided management a draft report for comments. We note management has
acknowledged system shortfalls with its asset management system, has implemented
short-term measures for controlling assets, and is migrating to a new asset
management system to address gaps identified. Additionally, management is evaluating
its contract pertaining to technology asset management to ensure it reflects CFTC
needs.

Since our draft report, management has discovered several additional groups of missing
laptops. In our eyes, the control environment has allowed for unauthorized removal of
government property and changes to asset management records. We believe the short
and long-term corrective actions will mitigate future losses.

Attached are our briefing report and management comments in its entirety. If you have
any questions please call me at (202) 418-5084.

Cc:

Michael Gill, Chief of Staff Anthony C. Thompson, Executive Director
Kevin S. Webb, Chief of Staff Daniel Davis, General Counsel

John Dunfee, Chief of Staff John Rogers, Chief Information Officer
Daniel Bucsa, Chief of Staff A. Roy Lavik, Inspector General

Erik Remmler, Chief of Staff Judith A. Ringle, Deputy Inspector General

and Chief Counsel
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Office of the Inspector General

Background

Internal Control

Internal controls set out the plans, methods, policies, and procedures to help managers
achieve desired results through effective stewardship of public resources. An internal
control system is a continuous built-in component of operations, effected by people,
that provides reasonable assurance, not absolute assurance, that an entity’s objectives
will be achieved.

Safeguarding of Assets

Management designs an internal control system to provide reasonable assurance
regarding prevention or prompt detection and correction of unauthorized acquisition,
use, or disposition of an entity’s assets.

Operating Effectiveness

In evaluating operating effectiveness, management determines if controls were applied
at relevant times during the period under evaluation, the consistency with which they
were applied, and by whom or by what means they were applied.
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Background — CFTC Inventory Controls

CFTC has controls in place for
inventory.

Key controls include processes for
acceptance, recordation, periodic
physical inventory, and loss
reporting. Physical inventory is set
at 10% of total property, mainly
high risk areas, and considers value.

Internal control reviews and
independent audits have reported
non-material weaknesses for
inventory.

Source: Financial Management Office. Inventoriable Assets Cycle Memo
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Objective and Scope

Our objective was to evaluate controls in place for IT
equipment accountability (safeguarding assets).

Our scope was limited to a CFTC September 2015
purchase of 425 Dell 7450 laptops and reported
losses from that purchase.
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What We Did

To complete our review, we interviewed key
personnel to gain an understanding of the
information technology (IT) inventory process. We
obtained and reviewed relevant documentation and
procedures related to safeqguarding IT equipment, as
well as the Property Inventory Management System
(PIMS), and CFTC financial management controls. In
reference to laptop losses, we reviewed receiving
reports, the associated contracts, and available
system data.
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What We Observed

e CFTC has adequate acceptance controls for reportable
assets which in this instance worked as designed. While
we did not find instances where assets were lost at
acceptance, we noted tagging occurred about 3 weeks
after acceptance. Timelytagging of laptops increases
accountability of these assets.

CFTC's PIMS procedures are outdated with asset
management responsibility assigned to a CFTC officer
no longer in existence ("OMO Asset Manager”).

PIMS does require weekly reviews of assets that are
not assigned to any location. This review ensures that
assets are assigned in a reasonable period of time. For
unaccounted assets this did not occur after the initial
scan.
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What We Observed (cont.)

ScanAsset is an archaic sa/stem for tracking information
technology equipment. ODT staff reported system glitches
impacting record completeness, including laptop assignment
and location; however, CFTC is moving to a new system
(ServiceNow) this year.

PIMS does not assign responsibility for completeness of location
information in ScanAsset. The Catapult contract (Core
Infrastructure Operations and Maintenance and Support Services)
Is explicit for asset management requirements including record
completeness. We believe it is incumbent upon the COR to
ensure the completeness of system records.

While Catapult contract terms are detailed for inventory
management and loss processes, given the magnitude of
unaccounted laptops, we conclude there is an overall weakness
that exists for ensuring execution of contract terms and
monitoring.
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What We Observed (cont.)

e Lastly, we noted that ODT has no detailed
procedures for issuing reportable assets to end
users and updating ScanAsset. Such procedures
can be used as a basis for monitoring contract
compliance.

6/11/2019 10




What We Suggest

To improve the prevention or prompt detection
and correction of unauthorized acquisition of
CFTC laptops:

1. We suggest CFTC Management:
* Update PIMS and follow accordingly. Some improvement
ideas provided during this review include:

0 Setting a timeframe for tagging after vendor delivery and CFTC
acceptance,

0 Reviewing badge scans of secure rooms on a weekly basis to
detect unauthorized personnel or unusual entry times, and

o0 Installing security cameras in the storage rooms for incident
reference.
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What We Suggest (cont.)

2. We also suggest ODT management:
* Establish procedures for issuing reportable assets to assigned
users.

* Review systems logs to verify information is accurate and
complete and to detect unusual update activity .

* Ensure that Catapult asset management contract terms are
fully executed and monitored or modify accordingly.
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Conclusion

We feel that in order for ODT to find all of the
unaccounted laptops under the scope of our review,
a full inventory must be done. Management
conveyed that before CFTC migrates from ScanAsset
to ServiceNow, a full inventory will be conducted.
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MANAGEMENT COMMENTS
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