


Executive Summary

Chairman Giancarlo, Commissioner Quintenz, Commissioner Behnam, Commissioner Stump, and
Commissioner Berkovitz:

This CFTC Office of Inspector General (OIG) white paper examines possible locations for
targeted CFTC education initiatives based on the locations of high-volumes of complaints and enforce-
ment filings (“hotspots”), coupled with the locations of airport hubs and relevant state regulators. We
compare identified hotspots with recent outreach efforts by CFTC’s Office of Customer Education and
Outreach (OCEOQO).

We conclude that OCEQ’s educational outreach activities could better align with existing
hotspots, specifically in the Southern and Western United States, where large hotspots exist that have
not been visited by OCEOQO (or have not been visited frequently). We note that CFTC does not have a
permanent physical presence in these regions; CFTC’s furthermost western (and southern) presence
is in Kansas City, Missouri. Quite obviously, OCEO should target its efforts where customer education
and outreach appears most needed.

In addition, we address factors impacting the feasibility of increased outreach efforts by OCEQ,
including: 1) Consumer Protection Funds (CPF) availability and the adequacy of CFTC'’s financial
system to track and monitor expenditures; 2) CFTC’s authority to spend CPF funds on education ini-
tiatives; and 3) CFTC’s ability to detail appropriate CFTC staff to strengthen OCEO on a reimbursable
basis. We find that CFTC has current funds available to further support education activities, and we
forecast based on our analysis of CFTC collections activity that funds availability will continue. We
conclude that CFTC has the current ability to track and monitor expenditures, and agree with the
Office of General Counsel that CFTC has the authority to spend CPF funds on education initiatives.

Given the need to target OCEOQ efforts in existing hotspots, as well as the limited number of
current OCEO personnel, we believe the Commission should consider:

 Establishing OCEO personnel in the CFTC Kansas City regional office;

» Opening additional CFTC field offices or establishing permanent remote OCEO employees in
the hotspots;

* Detailing personnel from other Divisions to OCEO (on a reimbursable basis from the CPF); and

» Engaging appropriate Federal, State, and local government entities and other relevant entities
located in hotspots to facilitate customer education initiatives.

Management expressed their appreciation for our report and for the opportunity to respond to
the recommendations. Management’s comments in its entirety are presented in Appendix Il.
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Background
Whistleblower and Customer Education Incentives at CFTC

The Dodd-Frank Wall Street Reform and Consumer Protection Act (Dodd-Frank) estab-
lished whistleblower incentive and customer education programs at the Commaodity Futures Trading
Commission (CFTC or Commission).! To implement these programs, Dodd-Frank established the
Customer Protection Fund (CPF or Fund), which is available to the Commission without fiscal year
limitation for two purposes: (1) “the payment of awards to whistleblowers” who provide original infor-
mation that leads to the successful resolution of a covered judicial or administration action, or related
actions, and (2) “the funding of customer education initiatives.”

Office of Customer Education and Outreach

The Office of Customer Education and Outreach (OCEOQ) creates and distributes financial
education messages to customers to help them avoid fraud, deception, and inappropriate financial
products, and to make informed commodity futures and derivatives trading decisions. It leads CFTC’s
effort to implement “customer education initiatives” per the Dodd-Frank Act, and organizationally
resides within the CFTC Office of Public Affairs (OPA).2

With a staff of five specialists,® all located at CFTC headquarters in Washington, D.C., OCEO
offers a number of services to the Commission including:

» Customer-focused anti-fraud messages, activities, and resources for use in prepared remarks
or testimony given by Commissioners and CFTC officials;

Financial education materials for the public;
» Expertise in the development of websites and other media for customers;
+ Assistance developing comment letters concerning investor education; and

« Communications with the public, as well as registrants, exchanges, and other institutional stake-
holders regarding customer education activities.

OCEO launched SmartCheck,* an initiative to educate investors on the risk of financial fraud, in
2014. The SmartCheck program informs investors about tools that help them research the credentials
of financial professionals, uncover disciplinary histories, and stay ahead of scam artists with news and
alerts.

1 Pub. L. No. 111-203, title VII, subtitle A, pt. Il, § 748, 124 Stat. 1376, 1742—43 (July 21, 2010), codified at 7 U.S.C.
§ 26(9).

Appendix 1 details OCEQ’s placement within OPA.

OCEO employees are paid from the CPF. The balance of OPA staff (7 FTE) is paid from appropriated funds (See
Appendix 1).

4 https://www.smartcheck.gov/.
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CPF Financial Primer

The CPF contains “dedicated collections” -- deposits into the Fund that are credited from
monetary sanctions collected by the Commission in covered judicial or administrative actions not oth-
erwise distributed to victims of a violation of the Commaodity Exchange Act (CEA or Act), as amended,®
or the rules and regulations thereunder. CFTC may deposit dedicated collections to the Fund (without
limitation as to amount) until the balance of the Fund exceeds $100 million. If the CPF thereafter dips
below $100 million, CFTC may again deposit dedicated collections (without limitation as to amount)
until the CPF again exceeds $100 million. The CFTC may request the Secretary of the Treasury to
invest Fund amounts in Treasury obligations. CFTC reported® a CPF balance of $247,550,496 as of
October 1, 2016, and a balance of $196,336,209 as of September 30, 2017.7

CFTC Complaints, Allegations, and Tips

Violations of the CEA or Commission regulations (as well as suspicious activity reported without
identification of any statute or regulation violated), are submitted primarily by the public to CFTC’s
Division of Enforcement® on either a whistleblower or complaint form; the former to participate in the
CFTC’s whistleblower program. These complaints, along with those from external sources (such as
federal and state law enforcement agencies, and the National Futures Association and other self-regu-
latory organizations), are tracked in CFTC’s Practice Manager (PM) System.

The PM System associates Enforcement matter ID with entity roles (i.e., impacted parties) for
case tracking and assignment. The entity roles relevant to our analysis are defined below:

» Complainant- Individual submitting a complaint mostly through Web TCR.

» Whistleblower - Complainant using Whistleblower TCR Form and interested in award eligibility.
» Customer - Individual submitting a complaint mostly through other means such as written form.
» Subject of Interest — Individual or entity the subject of a complaint.

» Defendant — Subject of an investigation. “Defendant” role is assigned when a matter is in
Litigation.

5 7 U.S.C. §§ 1, et. seq.

6 CFTC Annual Report on the Whistleblower Program and Customer Education Initiatives, 2017 Annual Report
(Oct. 2017).

7 Id. Eligible collections of $176 million were transferred into the Customer Protection Fund as of September 30,
2014, accounting for its largest balance to date ($274 million).

8 The Division of Enforcement investigates and prosecutes alleged violations of the CEA and Commission
regulations.
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As presented in Figure 1, the general public (69%) and government partners (23%) submitted
92% of the PM complaints and allegations (41,988) since Fiscal Year (FY) 2000.
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Source of Practice Manager Records

As presented in Figure 2, whistleblowers, subjects of interest, and customers recorded in the
PM system have grown markedly since 2008, while defendants (i.e., subjects of CFTC enforcement
complaints) have remained fairly steady over time.
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As presented in Figure 3, diagnostics of matter type® since FY 2000 shows:
» Complaints usually alleged filing violations or fraud;
» Customers somewhat evenly alleged fraud and other potential violations;
» Defendants were associated mostly with schemes to defraud;

» Subjects of interest were primarily associated with “other regulatory matters” and commodity
pool fraud; and

* Manipulative device issues were prominent for whistleblowers.
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9 Matter type is a sub-categorization or description of enforcement leads, preliminary inquiries, investigations, liti-
gation inquiries, litigations, or cooperative enforcement activities.

4



Calculation of Potential Violation Hotspots™

As stated, the PM System associates Enforcement matter ID with entity roles (i.e., impacted
parties) for case tracking and assignment. The entity roles relevant to our analysis are Complainant,
Whistleblower, Customer, Subject of Interest, and Defendant.

The number of entity roles tied to a single Enforcement matter can vary greatly. For example,
as presented in Table 1, Enforcement matter ID 3136 shows 7 complainants, 33 customers, 5 defen-
dants, 7 subjects of interest, and one whistleblower.

Table 1 — Matter ID by Practice Manager Entity Roles

Metric Number PM Records
MatterID Complainant Customer Defendant | Subject of Whistleblower
nterest
3136 7 33 5 7 1

The tally of PM System records by “entity roles” is relevant to our analysis and permits us
to identify concentrations of potential violations of the CEA and regulations, or hotspots. To permit
a clearer visualization, we examined CFTC complaint records only (Complainant, Customer,
Whistleblower records in particular) since 2000.

10  We note that on 5/21/2018 CFTC announced that it has formed a mutual cooperation agreement with the North
American Securities Administrators Association an investor protection agency. The agreement will put in place
a framework that will allow the sharing of information between the CFTC and state securities regulators in the
United States. This additional information can further refine hotspots.
5



Geo-Spatial Analysis of CFTC Hotspots

We clustered complaint records by 3-digit zip code, region, or large city. These hotspots were
compared with OCEO travel and with CFTC SmartCheck.gov website traffic data to understand the
extent of education outreach specifically in hotspot areas.

CFTC Office Locations

Figure 4 simply compares hotspots with CFTC’s current office locations. It shows that opportu-
nities to expand education may exist as many complainant, customer, and whistleblower hotspots are
distant from CFTC office locations.
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OCEQO Travel and Outreach

Figure 5 compares hotspots with OCEO travel and outreach activity. It shows that OCEO is
reaching some hotspots, especially in the South. Nevertheless, opportunities to expand education
exist because complainant, customer, and whistleblower hotspots outnumber outreach locations
targeted by OCEO. While not depicted, locations of subjects of interest greatly exceed activity areas
by OCEO and, to a lesser extent, defendant hotspots also exceed locations of OCEO outreach
activity.
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SmartCheck.gov Web Analytics

Web analytics is the measurement, collection, analysis and reporting of web data for purposes
of understanding and optimizing web usage. We used web analytics to reveal the number of visitors to
the SmartCheck.gov homepage and page to check registration, and the number of page views." Not
surprisingly, the viewers of the SmartCheck.gov homepage generally correspond with the identified
hotspots.

* Views of SmartCheck.gov homepage by city shows (Figure 6):
* Much greater digital reach than travel by OCEO.

+ Complaints still overwhelm digital outreach.
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Figure 6 — SmartCheck.com Digital Reach
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11 We used Google Analytics, a web analytics service that tracks and reports website traffic. It is the most widely
used web analytics service on the Internet.
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Users of SmartCheck.gov/check webpage (where visitors can perform NFA registration and
FINRA broker checks) by city shows:

» OCEO reaches more people digitally than through travel (Figure 7); however,

» SmartCheck.gov/check page visits are not indicated in some complaint hotspots. So complaints
may be filed by people who never perform a registration or broker check.
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Views of SmartCheck.gov/resources webpage (contains customer education information and
videos) by city shows:

» CFTC’s digital reach greatly exceeds travel by OCEO (Figure 8).

» Complaints exceed visitors to SmartCheck.gov/resources page, and the average session
duration was 24 seconds.
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Analysis of Hotspots
Analysis of hotspots compared with the location of current registrants (see Figure 9, next page),
as well as the locations of relevant State regulators and airports, provided the following insights:

« CFTC Washington DC, Chicago and New York Offices are geographically placed to cover
hotspots in the Midwest, Mid-Atlantic and Northeast regions.

« CFTC does not have a presence in the Southeast, Southwest, and Western regions of the
United States.

» CFTC’s Kansas City Office is closest to the current West Coast hotspots and should be used
as a location for expansion given current underutilized leased space in Kansas City.

» CFTC could consider using major airports, as well as the location of relevant state regulators, to
guide further expansion of OCEO activities and offices, including:

*

Los Angeles, CA (or San Francisco),
*  Seattle WA,

*  Orlando, FL,

*  Denver, CO,

*  Houston, TX, and

*  Atlanta, GA.

In addition to the CFTC Kansas City offices, the above locations are candidate locations for
future education centers.
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Legal Feasibility

CFTC Opinion™

In August 2017, CFTC’s General Counsel opined on the standard for evaluating expenditures as
a necessary expense as it relates to Customer Protection Fund (CPF). Specifically, OGC concluded:

...expenditures from the CPF are permissible if the expenditure is reasonably necessary to accomplishing the CPF's
purpose. Specifically, the expenditure must be reasonably necessary to support initiatives to educate-including the provision

of information, skills, knowledge, or techniques-persons who are using or may potentially use the markets to protect them-
selves against fraud or other violations of the CEA and its implementing requlations.

OIG Comment

OIG does not disagree with the General Counsel.

12 CFTC General Counsel Opinion, Analysis of Customer Protection Fund, August 17, 2017.
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Operational Feasibility

Mission Functions Professional Series

From 670 full time equivalents, the CFTC employs close to 500 professionals to execute various
mission functions from its Washington DC, New York, Chicago and Kansas City Offices. Figure 10
shows diverse professions are spread across CFTC office locations.

We are not aware of any restrictions that would
impede CFTC professionals from performing educational
outreach. As such the Commission can seek to evaluate
the feasibility of expansion ideas presented to us; namely:

Figure 10 — CFTC Professional
Staff Locations and Titles

Establishing OCEOQO personnel in the CFTC Kansas City regional office;

» Opening additional CFTC field offices or establishing permanent remote OCEO employees in
the hotspots; and

Detailing personnel from other Divisions to OCEO (on a reimbursable basis from the CPF);

» Engaging appropriate Federal, State, and local government entities and other relevant entities
located in hotspots to facilitate customer education initiatives.
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We do note an opportunity for
CFTC to document the skills of its staff trial attorney
for matching subject matter expertise to
education outreach activity. Analyzing
the experience and skills™ of just 10
CFTC professionals, we note in Figure
11 a wide range of talent that may prove
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useful for complementing the customer project management
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gOG'S. microsoft office
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Figure 11 — CFTC Professional Staff financial markets
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interpersonal skills
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13 LinkedIn profiles as of April 2018. We note that experience and skills are self-reported on LinkedIn, and not
verified.
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Financial Feasibility

Availability of Funds

As of September 2017 the CPF balance was $196,336,209 and the expected whistleblower
payment (during FY 2018) totaled approximately $48 million. Since its creation in FY 2011, the fund
amounts available for additional educational initiatives have ranged from $23 million to $274 million as
reported liabilities were relatively small compared to the fund’s end of year balance. As presented in
Table 2, even with a spike of whistleblower liabilities at the end of FY 2017 (totaling $47,924,252), fund
availability exceeded $148 million.

Table 2 — CPF Year End Balance, Liabilities, and Availability

FY Balance Reported Liabilities Funds Availability
2011 $23,755,000 $- $23,755,000
2012 $100,040,430 $43,681 $99,996,749
2013 $99,983,233 $78,942 $99,904,291
2014 $274,448,248 $132,936 $274,315,312
2015 $268,809,520 $1,197110 $267,612,410
2016 $247,550,496 $2,118,305 $245,432,191
2017 $196,336,209 $47,924,252 $148,411,957

As depicted in Figure 12, trending funds availability since its creation supports the idea that
funds will continue to remain unused in the CPF.

Funds Availability vs. End of FY
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From a collections perspective, “dedicated collections” — monetary sanctions collected by the
Commission in covered judicial or administrative actions not otherwise distributed to victims of a viola-
tion of the CEA or the rules and regulations underlying such action — vary in size for FY 2013 through
April 2018. During that period, CFTC collected from a monthly low of $11 thousand to a monthly high
of $1.6 billion. As stated previously, if the CPF dips below $100 million, CFTC may deposit monetary
sanctions without limitation as to amount until the CPF exceeds $100 million. From a transaction per-
spective depicted in Figure 13, CFTC could manage collections by size to facilitate fund replenishment.
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Tracking Reimbursable Staff Time

The current time and attendance system used by CFTC employees, known as WebTA, captures
project time in a project/matter data field and is capable of tracking time for all employees performing
education outreach activities. However, we previously reported’ that our evaluation of payroll records
from October 2015 to May 2017 showed that CFTC employees did not track their hours using available
descriptive project codes about 90% of the time. This occurred because CFTC’s payroll policy requires
the use of project codes only for revenue generating activity; otherwise, the tracking of project time is
optional. WebTA could be better utilized to track customer education initiatives and outreach activities
by CFTC employees who work outside OCEQO, which may be reimbursed by the CPF.

Key Performance Indicators

Currently CFTC does not define and report key performance indicators (KPIs)? to show that the
expenditure of funds from the CPF to support education initiatives achieves positive results. A review
of CPF financial statements and documented control procedures shows much emphasis on use of
the CPF for whistleblower payments. Financial statements do contain a brief discussion of customer
education expenditures, and control procedures do recognize the fund’s authority to finance customer
education expenditures, but customer education is given less discussion. As it relates to SmartCheck.
gov expenditures, OCEOQO staff monitors website analytics and background checks to assess digital
outreach success. However, we believe formalizing KPlIs tied to education activities and/or outcomes
would improve accountability in CFTC’s reports to Congress, specifically the Annual Report on the
Whistleblower Program and Customer Education Initiatives posted at: https://www.whistleblower.gov/
reports.

1 Lean Labor: A Case Study, September 2017
2 A key performance indicator is a quantifiable measure used to determine how well a CFTC working group meets
a defined operational and strategic goal.
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Appendix I: Office of Public Affairs

Office of Public Affairs

Table 3 — OPA Staff by Title

Staff Title OPA Customer Education and Public Affairs
Outreach
Consumer 1
Content Specialist
Consumer 1
Outreach Specialist
Deputy 1
Director, Consumer
Outreach
Deputy 1
Director, Public
Affairs
Director, 1
Consumer
Outreach
Lead 1
Customer Outreach
Specialist
OPA Director 1
Public Affairs 2
Specialist
Speechwriter 1
Staff 1
Assistant
Web Content 1
Specialist
Grand Total 2 5 5

Customer Education and Outreach employees are paid from the CPF. All other OPA
employees are paid from appropriated funds.
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Appendix II: Management Comments
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