2019-0002-1E-P — Evaluation of the Architect of the Capitol’s (AOC’s) Capitol Power
Plant Cogeneration Facility Cybersecurity Posture

The AOC Office of Inspector General conducted an evaluation of the AOC’s Capitol Power
Plant Cogeneration Facility cybersecurity posture in response to a request from the U.S. House
Committee on Administration. This is the second of a series of Cybersecurity evaluations. Our
objective was to determine if cybersecurity vulnerabilities exist within the AOC’s Capitol Power
Plant Cogeneration Facility and the Capitol Power Plant inter-connected control systems. We
contracted with the Johns Hopkins University Applied Physics Laboratory to serve as subject
matter experts during this evaluation. We made four findings and eight recommendations. The
AOC concurred with each of the recommendations. Due to the sensitive nature of this evaluation,
findings and recommendations is protected and not disclosed.



