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FORMER CONTRACTOR VIOLATED POLICY BY WRONGFULLY 

UPLOADING SENSITIVE AND PROPRIETARY COMPANY DATA 

Activity Date: May 28, 2020 

Date Posted: June 2, 2020 

Case Number: CC-20-0139-S 

 Web Summary: OIG-WS-2020-328 

 

A contractor providing information technology security services for Amtrak violated company 

policies by wrongfully uploading sensitive and proprietary Amtrak data to his personal Google 

cloud storage and a personally owned USB flash drive without company knowledge or 

approval. Our agents were able to identify and remove the company’s data from his cloud 

storage and flash drive. In addition, the company has remediated certain vulnerabilities and 

continues to take steps to address security weaknesses identified as part of our investigation. 


