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Sec. 5274 of the National Defense Authorization Act of 2023 (Sec. 5274) requires OIGs to notify all
non-governmental organizations or business entities that are specifically mentioned in an OIG
report. Sec. 5274 further requires the OIG to attach any response received from a non-
governmental organizations or business entity to the report where they are mentioned. Therefore,
in accordance with Sec. 5274, attached is a response provided to CPSC OIG regarding the
Evaluation of the CPSC's FISMA Implementation for FY 2023, Document No: 23-A-05, Issued July
28, 2023. This response represents the views of the Center for Internet Security and not CPSC OIG
and was not reviewed by this office.
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I. EXECUTIVE SUMMARY

On July 28, 2023, the Office of Inspector General (“OIG”) of the U.S. Consumer Prod-
uct Safety Commission (the “Commission” or “CPSC”) produced a report called “Evaluation of
the CPSC’s FISMA Implementation for FY 2023 (“Evaluation” or “Report”). The Report relies
in part on the guidance of the Critical Security Controls (“CIS Controls’) produced by the inde-

pendent nonprofit Center for Internet Security (“CIS”) (www.cisecurity.org). While the Report

does not describe specifically how the CIS Controls were used in the analysis, we appreciate the
confidence in the CIS Controls and offer the following observations about how they support
OMB guidance, as well as the goals of the FISMA process, and can be broadly applied. In short,

and as more specifically described below:

A. The CIS Controls are effective, measurable, and inherently provide a risk-management basis

to an enterprise security program.

B. The CIS Controls are much more than a list of recommendations — they are the centerpiece of
an ecosystem of products, services, and information that can be used to build and manage an
enterprise security program.

C. The CIS Controls are designed for “pro-active co-existence” with a worldwide ecosystem of
security frameworks, recommendations, and other guidance.

D. Use of the CIS Critical Security Controls is internationally compatible.

II. BACKGROUND

To provide the annual independent evaluation of compliance of the information security
program of the Commission as required by the Federal Information Security Modernization Act
(“FISMA”), the Commission’s OIG retained the independent public accounting firm of Wil-
liams, Adley, & Co.-DC LLP (“Williams Adley”). Williams Alley produced a report to docu-
ment its evaluation. The Report noted that “Evaluation, testing, and analysis were performed in

consideration with guidance from the following:,” including the “Center for Internet Security
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Top 18 Security Controls,”" more formally known as the Critical Security Controls (or the CIS
Controls).

Established in 2000 as an independent nonprofit organization, the Center for Internet Se-
curity’s mission is to make the connected world a safer place by using open, collaborative delib-
eration processes to define, share, and sustain security best practices against cyber threats. These
best practices represent the consensus opinion of experts from across the global security commu-
nity and are freely available to all enterprises. CIS has over 20 years of success in developing,
sharing, and sustaining security best practices, powered by a successful nonprofit business
model. For example, CIS was instrumental in establishing the first public guidelines for security
hardening of commercial IT systems (now known as CIS Benchmarks) when there was little
online security leadership — and CIS is now the world’s largest independent source of security
configuration hardening.

CIS also operates both the Multi-State Information Sharing and Analysis Center (“MS-
ISAC”) and the Elections Infrastructure ISAC (“EI-ISAC”). Currently, these two ISACs provide
cyber threat sharing information and some cybersecurity defensive tools to all 56 states and terri-
tories and over 15,000 tribal and local government organizations.

Most notably, CIS is also the home of the CIS Critical Security Controls, the set of inter-
nationally-recognized, prescriptive, prioritized operational security practices that form the foun-
dation of essential cyber hygiene--network defense that is demonstrated to prevent 80-90% of all
known pervasive and dangerous cyberattacks. The CIS Controls had their origins at the National
Security Agency and are now compiled and used by cybersecurity experts around the world. By
design, the CIS Controls help implement the goals of the NIST framework by providing a
roadmap for network operators to improve cybersecurity by identifying specific actions to be
done in priority order based on the current state of the global cyber threat. What results is the
clearest, most definitive blueprint of how to protect an organization from cyber-attacks. While
the NIST Cybersecurity Framework (“NIST CSF”) is the what--NIST defines the categories of
cybersecurity and an organizational view of security risk management—the Controls are the

how--the prioritized technical pathway to achieve the NIST goals. Moreover, the CIS Controls

' Evaluation of the CPSC’s FISMA Implementation for FY 2023, Document No: 23-A-05, Issued July 28, 2023,
Office of the Inspector General, U.S. Consumer Product Safety Commission. https://www.oversight.gov/sites/de-
fault/files/oig-reports/CPSC/Evaluation-CPSCs-FISM A -Implementation-FY2023.pdf See the CIS Controls on
page 34.
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are specifically referenced in the NIST CSF as one of the tools to implement an effective cyber-
security program.’

CIS's ability to develop useful, real-world security practices like the CIS Benchmarks and
CIS Controls is driven by: our large-scale activity to gather feedback from worldwide users of
our guidance; and our nationwide, 24x7 mission operating the two ISACs (supporting all 56

states and territories and over 15,000 local and tribal government organizations).

III. THE CIS CRITICAL SECURITY CONTROLS ARE THE RIGHT STANDARD AS
THE NATION MIGRATES FROM A CHECK-THE-BOX TO A RISK-MANAGEMENT
APPROACH TO CYBERSECURITY BECAUSE OF THEIR EFFECTIVENESS, MEAS-
URABILITY, ADAPTABILITY, AND SCALABILITY, AS WELL AS THEIR GROW-
ING ADOPTION AROUND THE WORLD.

While the Report does not describe specifically how the CIS Controls were used in the
analysis, we appreciate the confidence in the CIS Controls and offer the following observations
about how they support OMB guidance, as well as the goals of the FISMA process, and can be
broadly applied:

A. The CIS Controls are effective, measurable, and inherently provide a risk-management

basis to an enterprise security program.

From the report (Page 10): "Reflecting OMB’s shift in emphasis away from compliance
in favor of risk management, IGs are encouraged to evaluate the IG metrics based on the risk
tolerance and threat model of their agency and to focus on the practical security impact of weak
control implementations, rather than strictly evaluating from a view of compliance or the mere
presence or absence of controls.”" The CIS Controls support these goals as follows:

CIS uses an open, documented, data-driven process to establish the security effectiveness
of every recommendation in the Controls. The CIS Community Defense Model starts from the
threat intelligence industry’s leading analyses of real-life attacks (e.g., the Verizon Data Breach
Investigations Report) to identify the most important and pervasive classes of cyber attack; for-

malizes the description of these attack classes using the industry-leading MITRE ATT&CK

Framework; then establishes the specific effectiveness of every recommendation in terms of its

2 NIST Cybersecurity Framework, Appendix A, page 20, and throughout the Framework Core (referred to as "CCS
CSC” - Council on Cyber Security (the predecessor organization to CIS for managing the Critical Security Con-
trols): https://nvipubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
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value against each attack class. This enables our recommendations to focus on the most im-
portant problems, prioritize action against them, and also avoid “good things to do.” It also al-
lows us to make strong and defensible statements about the effectiveness of the CIS Controls as a
whole or for any subset of them. Overall, CIS Controls mitigate approximately 83% of all at-
tack techniques found in the MITRE ATT& CK Framework.’

The CIS Controls can be tailored by size and maturity of the implementing organization. The
CIS Controls Implementation Groups* provide both an onramp for organizations just starting out
as well as a roadmap to greater cyber defense maturity by offering three tiers, which tailor the
Controls to the size and maturity of the implementing organization. Even at the simplest level,
1G1, the CIS Controls remain very effective, protecting against 74% of all attack vectors iden-
tified in the MITRE ATT& CK model.’

B. The CIS Controls are much more than a list of recommendations — they are centerpiece
of an ecosystem of products, services, and information that can be used to build and

manage an enterprise security program.

From the Report (Page 15): "The CPSC information security program was not effective
because the CPSC still has not developed a holistic formal approach to manage information se-
curity risks or to effectively utilize information security resources to address previously identified
information security deficiencies. Explicit guidance and processes to address information secu-
rity risks and integrate those risks into the broader agency-wide ERM program have not been

developed. Therefore, the CPSC’s ERM program remains insufficient ........ "

CIS provides numerous tools and services, most freely available, to support an enterprise
security program, including tools to: implement and measure against CIS security hardening
guidance; assess and manage a security improvement program; apply sector-specific guidance

(e.g., “cloud,” Small Enterprises); learn from communities of similar enterprises.

The marketplace also supports CIS best practices across a wide variety of categories, in-

cluding vulnerability management, configuration checking and management, and GRC.

3 https://www.cisecurity.org/insights/white-papers/cis-community-defense-model-2-0
4 https://www.cisecurity.org/controls/implementation-groups
5]1d atn.8.

5



http://www.cisecurity.org/insights/white-papers/cis-community-defense-model-2-0

http://www.cisecurity.org/controls/implementation-groups



C. The CIS Controls are designed for “pro-active co-existence” with a worldwide ecosys-
tem of security frameworks, recommendations, and other guidance.
Many enterprises must report progress against multiple security frameworks or sets of re-
quirements, depending on their industry sector, regulatory environment, geographic reach, types
of data handled, supply chain concerns, etc. Reporting to multiple systems creates confusion,

reformatting, and repeat-work.

Recognizing this challenge, CIS develops freely available, industry-vetted mappings to
and from CIS products to numerous major security frameworks (like the NIST CSF, NIST 800-
53, PCI, HIPAA, CMCC, ISO/IEC 27001-27002, etc.).®* Wherever possible, we reach out the
target framework and offer to cooperate and develop a joint cross-map between frameworks. For
example, in the most recent version of the CIS Controls, we worked jointly with the Cloud Secu-
rity Alliance to up-front map between the CIS Controls and their Cloud Control Matrix. This
provides a clear and authoritative way to use both in their enterprise security program.

Currently, we have mapped to over 25 cybersecurity frameworks around the world.

D. Use of the CIS Critical Security Controls is internationally compatible

Selected global adoptions and endorsements of the CIS Controls signify its growing sta-
tus as an emerging global, de facto minimum standard of information security. (See Annex 1.)

For example, the Federal Communication Commission (“FCC”) is currently undertaking
a cybersecurity rulemaking in emergency communications sector that names the CIS Critical Se-
curity Controls as one of two acceptable standards. CIS is assisting the implementation of these
best practices globally through new technical specification work items at the European Telecom-
munications Standards Institute (“ETSI*) — in coordination with all relevant industry and stand-
ards bodies.” Key cybersecurity threats and mitigations have been known and identified in multi-
ple organizations and nations worldwide, including ETSI’s Emergency Telecommunications

Technical Committee (“EMTEL”), 3GPP, and GSMA. Indeed, the European Union’s new NIS2

6 https://www.cisecurity.org/controls/cis-controls-navigator/

7 Notice of Proposed Rulemaking in the Matter of Communications Assistance for Amendment of Part 11 of the
Commission’s Rules Regarding the Emergency Alert System, PS Docket No. 15-94 Wireless Emergency Alerts, PS
Docket No. 15-91 Protecting the Nation’s Communications Systems from Cybersecurity Threats, PS Docket No.
22-329, Document 22-82, released 27 October 2022, (hereafter referred to as NPRM). See Federal Register, Vol
87, No. 225, Wednesday, November 23, 2022, at pages 71539 - 71557 See ETSI, Doc. CYBER(22)032007, Pro-
tecting the European Public Warning Service from cyber security threats, 29 Nov 2022.
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Directive mandates measures that similar to and in some instances exceeding the FCC’s pro-
posed requirements.® The EU 2018 Electronic Communication Code also requires safety require-
ments that are equivalent to those proposed by the FCC.? The significant level of interest at re-
cent ETSI standards plenary meetings, combined with the new EU cyber security mandates com-
ing into force, suggests that this new work can be undertaken expeditiously.

Not just global standards bodies have been relying on the CIS Controls. Overall, since
2016, over 416,000 organizations around the world have downloaded the CIS Controls globally.

Of the 30,220 downloads of the CIS Controls so far in 2023, appoximately 61% are from outside
the U.S.

IV. CONCLUSION

The CPSC OIG Report on the Commission’s FISMA Implementation for FY 2023 relies
in part on the guidance of the CIS Critical Security Controls, which support OMB guidance and
the of the FISMA process and can be broadly applied. In short:

A. The CIS Controls are effective, measurable, and inherently provide a risk-management

basis to an enterprise security program.

B. The CIS Controls are much more than a list of recommendations — they are centerpiece of
an ecosystem of products, services, and information that can be used to build and manage

an enterprise security program.

C. The CIS Controls are designed for “pro-active co-existence” with a worldwide ecosystem

of security frameworks, recommendations, and other guidance.

D. Use of the CIS Critical Security Controls is internationally compatible.

We would be happy to answer any questions that you might have.

8 See Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on measures
for a high common level of cybersecurity across the Union, amending Regulation (EU) No 910/2014 and Di-
rective (EU) 2018/1972, and repealing Directive (EU) 2016/1148 (NIS 2 Directive).

9 See Title V, Security, Consolidated text: Directive (EU) 2018/1972 of the European Parliament and of the Council
of 11 December 2018 establishing the European Electronic Communications Code
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ANNEX 1:

SELECTED ADOPTION AND ENDORSEMENT OF THE
CIS CRITICAL SECURITY CONTROLS

This list represents some of the government and private sector entities that have recommended or
otherwise endorsed the CIS Critical Security Control.

e NIST, “Framework for Improving Critical Infrastructure Cybersecurity Framework,”
Version 1.1, Apr 16, 2018. Cites and maps to "CIS CSC" throughout Appendix A, Frame-
work Core at 22-44. https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf

e Verizon, “DBIR Data Breach Investigations Report,” 2022. Recommends the CIS Con-
trols. “In addition, we provide a description of what Center for Internet Security (CIS) Criti-
cal Security Controls to prioritize in each industry section for ease of reading if you want to
get straight to strategizing your security moves.” Report at 50. The CIS Controls Implemen-
tation Group 1 (IG1) is recommended at the industry sections at 53, 55, 57, 59, 61, 63, 65,
67,71, 73. https://www.verizon.com/business/resources/reports/2022/dbir/2022-data-
breach-investigations-report-dbir.pdf

e American Aerospace and Defense Industry, NAS9933, Critical Security Controls for Ef-
fective Capability in Cyber Defense, Nov. 29, 2018. Based on the CIS Controls.
https://global.ihs.com/images/SUPPLEMENTAL _DOCUMENTS/21/AIA-NAS9933 over-

view.pdf

e Federal Financial Institutions Examination Council, “FFIEC Encourages Standardized
Approach to Assessing Cybersecurity Preparedness,” Aug. 28, 2019. Recommends the
Critical Security Controls as one of four specific tools. The FFIEC prescribes uniform prin-
ciples, standards, and report forms and to promote uniformity in the supervision of financial
institutions. _https://www.ffiec.gov/press/pr082819.htm

e Conference of State Bank Supervisors, “Cybersecurity 101, A Resource Guide for Bank
Executives,” 2017. Recommends use of the Critical Security Controls at 8, 12, 24.
https://www.csbs.org/sites/default/files/2017-11/CSBS%20Cybersecurity%20101%20Re-
source%20Guide%20FINAL.pdf

e NIST, U.S. Resilience Project, “Best Practices in Cyber Supply Chain Risk Manage-
ment.” Boeing’s IS team stated that its “primary standard is the Critical Security Controls.”
See at 4. https://www.nist.gov/system/files/documents/itl/csd/NIST USRP-Boeing-Exostar-
Case-Study.pdf

e FCC, Communications Security, Reliability and Interoperability Council, CISRIC III,
Working Group 11, “Consensus Cyber Security Controls Final Report,” March 2013.

8



http://www.verizon.com/business/resources/reports/2022/dbir/2022-data-

http://www.ffiec.gov/press/pr082819.htm

http://www.csbs.org/sites/default/files/2017-11/CSBS%20Cybersecurity%20101%20Re-

http://www.nist.gov/system/files/documents/itl/csd/NIST_USRP-Boeing-Exostar-



Finds that the “user community within Working Group 11 would prefer for the FCC to en-
courage industry to use the 20 Controls because they believe that the 20 Controls will protect
the network infrastructure directly. The user group also believes that the 20 Controls have
been demonstrated to be effective in protecting critical infrastructure from attacks that are
likely to come through the enterprise systems and therefore the 20 Controls should be used
by the communications industry.” Report at 8.  https://transition.fcc.gov/bureaus/pshs/advi-
sory/csric3/CSRIC III_ WGI11 Report March %202013Final.pdf

FCC, Communications Security, Reliability and Interoperability Council, CSRIC 1V,
Working Group 3, “Emergency Alert System (EAS) Initial Security Subcommittee Re-
port,” May 2014. Recommending the CIS Controls (then known as the “SANS 20 Critical
Security Controls”) as part of its recommended Network and Operational Controls.
https://transition.fcc.gov/pshs/advisory/csric4/CSRIC _1IV_WG-3_Initial-Report_061814.pdf

U.S. Department of Transportation, Federal Highway Administration, Transportation
Management Center Information Technology Security, Final Report, Sep. 2019. Critical
Security Controls cited throughout as insight into basic practices that serve as a starting point
or baseline for organizations with limited resources and cybersecurity expertise, as well as
guidelines for Traffic Management Centers looking to increase their system maturity.
https://ops.fthwa.dot.gov/publications/thwahop19059/thwahop19059.pdf

State of Nevada, SB302, Chap. 412, An Act relating to privacy; requiring a gover-
nmental agency to comply, to the extent practicable, with certain standards with res-
pect to the collection, dissemination and maintenance of records containing perso-
nal information of a resident of this State. Requires state data collectors to implement
and maintain "reasonable security measures" to protect such records. (NRS 603A.210.) A
new Nevada statute, which became effective on January 1, 2021, requires that the state data
collectors comply with the CIS Critical Security Controls or the NIST Cybersecurity Frame-
work, thus defining what constitutes reasonable security for the state as a PII collector.
https://www.leg.state.nv.us/App/NELIS/REL/80th2019/Bill/6534/Overview

State of Ohio, Chapter 1354, Businesses Maintaining Recognized Cybersecurity Pro-
grams. The Ohio Data Protection Act became the first American statute to incentivize or-
ganizations to develop a strong data protection and cybersecurity program. The statute estab-
lishes legal protections for organizations that voluntarily adopt certain recognized cybersecu-
rity best practices and implement a written information security program. See Senate Bill
220, codified at O.R.C. §§ 1354.01-1354.05, CIS Controls at 4.
http://codes.ohio.gov/orc/1354

State of Utah, Data Security Amendments. The Utah Cybersecurity Affirmative Defense
Act incentivizes the voluntary adoption of cyber best practices by creating affirmative de-
fenses to certain lawsuits stemming from a security breach. Specifically, the Act provides
that a person or organization that “creates, maintains, and reasonably complies with a written
cybersecurity program meeting certain requirements, and which is in place at the time of a
breach of system security, has an affirmative defense to a claim brought under the laws of
Utah alleging that the person failed to implement reasonable information security controls
that resulted in the breach of system security.” See House Bill 80 signed into law on March
11, 2021. https://le.utah.gov/~2021/bills/static/HB0080.html
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State of Connecticut, “An Act Incentivizing the Adoption of Cybersecurity Standards
for Businesses.” Connecticut adopted provisions that incentivizes the voluntary adoption of
cyber best practices, including the CIS Controls. Instead of creating an affirmative defense,
like Ohio and Utah, Connecticut’s incentive is to bar punitive damages against any organiza-
tion that is sued for a breach that uses one of the named best practices. See House Bill 6607
signed into law at Public Act No. 21-119 on July 6, 2021,
https://cga.ct.gov/2021/ACT/PA/PDF/2021PA-00119-RO0HB-06607-PA.PDF

State of California, “California Data Breach Report,” Feb. 2016. Attorney General Ka-
mala Harris’ report warns that failing to implement all relevant Controls in California "con-
stitutes a lack of reasonable security.” The Report effectively constituted a ground-breaking
minimum level of information security. See https://oag.ca.gov/sites/all/files/ag-
web/pdfs/dbr/2016-data-breach-report.pdf . Subsequent analysis cites the endorsement of the
Controls as reasonable security: https://www.littler.com/publication-press/publication/em-
ployers-receive-last-minute-reprieve-most-onerous-ccpa-compliance?utm_source=Mon-
dag&utm_medium=syndication&utm_campaign=View-Original

State of Colorado, Data Security Best Practices. The Colorado Attorney General Data Se-
curity Best Practices guide states that: "While each entity’s data security needs and practices
may differ, there are some common best practices that most, if not all covered entities can
implement.” The guide recommends the CIS Critical Security Controls as part of Step 2, the
written information security policy at 3. https://coag.gov/app/uploads/2022/01/Data-Secu-
rity-Best-Practices.pdf

World Economic Forum (WEF), White Paper, Global Agenda Council on Cybersecu-
rity, World Economic Forum, Apr. 2016. Listed CIS Controls as the first best practice at
19, CIS cyber hygiene at Appendix A at page 26. https:// www3.wefo-
rum.org/docs/GAC16_Cybersecurity WhitePaper .pdf

ENISA (European Union Agency for Network and Information Security), "Technical
Guidelines for the implementation of minimum security measures for Digital Service
Providers,” Dec. 2016. Cited the CIS Controls as a means for meeting EU Directive
2016/1148 concerning measures for a high common level of security of network and infor-
mation systems across the Union (NIS). See page 10 and mapping throughout.
https://www.enisa.europa.eu/publications/minimum-security-measures-for-digital-service-
providers/at_download/fullReport

ETSI (European Telecommunications Standards Institute). Transposed all of the Critical
Security Controls and Safeguards and associated facilitation mechanisms into formal interna-
tional specifications for global citation and normative use within the European Union. The
Controls were also designated as the means of implementing most of the provisions of the of
the original and recently adopted European Union (EU) Revised Network and Information
Security (NIS2).

o ETSITR 103 305-1: "Cyber Security (CYBER); Critical Security Controls for Effective
Cyber Defence; Part 1: The Critical Security Controls," https://www.etsi.org/deli-
ver/etsi_tr/103300_103399/10330501/04.01.02_60/tr_10330501v040102p.pdf

o ETSITR 103 305-3: "CYBER; Critical Security Controls for Effective Cyber Defence;
Part 3: Service Sector Implementations," https://www.etsi.org/de-
liver/etsi_tr/103300_103399/10330503/02.01.01_60/tr_10330503v020101p.pdf
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ETSI TR 103 305-4: "Cyber Security (CYBER); Critical Security Controls for Effective
Cyber Defence; Part 4: Facilitation Mechanisms," https://www.etsi.org/de-
liver/etsi_tr/103300 103399/10330504/02.01.01_60/tr 10330504v020101p.pdf

ETSI TR 103 305-5: "Cyber Security (CYBER); Critical Security Controls for Effective
Cyber Defence; Part 5: Privacy enhancement," https://www.etsi.org/de-
liver/etsi_tr/103300_103399/10330505/01.01.01_60/tr 10330505v010101p.pdf

ETSITR 103 456: "CYBER; Implementation of the Network and Information Security
(NIS) Directive," https://www.etsi.org/de-
liver/etsi_tr/103400_103499/103456/01.01.01_60/tr_103456v010101p.pdf

ETSI TR 103 866: “Cyber Security (CYBER); Implementation of the Revised Network
and Information Security (NIS2) Directive applying Critical Security Controls,"
https://docbox.etsi.org/ CYBER/CYBER/05-CONTRIBU-

TIONS/2022//CYBER(22)032048 Implementation_of the NIS2 Directive.zip
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VISION STATEMENT

We are agents of positive change striving for continuous improvements in our agency's
management and program operations, as well as within the Office of Inspector General.

STATEMENT OF PRINCIPLES
We will:

Work with the Commission and the Congress to improve program management.

Maximize the positive impact and ensure the independence and objectivity of our audits,
investigations, and other reviews.

Use our investigations and other reviews to increase government integrity and recommend
improved systems to prevent fraud, waste, and abuse.

Be innovative, question existing procedures, and suggest improvements.

Build relationships with program managers based on a shared commitment to improving
program operations and effectiveness.

Strive to continually improve the quality and usefulness of our products.

Work together to address government-wide issues.





July 28, 2023

TO: Alexander Hoehn-Saric, Chairman
Peter A. Feldman, Commissioner
Richard L. Trumka Jr., Commissioner
Mary T. Boyle, Commissioner
Christopher W. ol renw pontel

Date: 2023.07.31 10:28:37

FROM: Christopher W. Dentel, Inspector General Dentel
-04'00'

SUBJECT: Evaluation of the CPSC's FISMA Implementation for FY 2023

The Federal Information Security Modernization Act (FISMA) requires that the U.S.
Consumer Product Safety Commission’s (CPSC) Office of Inspector General (OIG) annually
conduct an independent evaluation of the CPSC's information security program. To
assess agency compliance with FISMA and to determine the effectiveness of the
information security program for fiscal year 2023, we retained the services of Williams,
Adley, & Co.-DC LLP (Williams Adley), an independent public accounting firm. Under a
contract monitored by the OIG, Williams Adley issued a report to document the results of
its evaluation. The contract required that the evaluation be performed in accordance with
the Council of the Inspectors General on Integrity and Efficiency’s Quality Standards for
Inspection and Evaluation (QSIE). We reviewed the resulting report and related
documentation and made relevant inquires to the contractors. Our review was not
intended to enable us to express, and we do not express, an opinion on the matters
contained in the report. Williams Adley is responsible for the attached report. However,
our review disclosed no instances where Williams Adley did not comply, in all material
respects, with CIGIE's QSIE.

In conducting their evaluation, Williams Adley assessed the CPSC's compliance with the annual
FISMA reporting metrics set forth by the Department of Homeland Security and the Office of
Management and Budget. They found that, although improvements have occurred in some
areas, the CPSC had still not implemented an effective information security program.
Establishing effective governance and a formalized approach to managing information security
risk is the critical first step to achieving an effective information security program. A step the
CPSC has still not taken despite its lack of an effective Enterprise Risk Management program
having been cited by this office as a Top Agency Management and Performance Challenge every
year for over a decade.

This year's FISMA report contains 44 recommendations. The CPSC closed two of the
prior years' recommendations and thirteen new recommendations were made. Should
you have any questions about this report, please contact me.

4330 East-West Hwy. Room 702 « Bethesda, MD « 20814 « 301-504-7905
OIG.CPSC.GOV
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EXECUTIVE SUMMARY

The Federal Information Security Modernization Act of 2014 (FISMA) outlines the information
security management requirements for agencies. These requirements include an annual
independent evaluation of an agency's information security program and practices. This
evaluation must include testing the effectiveness of information security policies, procedures,
and practices for a representative subset of the agency's information systems and the agency’s
security program as a whole.

FISMA requires the annual evaluation to be performed by the agency's Office of Inspector
General (OIG) or by an independent external firm under OIG monitoring. The Office of
Management and Budget (OMB) requires OIGs to report their responses to OMB’s annual FISMA
reporting questions for OIGs via OMB's automated data collection tool, CyberScope. In an effort
to streamline the FISMA reporting process and limit the administrative burden on agencies,
OMB, in conjunction with the Department of Homeland Security (DHS) and the Council of
Inspectors General for Integrity and Efficiency (CIGIE) limited the scope of the evaluation to 20
“core” and 20 supplemental reporting metrics in fiscal year (FY) 2023.

The U.S. Consumer Product Safety Commission (CPSC) OIG retained Williams, Adley, & Co.-DC
LLP (Williams Adley), an independent public accounting firm, to perform the independent
evaluation of the CPSC's implementation of FISMA for FY 2023 and to determine the effectiveness
of its information security program.  This report documents the results of the OIG's FISMA
evaluation. Specifically, we assessed the CPSC's compliance with the annual Inspector General (IG)
FISMA reporting metrics set forth by the DHS and OMB. Agency efforts are scored against a five
level maturity model ranging from level 1, “ad hoc,” to level five, "optimized,” with level 4,
“managed and measurable,” generally considered effective.

WHAT WE FOUND

This year's FISMA evaluation found that the CPSC made progress in implementing FISMA
requirements. The CPSC was able to close two recommendations through the continued
implementation of its privileged user access management solution. This implementation has
allowed the CPSC to enforce Personal Identification Verification card authentication for and
adequately restrict access to privileged accounts. The CPSC also made progress on remediating
several other FISMA recommendations, specifically:

e The CPSC maintained its ongoing authorization for its major systems and tracked system-
level Information Security Continuous Monitoring (ISCM) performance measures and
metrics.

e The CPSC updated its awareness and training policy.

e The CPSC defined its Supply Chain Risk Management (SCRM) policy.

e The CPSC developed a Continuity of Operation Plan (COOP) which includes a business
process analysis and business impact assessment (BIA) for each of CPSC identified
Mission Essential Functions.

e The CPSC has encrypted all of its databases, virtual machines, and workstations.
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e The CPSC implemented an effective mechanism to support the timely reports of its
security incidents to the Cybersecurity Infrastructure Security Agency (CISA).

However, we determined that the CPSC has not implemented an effective information security
program in accordance with FISMA requirements. The CPSC still does not have a formal approach
to information security risk management and did not adequately prioritize addressing the
information security weaknesses identified in the OIG's previous FISMA evaluations. Turnover of
effectively all the key personnel responsible for the governance of the CPSC's information security
program which included the Chief Information Officer, the Chief Information Security Officer, and
the Director of Information Technology and Technical Services, delayed progress in addressing
recommendations in FY 2023. This in combination with the lack of an enterprise risk management
program and guidance from CPSC senior leadership on how to integrate information security risk
management continues to hinder the further development of the information security program.
Another challenge facing the CPSC that has prevented the closure of prior year recommendations
is the CPSC's continued failure to implement an effective Enterprise Risk Management (ERM)
program which provides direction and guidance to those responsible for the information security
program. An effective ERM is invaluable to ensure that organizational and mission objectives are
integrated with — and, ultimately, drive - information security priorities.

In commenting on a draft version of this report, management provided responses, which are
presented in Appendix B. We did not evaluate management's response and, accordingly, we
express no opinion on the responses.

WHAT WE RECOMMEND

To improve the CPSC's implementation of FISMA, we made 44 recommendations that the CPSC
must address in order to mature its information security program. We provided 14 new
recommendations and reissued 30 prior year recommendations related to the specific deficiencies
identified.
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1. OBJECTIVE

The objective was to perform an independent evaluation of the CPSC's implementation of
FISMA and to determine the effectiveness of the information security program for FY 2023.

2. BACKGROUND AND CRITERIA

On December 18, 2014, the president signed FISMA, which reformed the Federal Information
Security Management Act of 2002. FISMA outlines the information security management
requirements for agencies. These requirements include an annual independent evaluation of an
agency's information security program and practices. This evaluation must include testing the
effectiveness of information security policies, procedures, and practices for a representative
subset of the agency’'s information systems and the agency’s security program as a whole.

FISMA requires the annual evaluation to be performed by the agency’s OIG or by an independent
external firm under OIG monitoring. OMB Memorandum (M)-23-03, Fiscal Year 2023 Guidance
on Federal Information Security and Privacy Management Requirements, requires the OIG to
report their responses to OMB's annual FISMA reporting questions for OIGs via CyberScope.

Overall, we determined that the CPSC has not implemented an effective information security
program and practices in accordance with FISMA requirements. We identified deficiencies in each
of the in-scope IG FISMA domains. Specifically, we identified 44 deficiencies across 9 domains. Key
deficiencies included a lack of an effective risk management processes and an effective contingency
planning program which resulted from the CPSC not taking a holistic approach to manage
information security risks and utilize information security resources to address previously identified
information security deficiencies.

We made 44 recommendations which, if implemented, would improve the CPSC's security posture.
Management concurred with all of the recommendations. Please note, the majority of our
recommendations (30) carried over from previous years; however, we made 14 new
recommendations.

Federal Information Security Modernization Act of 2014

The requirements of the Federal Information Security Management Act of 2002 were updated
with the passage of FISMA. FISMA was established to provide a comprehensive framework for
ensuring the effectiveness of information security controls over information resources that
support federal operations and assets. Specifically, FISMA requires federal agencies to develop,
document, and implement an agency-wide information security program that provides security
for the information and information systems that support the operations and assets of the agency.
Furthermore, FISMA “emphasizes a risk-based policy for cost-effective security,” underscoring the
importance of agencies taking a risk-based approach to protecting their information, information
systems, and addressing their unique cybersecurity challenges.
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National Institute of Standards and Technology (NIST) Risk Management Framework

NIST established the information security risk management best practices via the risk management
framework as detailed in the NIST Special Publication (SP) 800-37, Revision (Rev.) 2, Risk
Management Framework for Information Systems and Organizations, and NIST SP 800-39,
Managing Information Security Risk. The NIST Risk Management Framework provides guidance
for federal agencies to establish a robust enterprise-wide information security risk management
program to guide the implementation of an information security program. This NIST guidance
postulates that establishing effective governance and a formalized approach to information
security risk management is the critical first step to achieving an effective information security
program.

Cybersecurity Framework

In response to the growing concern related to cybersecurity, Executive Order 13636" was issued
which requires the development of a set of industry standards and best practices to help
organizations manage information security risks to combat cybersecurity challenges. As a result
of the executive order, NIST released the Framework for Improving Critical Infrastructure
Cybersecurity (Cybersecurity Framework) on February 12, 2014. The Cybersecurity Framework?
provides guidelines for organizations to protect critical infrastructure® by using business drivers
to direct information security activities. This approach requires management to consider
information security risks as part of the organization’s risk management processes.

To emphasize the importance of protecting critical infrastructure, Executive Order 13800* was
issued to hold agency heads accountable for managing cybersecurity risk in their organizations.
Specifically, Executive Order 13800 requires agency heads to lead integrated teams of senior
executives with expertise in information technology, security, budgeting, acquisition, law, privacy,
and human resources. Furthermore, Executive Order 13800 requires agency heads to use the
Cybersecurity Framework to manage the agency's cybersecurity risk and holds agency heads
accountable for ensuring that cybersecurity risk management processes are aligned with
strategic, operational, and budgetary planning processes.

The Cybersecurity Framework provides federal agencies with a common structure for identifying
and managing information security risks across the enterprise and provides guidance for
assessing the maturity of controls established to address those risks. The Cybersecurity
Framework contains five information security functions that give federal agencies the ability to
select and prioritize improvements in information security risk management. The five information
security functions are as follows:

1 Executive Order 13636, Improving Critical Infrastructure Cybersecurity, February 12, 2013.

2 Version 1.1 of the Cybersecurity Framework was published in April 2018 to provide refinements,
clarifications, and enhancements to Version 1.0 published in February 2014.

3 According to Executive Order 13636, critical infrastructure is defined as “Systems and assets, whether
physical or virtual, so vital to the United States that the incapacity or destruction of such systems and
assets would have a debilitating impact on security, national economic security, national public health
or safety, or any combination of those matters.”

4 Executive Order 13800, Strengthening the Cybersecurity of Federal Networks and Critical
Infrastructure, May 11, 2017.
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e Identify - The identify function requires the development of organizational
understanding to manage information security risk to systems, assets, data, and capabilities.
The activities in the identify function are foundational for effective implementation of the
Cybersecurity Framework. Understanding the business context, the resources that support
critical functions, and the related information security risks enables an organization to focus
and prioritize its efforts, consistent with its risk management strategy and business needs.

e Protect — The protect function requires the development and implementation of
appropriate safeguards to ensure delivery of critical services. The protect function supports
the ability to limit or contain the impact of a potential cybersecurity event.

e Detect — The detect function requires the development and implementation of
appropriate activities to identify the occurrence of a cybersecurity event. The detect function
enables timely discovery of a cybersecurity event.

e Respond - The respond function requires the development and implementation of
appropriate activities to take regarding a detected cybersecurity event. The respond function
supports the ability to contain the impact of a potential cybersecurity event.

e Recover - The recover function requires the development and implementation of
appropriate activities to maintain plans for resilience and to restore any capabilities or services
that were impaired because of a cybersecurity event. The recover function supports timely
return to normal operations to reduce the impact from an information security event.

The five functions (identify, protect, detect, respond, and recover) of the Cybersecurity Framework
provide agencies with the structure and guidance to improve their information security program
by using an effective risk management strategy to manage and protect their environment.
Furthermore, these functions require the use of risk management processes to enable
organizations to inform and prioritize decisions regarding information security. The five functions
support recurring risk assessments and validation of business drivers to help agencies implement
the necessary information security activities that reflect desired outcomes. Each function places
reliance on the development of those functions preceding it. For example, an organization cannot
protect its information technology environment effectively without first identifying its key
information systems and the risks faced by each. Moreover, an organization cannot respond to
cybersecurity events if it has not first implemented proper measures to detect them.

FY 2023-FY 2024 Inspector General FISMA Reporting Metrics

The FY 2023 IG FISMA Reporting Metrics identified 20 core metrics and 20 supplemental metrics
developed by OMB, DHS, and CIGIE and incorporated the NIST Framework’s five (5) information
security functions into its nine (9) previously defined security domains as follows:

1. Identify Function (Risk Management and Supply Chain Risk Management)

2. Protect Function (Configuration Management, Identity and Access Management, Data
Protection and Privacy, and Security Training)

3. Detect Function (Information Security Continuous Monitoring)

4. Respond Function (Incident Response)

5. Recover Function (Contingency Planning)
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1. Identify Function

o  Risk Management - An agency with an effective risk management program maintains an
accurate inventory of information systems, hardware assets, and software assets; consistently
implements its risk management policies, procedures, plans, and strategies at all levels of the
organization; as well as monitors, analyzes, and reports qualitative and quantitative
performance measures on the effectiveness of its risk management program.

o  Supply Chain Risk Management - An agency with an effective SCRM ensures that
products, system components, systems, and services of external providers are consistent with
the organization'’s cybersecurity and SCRM management requirements and reports qualitative
and quantitative performance measures on the effectiveness of its SCRM program.

2. Protect Function

o  Configuration Management — An agency with an effective configuration management
program employs automation to maintain an accurate view of the security configurations for
all information system components connected to the agency’s network; consistently
implements its configuration management policies, procedures, plans, and strategies at all
levels of the organization; centrally manages its flaw remediation process; and monitors,
analyzes, and reports qualitative and quantitative performance measures on the effectiveness
of its configuration management program.

o Identity and Access Management — An agency with an effective identity and access
management program ensures that all privileged and non-privileged users utilize strong
authentication to organizational systems; employs automated mechanisms to support the
management of privileged accounts; and monitors, analyzes, and reports qualitative and
quantitative performance measures on the effectiveness of its identity, credential, and access
management program.

o  Security Training — An agency with an effective security training program identifies and
addresses security knowledge, skills, and abilities gaps; measures the effectiveness of its
security awareness and training program; and ensures staff are consistently collecting,
monitoring, and analyzing qualitative and quantitative performance measures on the
effectiveness of security awareness and training activities.

o  Data Protection and Privacy — An agency with an effective data protection and privacy
program maintains confidentiality, integrity, and availability of its data and is able to assess its
security and privacy controls as well as its breach response capacities and reports on
qualitative and quantitative data protection and privacy performance measures.

3. Detect Function

o Information Security Continuous Monitoring — An agency with an effective information
security continuous monitoring program maintains ongoing authorizations of information
systems; integrates metrics on the effectiveness of its information security continuous
monitoring program to deliver persistent situational awareness across the organization; and
consistently collects, monitors, and analyzes qualitative and quantitative performance
measures on the effectiveness of its information security continuous monitoring policies,
procedures, plans, and strategies.
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4. Respond Function

o Incident Response — An agency with an effective incident response program utilizes
profiling techniques to measure the characteristics of expected activities on its networks and
systems so that it can more effectively detect security incidents; manages and measures the
impact of successful incidents; uses incident response metrics to measure and manage the
timely reporting of incident information to organizational officials and external stakeholders;
and consistently collects, monitors, and analyzes qualitative and quantitative performance
measures on the effectiveness of its incident response policies, procedures, plans, and
strategies.

5. Recover Function

o  Contingency Planning — An agency with an effective contingency planning program
establishes contingency plans, employs automated mechanisms to thoroughly and effectively
test system contingency plans; communicates metrics on the effectiveness of recovery
activities to relevant stakeholders; and consistently collects, monitors, and analyzes qualitative
and quantitative performance measures on the effectiveness of information system
contingency planning program activities.

In addition, based on the IG FISMA metrics,” IGs are required to assess the effectiveness of
information security programs on a maturity model spectrum, in which the foundational levels
ensure that agencies develop sound policies and procedures, and the advanced levels capture the
extent that agencies institutionalize those policies and procedures. Maturity is to be determined
based on a five-level scale (Level 1 to Level 5). The maturity model score of Level 4 (Managed and
Measurable) is considered to be an effective level of security at the metric, domain, function, and
overall program level. Please see additional details of the five levels of the maturity model
spectrum below:

e Level 1: Ad-hoc - Policies, procedures, and strategies are not formalized; activities are
performed in an ad-hoc, reactive manner.

e Level 2: Defined - Policies, procedures, and strategies are formalized and documented
but not consistently implemented.

e Level 3: Consistently Implemented - Policies, procedures, and strategies are
consistently implemented, but quantitative and qualitative effectiveness measures are lacking.
e Level 4: Managed and Measurable — Quantitative and qualitative measures on the
effectiveness of policies, procedures, and strategies are collected across the organization and
used to assess them and make necessary changes.

e Level 5: Optimized — Policies, procedures, and strategies are fully institutionalized,
repeatable, self-generating, consistently implemented, and regularly updated based on a
changing threat and technology landscape and business/mission needs.

> CIGIE, DHS, OMB, “FY 2023 — 2024 Inspector General Federal Information Security Modernization Act of 2014
(FISMA) Reporting Metrics” https://www.cisa.gov/sites/default/files/2023-02/Final%20FY%202023%20-
%202024%201G%20FISMA%20Reporting%20Metrics%20v1.1_0.pdf
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Key Changes to the IG FISMA Reporting Metrics in FY 2023

Reflecting OMB's shift in emphasis away from compliance in favor of risk management, IGs are
encouraged to evaluate the IG metrics based on the risk tolerance and threat model of their
agency and to focus on the practical security impact of weak control implementations, rather
than strictly evaluating from a view of compliance or the mere presence or absence of controls.
In response to the threat environment and technology ecosystem which continue to evolve and
change at a faster pace each year, OMB implemented a new framework regarding the timing
and focus of assessments in FY2022. The goal of this new framework was to provide a more
flexible but continued focus on annual assessments for the federal community.

According to the IG FISMA metrics, one of the goals of the annual FISMA evaluation is to assess
agencies' progress toward achieving outcomes that strengthen federal cybersecurity, including
implementing the administration’s priorities and best practices. The FY 2023 FISMA IG metrics
focused on 20 core and 20 supplemental IG metrics and did not include the full suite of 66 metrics.
The core IG Metrics were chosen based on alignment with Executive Order 14028, /mproving the
Nation’s Cybersecurity, as well as recent OMB guidance to agencies.

Williams Adley utilized the criteria established by the federal government to evaluate the CPSC's

FY 2023 information security program in accordance with FISMA.  For a complete listing of
criteria, please refer to Appendix A.3.
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3. EVALUATION RESULTS

Based on the IG FISMA metric requirements, we concluded that although the CPSC has made
some improvements to its information security program and made progress in implementing
some of the recommendations from previous FISMA evaluations, the CPSC has not implemented
an effective information security program in FY 2023.

FY 2023 Evaluation Results

Not Effective

FISMA Maturity Scores - Domain Level

Risk Management = -

|

Supply CGhain Risk Management

nfiguration Management

entity and Access Management

@ FY2020 @ FY2021 @FY2022 @@ Fr2023°
*Based on an assessment of core metrics and supplemental metrics
*Please note that questions change from year to year. Thus results across years are not

directly comparable.

Figure 3-1. FY 2023 Evaluation Results
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4. FINDING: The CPSC Has Not Implemented an Effective Information Security Program

Overall, Williams Adley determined that the CPSC has not implemented an effective information
security program and practices in accordance with FISMA requirements. During the evaluation,
Williams Adley identified deficiencies for each of the related IG FISMA metric domains. Each of
the related conditions and supporting criteria are documented in the sections below.

Root Cause

The CPSC information security program was not effective because the CPSC still has not
developed a holistic formal approach to manage information security risks or to effectively utilize
information security resources to address previously identified information security deficiencies.
Explicit guidance and processes to address information security risks and integrate those risks
into the broader agency-wide ERM program have not been developed. Therefore, the CPSC's
ERM program remains insufficient, and the Office of Information and Technology Services (EXIT)
still has not received specific direction from senior management about how to integrate
information security risk, including supply chain risks, into organization-wide risk management
practices. Williams Adley has reported the lack of an ERM program since FY 2020. Moreover,
EXIT, the office responsible for managing and implementing much of the CPSC's information
security program and related practices, had very high turnover in key positions during the past
year which appeared to delay the remediation of previously identified deficiencies.

We noted that the number of priorities competing for management's attention is increasing, and
this trend does not appear to be waning. This amplifies the need for the CPSC to develop and
leverage ERM to prioritize the remediation of information security deficiencies presented in this
report.

Effect

Due to the nature of the deficiencies identified and the large amount of sensitive data handled
by the CPSC, Williams Adley continues to be concerned with the strength of the existing
information security program. It is critical that the agency implement an effective information
security program to protect data that is stored, processed, and/or transmitted by the CPSC. Data
breaches at the CPSC have in the past, and could again in the future, lead to personally identifiable
information (PII), financial information, and other sensitive information becoming compromised.
Sensitive information at the CPSC includes trade secrets and other proprietary business
information, which, if compromised, could potentially expose the CPSC to a loss of consumer and
industry trust and lead to significant financial losses for the businesses involved.

Further, without an effective information security program, the CPSC mission to keep consumers
safe will remain at risk. Williams Adley believes that information security risks are a key business
risk and thus the implementation of an effective information security program needs to be
prioritized.
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Recommendations

The CPSC must address the individual conditions presented in the IG FISMA metric domains.
Below we have provided a list of recommendations associated with each relevant condition. A
majority of the recommendations (30) identified below are directly related to prior year
deficiencies and recommendations, while 14 of the recommendations identified below are new
this year as indicated by the parenthetical reference “(2023 recommendation).”

4.1 Identify Function Area

Progress

The CPSC has not made progress in addressing previously identified Risk Management
deficiencies in FY 2023.

Risk Management Conditions

Williams Adley determined that the CPSC was operating at Maturity Level 2- Defined for the Risk
Management IG FISMA metric domain. Without effectively implementing a comprehensive risk
management process at all levels of the organization, the CPSC may be unable to address the
root causes associated with existing information security risks. In addition, without an effective
information security risk management program in place the CPSC cannot ensure the information
security efforts align with the CPSC's mission and organizational priorities.

Williams Adley identified the following deficiencies within the Risk Management IG FISMA metric
domain:

i.  The CPSC has not implemented the newly developed Information System Registration &
Inventory Procedures, and we identified 75 applications that were not known, authorized,
and tracked by management.

Information System Inventory

Williams Adley completed additional evaluation procedures to highlight the importance of
establishing a complete and accurate information system inventory. Specifically, Williams Adley
surveyed the CPSC program offices in an effort to identify specific deficiencies in the official
information system inventory provided and to gain better insight into the systems in use at the
CPSC. As part of this survey, department heads were asked to provide a list of all applications,
software tools, third-party/cloud services, etc. their departments used and to indicate which they
deemed “essential” to operations.

The CPSC department leadership’s responses provided us with a number of items that were not
included in the official information system inventory provided by EXIT as did our review of the
applications available on the agency’'s intranet. We noted that these discrepancies could be a
result of a lack of coordination between the CPSC departments and because CPSC management
has not established procedures that adequately defined what the CPSC considers to be an
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“information system” or how CPSC management determines the boundary of an information
system.

A visualization of our analysis results is presented in the figure below. Overall, we identified a
total of 195 applications, 87 of which were tracked in the CPSC's system inventory, 33 of which
were listed on the CPSC's intranet but not included in the systems inventory, and 75 of which were
not listed on the CPSC's intranet or tracked in the CPSC's system inventory, therefore, potentially
unknown to EXIT.

Figure 4-1. Information System Inventory Analysis

_——T75 (38.46%)

87 (44.62%) ——
® Potential Unknown Applications

@ Total Number of Applications Not Tracked

Total Number of Known Tracked Applications

\
- 33(16.92%)

Additional risk management conditions include:

i.  The CPSC has not fully defined system boundaries.

i.  The CPSC has not developed a process for using standard data elements/taxonomy to
develop and maintain an up-to-date inventory of hardware assets connected to the
organization’s network with the detailed information necessary for tracking and reporting.

iii.  The CPSC has not developed a process for using standard data elements/taxonomy to
develop and maintain an up-to-date inventory of software assets and licenses utilized in
the organization's environment with the detailed information necessary for tracking and
reporting.

iv.  The CPSC has not developed Information Security Risk Management procedures or an
Information Security Risk Management Strategy that defines the elements below in
accordance with the latest NIST risk management guidance:
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Vi.

Vii.

viii.

o scope and associated processes of the risk management strategy at each CPSC tier
(e.g., at the enterprise, business process, and information system levels)

o roles and responsibilities of key personnel (including the risk executive function) or
equivalent

. the CPSC information security risk profile, risk appetite, and risk tolerance, as
applicable

. the CPSC's processes and methodologies for framing, assessing, categorizing,
responding, addressing, and monitoring information security risks

o processes for communication of the risk management strategy across the CPSC

o the technology utilized to support the CPSC's information security program

o the development and use of a cybersecurity risk register or comparable mechanism

The CPSC has not defined how information security risks are communicated to all necessary
internal and external stakeholders and has not defined how quickly these risks must be
communicated.

The CPSC has not defined the roles and responsibilities of the internal and external
stakeholders involved in its risk management processes which is necessary to support a
holistic information security risk management program and ERM program.

The CPSC has not consistently implemented Plans of Actions and Milestones (POA&M) in
accordance with agency procedure to mitigate security weaknesses, for example certain
POA&NMs are significantly overdue, and the POA&Ms did not include an estimate of the
funding necessary or the source of that funding.

The CPSC has not performed periodic lessons learned to improve the POA&M processes.
The CPSC does not utilize automation to perform scenario analysis and modeling of
potential responses or leverage technology to guide the information security risk
management program and to meet NIST requirements.

Supply Chain Risk Management Conditions

The CPSC has made progress in addressing the SCRM deficiencies previously identified. For
example, the CPSC started to conduct a supply chain risk assessment, however, all of the SCRM
documents provided remain in draft form. Therefore, Williams Adley determined that the CPSC
was operating at Maturity Level 1 - Ad-hoc for the SCRM IG FISMA metric domain. Without
effectively implementing a comprehensive supply chain risk management process at all levels of
the organization, the CPSC may be unable to address the root causes associated with existing
information security supply chain risks. By not taking strategic steps to identify and assess risks
within the agency’s supply chain, unknown risks may be introduced by externally sourced
products, system components, systems, and services.

Williams Adley identified the following deficiencies within the SCRM IG FISMA metric domain:

The CPSC has not defined and communicated policies, procedures, and processes to ensure
that CPSC-defined products, system components, systems, and services adhere to its
cybersecurity and SCRM requirements. In addition, the CPSC has not defined and
communicated its component authenticity procedures.

The CPSC has not defined and communicated an organization wide SCRM strategy/plan.
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Identify Function Recommendations

1.

10.

11.

Implement registration and inventorying procedures for the CPSC's information systems
(Risk Management 2022 Recommendation).

Develop, document, and implement a process for determining and defining system
boundaries in accordance with National Institute of Standards and Technology guidance
(Risk Management 2027 Recommendation).

Establish and implement a policy and procedures to manage software licenses using
automated monitoring and expiration notifications (Risk Management 2020
Recommendation).

Establish and implement a policy and procedures to ensure that only authorized
hardware and software execute on the agency's network (Risk Management 2020
Recommendation).

Define and document the taxonomy of the CPSC's information system components, and
classify each information system component as, at minimum, one of the following types:
information technology system (e.g., proprietary and/or owned by the CPSC), application
(e.g., commercial off-the-shelf, government off-the-shelf, or custom software), laptops
and/or personal computers, service (e.g., external services that support the CPSC's
operational mission, facility, or social media) (Risk Management 2020 Recommendation).
Identify and implement a Network Access Control solution that establishes set policies
for hardware and software access on the agency’'s network (Risk Management 2020
Recommendation).

Develop and implement a formal strategy to address information security risk
management requirements as prescribed by the National Institute of Standards and
Technology guidance (Risk Management 2020 Recommendation).

Complete an assessment of information security risks related to the identified
deficiencies and document a corresponding priority listing to address identified
information security deficiencies and their associated recommendations. A corrective
action plan should be developed that documents the priorities and timing requirements
to address these deficiencies (Risk Management 2020 Recommendation).

Develop and implement an Enterprise Risk Management program based on National
Institute of Standards and Technology, Enterprise Risk Management Playbook, and Office
of Management and Budget Circular A-123, Section II guidance. This includes
establishing a cross-departmental risk executive (function) led by senior management to
provide both a departmental and organization level view of risk to the top decision
makers within the CPSC (Risk Management 2020 Recommendation).

Implement Plan of Action and Milestones in accordance with agency policy to mitigate
security weakness and document the estimated funding requirements for each of the
Plan of Action and Milestones along with the source of those funds (Risk Management
2023 Recommendation).

Perform periodic lessons learned exercises to improve the Plan of Action and Milestones
process (Risk Management 2023 Recommendation).
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12.  Implement solutions to perform scenario analysis and model potential responses,
including modeling the potential impact of a threat exploiting a vulnerability and the
resulting impact to organizational systems and data (Risk Management 2022
Recommendation).

13. Develop supply chain risk management procedures to ensure that products, system
components, systems, and services of external providers are consistent with the
organization’s cybersecurity and supply chain risk management requirements (Supply
Chain Risk Management 20217 Recommendation — modified ).

14. Develop and communicate an organization-wide Supply Chain Risk Management
strategy/plan to manage the supply chain risks associated with the research,
development, design, manufacturing, acquisition, delivery, integration, operations,
maintenance, and disposal of the CPSC systems, system components, or services (Supply
Chain Risk 2023 Recommendation).

4.2 Protect Function Area

Progress

The CPSC has made progress in addressing the previously identified Configuration Management
deficiencies in FY 2023. For example, the CPSC is currently developing a Zero Trust Policy which
will cover all Trusted Internet Connection (TIC) version 3.0 requirements and many other
requirements outlined in the Zero Trust pillars. In addition, the CPSC made progress on other
open prior year recommendations but not enough to close any of them.

The CPSC has also made progress in addressing previously identified Identity and Access
Management deficiencies in FY 2022. For example, the CPSC has developed a Standard of
Operating Procedures (SOP) for the management of privileged user accounts and formalized
this SOP just prior to conclusion of field work.

Furthermore, the CPSC made progress in addressing previously identified Data Protection and
Privacy (DPP) deficiencies in FY 2023. Every CPSC database, virtual machine, and workstation is
encrypted. The CPSC also utilizes an automated tool to detect removable devices on CPSC
workstations.

Lastly, the CPSC has made progress in addressing previously identified Security Training
deficiencies in FY 2023. For example, the CPSC has updated its Awareness and Training Policy.
However, this policy had not been signed by CPSC management before the end of our fieldwork.

Configuration Management Conditions

Williams Adley determined that the CPSC was operating at Maturity Level 1 — Ad-Hoc for the
configuration management IG FISMA metric domain. An effective configuration management
program is critical to identify and mitigate vulnerabilities that can be exploited within the CPSC's
environment. By not taking the strategic steps to develop and implement proper configuration
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plans and procedures, unknown risks and vulnerabilities may be introduced by new or existing
products, system components, systems, and services of external providers.

Williams Adley identified the following deficiencies within the configuration management IG
FISMA metric domain:

Vi.

The CPSC's configuration management policies are out-of-date and do not align with
the current NIST SP 800-53, Security and Privacy Controls for Information Systems and
Organizations, Rev. 5. Also, the CPSC has not developed procedures to:

a. ensure that configuration settings/common secure configurations are defined,

implemented, and monitored
b. document and manage deviations from authorized configuration
settings/common secure configurations

The CPSC has policies related to the hardening of devices that are authorized for travel;
however, the CPSC has not developed policies and procedures for the hardening of its
other devices and information systems.
The CPSC has not established procedures for documenting, managing, and monitoring
deviations from agreed upon configuration settings.
The CPSC has not established policies and procedures in support of Binding Operational
Directive 22-01, Reducing the Significant Risk of Known Exploitable Vulnerabilities, or
consistently implemented its current policies and procedures addressing flaw
remediation.
The CPSC has not prepared and planned to meet the goals of the TIC initiative, consistent
with OMB M-19-26, Update to the Trusted Internet Connections (TIC) Initiative.
Specifically, the agency has not defined and customized, as appropriate, its policies,
procedures, and processes to implement TIC 3.0. These should include updating the
CPSC's network and system boundary policies, in accordance with OMB M-19-26. These
processes also include, as appropriate, meeting the requirements in the TIC security
capabilities catalog, defining specific TIC use cases, and designing/documenting TIC
overlays. Moreover, the CPSC has not defined processes to develop and maintain an
accurate inventory of its network connections, including details on the service provider,
cost, capacity, traffic volume, logical/physical configurations, and topological data for each
connection.
The CPSC has not updated its Vulnerability Disclosure Handling Procedures to support the
implementation of its Vulnerability Disclosure Program.
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Identity and Access Management Conditions

Williams Adley determined that the CPSC was operating at Maturity Level 2 — Defined for the IAM
IG FISMA metric domain. An effective IAM program is critical to prevent unauthorized system
access. Although the CPSC scored Level 2 — Defined, Williams Adley identified deficiencies that
impact the overall information security program effectiveness. By not taking the strategic steps
to develop and implement proper IAM procedures and authentication methods, the risk of
unauthorized access to CPSC's systems is increased. Unauthorized access may result in improper
access to and dissemination of confidential data, and other malicious activities. The CPSC has
made progress in addressing previously identified IAM deficiencies in FY 2022. For example, the
CPSC has developed a SOP for the management of privileged user accounts and formalized this
SOP just prior to conclusion of field work.

However, Williams Adley identified the following deficiencies within the IAM IG FISMA metric
domain:
i.  The CPSC's Identity and Access Management policies are out-of-date and do not align
with the current NIST SP 800-53, Security and Privacy Controls for Information Systems
and Organizations, Rev. 5.
i. The CPSC has not developed an Identity, Credential, and Access Management (ICAM)
strategy.
iii.  The CPSC has not defined the following procedures for their ICAM program:
e account management processes for both privileged and non-privileged users
e separation of duties and use of least privilege
e identification and authentication procedures
iv.  The CPSC has not implemented a process to review its current ICAM practices, identify gaps
in its ICAM strategy and processes, and develop an ICAM transition plan to guide the CPSC
from its current state to its desired state.
v. The CPSC has not defined its processes for developing and maintaining user access
agreements.
vi.  The CPSC has not fully implemented its processes for provisioning, managing, and
reviewing privileged accounts.

vii.  The CPSC does not log and actively monitor privileged user activity or the activity of those
who have incompatible duties.
viii.  The CPSC was unable to provide evidence of the existence of procedures which define

remote access configuration/connection requirements, including use of Federal
Information Processing Standards 140-2 validated cryptographic modules, system
timeouts, and monitoring and control of remote access sessions.

Data Protection and Privacy Conditions

Williams Adley determined that the CPSC was operating at Maturity Level 2- Defined for the DPP
IG FISMA metric domain. An effective DPP program is critical to protect PIl and prevent data
loss. The CPSC made progress in addressing previously identified DPP deficiencies in FY 2023.
Every CPSC database, virtual machine, and workstation is encrypted. The CPSC also utilizes an
automated tool to detect removable devices on CPSC workstations. By not taking the strategic
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steps to develop and implement proper procedures and training, the risk of unauthorized access
to PII and other sensitive data is increased. In addition, without a complete understanding of
the types and locations of PII and other types of sensitive data within CPSC's environment, the
CPSC may not be able to appropriately mitigate the risk of a data breach.

Williams Adley identified the following deficiencies within the DPP IG FISMA metric domain:

i.  The CPSC has not developed a process for maintaining and tracking PII inventory (the
types of PII records maintained by system and their sources).
i.  The CPSC has not fully implemented its encryption of data at rest and encryption of data
in transit policies.
iii.  CPSC has not conducted a data exfiltration tabletop exercise.

Security Training Conditions

Williams Adley determined that the CPSC was operating at Maturity Level 1 — Ad-hoc for the
Security Training IG FISMA metric domain. The CPSC has made progress in addressing
previously identified Security Training deficiencies in FY 2023. For example, the CPSC has
updated its Awareness and Training Policy. However, this policy had not been signed by CPSC
management before the end of our fieldwork. An effective security training program is critical
to protecting the confidentiality, integrity, and availability of systems and data. Without
understanding the information security knowledge, skills, and abilities required, or identifying of
the knowledge, skills, and abilities CPSC information security personnel are missing, the CPSC's
training program may not be sufficient. By not taking the strategic steps necessary to develop
and implement tailored training that will provide those needed skills, personnel may
unsuspectingly compromise the security of the CPSC's systems.

Williams Adley identified the following deficiencies within the ST IG FISMA metric domain:

i.  Management was unable to provide evidence that the roles and responsibilities outlined
in the agency awareness and training policy were implemented.

ii.  The CPSC has not consistently implemented its security awareness and training policy.
Specifically, 4 out of 10 users sampled did not complete their security training within five
(5) days of their entry on duty date.

iii.  The CPSC has not developed or implemented a process for conducting information
security personnel capability gap assessments, and the CPSC has not defined how
frequently the assessment must be conducted and updated.

iv.  The CPSC has not developed a security training plan or strategy which defines the
following components:

a. structure of the awareness and training program

b. priorities

c. funding

d. goals of the program
e. target audiences
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f. types of courses/ material for each audience

g. use of technologies (such as email advisories, intranet updates/wiki pages/social
media, web-based training, phishing simulation tools)

h. frequency of training

i. deployment methods

Protect Function Recommendations
We recommend that the CPSC:

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

Develop, implement, and disseminate a current configuration management policy which
is in accordance with the most recent National Institute of Standards and Technology
guidance (Configuration Management 2023 Recommendation).

Develop, implement, and disseminate a set of configuration management procedures in
accordance with the inherited configuration management policy which includes the
process management follows to develop and tailor common secure configurations
(hardening guides) and to approve deviations from those standard configurations
(Configuration Management 2020 Recommendation).

Integrate the management of secure configurations into the organizational configuration
management process (Configuration Management 2020 Recommendation).

Develop, implement, and disseminate processes to implement Trusted Internet
Connection 3.0, including updating its network and system boundary policies, in
accordance with Office of Management and Budget Memorandum 19-26, Update to the
Trusted Internet Connections (TIC) Initiative. This includes, as appropriate, the
incorporation of TIC security capabilities catalog, TIC use cases, and TIC overlays
(Configuration Management 2023 Recommendation).

Develop and implement policies and procedures in support of Binding Operational
Directive 22-01, Reducing the Significant Risk of Known Exploitable Vulnerabilities
(Configuration Management 2022 Recommendation).

Update the Vulnerability Disclosure Handling Procedures to support the implementation
of the CPSC's Vulnerability Disclosure Program (Configuration Management 2023
Recommendation).

Develop, implement, and disseminate an Identity and Access Management policy and
procedures which are in accordance with the most recent National Institute of Standards
and Technology guidance (/dentity and Access Management 2023 Recommendation).
Define and document a strategy (including specific milestones) to implement the Federal
Identity, Credential, and Access Management architecture (ldentity and Access
Management 2020 Recommendation).

Integrate Identity, Credential, and Access Management strategy and activities into the
Enterprise Architecture and Information Security Continuous Monitoring (/dentity and
Access Management 2020 Recommendation).

Define and implement the Identity, Credential, and Access Management policies and
procedures (Identity and Access Management 2020 Recommendation).

Define and implement a process to ensure the completion of access agreements for all
CPSC users (Identity and Access Management 2020 Recommendation).
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26. Implement the CPSC's policies and procedures for provisioning, managing, and
reviewing privileged accounts (/dentity and Access Management 2027 Recommendation
- modified).

27. Identify and document potentially incompatible duties permitted by privileged accounts
(Identity and Access Management 2020 Recommendation).

28. Log and actively monitor activities performed while using privileged access that permit
potentially incompatible duties (ldentity and Access Management 2020
Recommendation).

29. Define and document policies and procedures outlining the CPSC's remote access
configuration/connection requirements, including use of Federal Information Processing
Standards 140-2 validated cryptographic modules, system timeouts, and monitoring and
control of remote access sessions (ldentity and Access Management 2023
Recommendation).

30. Implement data encryption policies and procedures for data at rest and data in transit.
This should include fully implementing the Data Loss Prevention solution (Data
Protection & Privacy 2020 Recommendation - Modifieq).

31. Document and implement a process for inventorying and securing systems that contain
Personally Identifiable Information or other sensitive agency data (e.g., proprietary
information) (Data Protection & Privacy 2020 recommendation).

32. Document and implement a process for periodically reviewing for and removing
unnecessary Personally Identifiable Information from agency systems (Data Protection &
Privacy 2020 Recommendation).

33. Perform an assessment of the knowledge, skills, and abilities of the CPSC personnel with
significant security responsibilities (Security Training 2020 Recommendation).

34. Finalize and implement the Awareness and Training policy which is currently in draft
(Security Training 2023 Recommendation).

35. Develop a security awareness and training strategy/plan in accordance with Federal
Cybersecurity Workforce Strategy (Security Training 2023 Recommendation).

4.3 Detect Function

Progress

The CPSC has authorized its major systems and tracks system-level ISCM performance measures
and metrics. However, the CPSC has not made any progress in addressing previously identified
ISCM deficiencies.

Information Security Continuous Monitoring Conditions

Williams Adley determined that the CPSC was operating at Maturity Level 2 — Defined for the
ISCM IG FISMA metric domain. It is critical that organizations continuously monitor their systems
to ensure implemented security controls remain effective. By not taking the steps to develop
and implement proper ISCM policies and procedures and integrate those processes with
organizational risks, the CPSC will not be able to maintain or improve its security posture.

Evaluation of the CPSC's FISMA Implementation for FY 2023 22





Williams Adley identified the following deficiencies within the ISCM IG FISMA metric domain:

The ISCM Program is not designed in accordance with NIST guidance to support each
organizational tier, specifically the business process and enterprise-wide tiers. For
example, according to NIST SP 800-37 Rev. 2 Risk Management Framework for Information
Systems and Organizations: A System Life Cycle Approach for Security and Privacy, Task
P-7, the organizational continuous monitoring strategy must address monitoring
requirements at the organizational level and mission/business process level. In addition,
according to NIST SP 800-137 Information Security Continuous Monitoring (ISCM) for
Federal Information Systems and Organizations, Sections 3.1 and 3.2, the ISCM program
should provide clear visibility into organizational assets and leverage threat information.
This guidance also requires the ISCM strategy to be based on organizationally defined risk
tolerances and consider business/mission impacts, however, no evidence could be
provided to demonstrate this was done.

System Security Plans include information that is out-of-date and no longer applicable.
For example, we determined that the General Support System Local Area Network System
Security Plan contains information regarding minor applications which were all last
assessed in 2015, 2016, and 2017 and were based on NIST security control catalog that is
out-of-date. In addition, CPSC policies require minor applications to be assessed every
three (3) years.

The CPSC has not consistently implemented assigned ISCM roles and responsibilities to
ensure that all required tasks are being carried out. For example, NIST SP 800-137, section
3.1 requires each tier to monitor security metrics and assess security control effectiveness
with established monitoring and assessment frequencies and status reports customized to
support tier-specific decision making. However, no evidence could be provided to show
this was done and the CPSC has not explicitly established any mechanisms to enforce
accountability for those with ISCM responsibilities.

Detect Function Recommendations
We recommend that the CPSC:

36.

37.

38.

39.

Establish and implement a strategy for identifying and integrating organizational risk
tolerance and mission risk tolerances into the Information Security Continuous Monitoring
program, and ensure the Information Security Continuous Monitoring supporting plan,
policy, and procedures are updated to consider each program tier (/SCM 2020
Recommendation - Modlfied).

Update the System Security Plans to include the most up-to-date information and assess
the relevant minor applications (/SCM 2022 Recommendation).

Implement Information Security Continuous Monitoring roles and responsibilities (ZSCM
2023 Recommendation).

Develop mechanisms to ensure Information Security Continuous Monitoring stakeholder
accountability (ISCM 2023 Recommendation).

Evaluation of the CPSC's FISMA Implementation for FY 2023 23





4.4 Respond Function

Progress

In FY 2023, the CPSC made progress in addressing previously identified Incident Response
deficiencies. For example, CPSC has established network profiling techniques and implemented
an effective process to detect and analyze incidents. In addition, the CPSC has implemented
effective mechanisms to support the timely reporting of its security incidents to CISA United
States (US)-Computer Emergency Readiness Team. The CPSC has also implemented explicit
performance measures to evaluate the effectiveness of its incident response capabilities and
program. Furthermore, the CPSC completed a procurement of additional network monitoring
licenses for Event Logging (EL) purposes, with the expectation that these licenses will allow the
CPSC to reach EL3 (advanced). The CPSCis in the process of hiring two additional candidates to
perform vulnerability management and cloud security tasks which will free up existing resources
to support compliance with the event logging requirements outlined in OMB M 21-31,
Improving the Federal Government's Investigative and Remediation Capabilities Related to
Cybersecurity Incidents.

Incident Response Conditions

Williams Adley determined that the CPSC was operating at Maturity Level 4 — Managed and
Measurable for the Incident Response IG FISMA metric domain. However, Williams Adley noted
that the CPSC has not yet met the logging requirements required to reach the EL1 (basic)
maturity level, and OMB requires agencies to achieve EL 1 (basic), EL2 (intermediate) and EL3
(advanced).

Respond Function Recommendations

We recommend that the CPSC:

40. Define and implement event logging requirements in accordance with Office of
Management and Budget Memorandum 21-31, Improving the Federal Government's
Investigative and Remediation Capabilities Related to Cybersecurity Incidents (Incident
Response 2023 Recommendation).

4.5 Recover Function

Progress

In FY 2023, the CPSC took the initial step towards addressing previously identified Contingency
Planning deficiencies. For example, the CPSC has developed a COOP which includes a business
process analysis and BIA for each of the CPSC identified Mission Essential Functions.
Additionally, the CPSC began drafting a new Contingency Planning policy to comply with the
latest guidance and to replace the current Contingency Planning policy which was last updated
in 2019.
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Contingency Planning Conditions

Williams Adley determined that the CPSC was operating at Maturity Level 2 — Defined for the
Contingency Planning IG FISMA metric domain. Information system and data availability is
essential to an organization’s success; therefore, it is critical that the CPSC's information systems
operate effectively and do so without excessive interruption. An effective contingency planning
program is critical for the recovery of CPSC operations in the event of a disaster or an outage.
By not integrating contingency planning into the other relevant CPSC planning areas, it increases
the possibility of disruption and confusion, as well as limits the CPSC's opportunity to return to
normal operations in the safest and shortest time possible.

Williams Adley identified the following deficiencies within the Contingency Planning IG FISMA
metric domain:

i.  The CPSC has not developed policies and procedures for all its contingency planning
processes including, but not limited to, conducting organizational and system level BIAs
and maintaining the agency COOP in addition the current contingency planning policies
and procedures are based on an out-of-date guidance.

i.  The CPSC did not include all necessary information into its COOP or integrated its COOP
and organizational-level BIAs with its system-level BIAs or its Information System
Contingency Plans. For example,

a. the system-level BIAs and Information System Contingency Plans were developed
prior to (and independently from) the COOP and organization level BIAs, therefore,
the COOP and organization-level BIAs were not used to support those efforts.

b. although statutory requirements are listed in the COOP, it is not clear what
business processes or systems support those requirements, which is important
when defining recovery priorities and tasks.

c. itis not clear in the COOP or organizational BIAs which systems support Mission
Essential Functions and which systems are necessary for essential supporting
activities and this is an important factor when defining recovery priorities and tasks.

d. essential records in the COOP are not listed beyond a few examples, and when
requested, a list of essential records was not available.

iii.  System level BIAs are out-of-date.

iv.  The CPSC has not provided evidence to support information system contingency planning
testing and recovery activities for four (4) out of seven (7) major systems.

Recover Function Recommendations
We recommend that the CPSC:

41. Develop and implement policies and procedures for maintaining a Continuity of
Operations Plan and conducting organizational and system level Business Impact Analyses
in accordance with current federal guidance. (e.g., National Institute of Standards and
Technology Special Publication 800-34/53, Federal Continuity Directive 1, National
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42.

43.

44,

Institute of Standards and Technology Cybersecurity Framework, and National Archive and
Records Administration guidance) (Contingency Planning 2023 Recommendation).
Update the Continuity of Operations Plan, or other documentation supporting the CPSC
contingency planning efforts, to provide traceability from the statutory requirements to
the Mission Essential Functions and to include all necessary information, for example: (1)
a list of systems that support the Mission Essential Functions, (2) a list of systems necessary
for essential supporting activities, and (3) a list of records essential for the CPSC's
continuity of operations (Contingency Planning 2020 Recommendation - Modlified).
Integrate documented contingency plans with the newly developed Continuity of
Operations Plan and organizational Business Impact Analyses (Contingency Planning 2020
Recommendation - modified).

Test the set of documented contingency plans (Contingency Planning 2020
Recommendation).
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5. Consolidated List of Recommendations

Table 5-1: Index of Recommendations

Finding Recommendation

Identify (Risk 1. Implement registration and inventorying procedures for the
Management) CPSC's information systems (Risk Management 2022
Recommendation).

2.  Develop, document, and implement a process for determining
and defining system boundaries in accordance with National
Institute of Standards and Technology guidance (Risk
Management 2021 Recommendation).

3.  Establish and implement a policy and procedures to manage
software licenses using automated monitoring and expiration
notifications (Risk Management 2020 Recommendation).

4.  Establish and implement a policy and procedure to ensure
that only authorized hardware and software execute on the
agency's network (Risk Management 2020 Recommendation).

5.  Define and document the taxonomy of the CPSC's information
system components, and classify each information system
component as, at minimum, one of the following types:
information technology system (e.g., proprietary and/or
owned by the CPSC), application (e.g.,, commercial off-the-
shelf, government off-the-shelf, or custom software), laptops
and/or personal computers, service (e.g., external services that
support the CPSC's operational mission, facility, or social
media) (Risk Management 2020 Recommendation).

6. Identify and implement a Network Access Control solution
that establishes set policies for hardware and software access
on the agency's network (Risk Management 2020
Recommendation).

7. Develop and implement a formal strategy to address
information security risk management requirements as
prescribed by the National Institute of Standards and
Technology guidance (Risk ~ Management 2020
Recommendation).

8. Complete an assessment of information security risks related
to the identified deficiencies and document a corresponding
priority listing to address identified information security
deficiencies and their associated recommendations. A
corrective action plan should be developed that documents
the priorities and timing requirements to address these
deficiencies (Risk Management 2020 Recommendation).
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10.

11.

12.

Develop and implement an Enterprise Risk Management
program based on National Institute of Standards and
Technology, Enterprise Risk Management Playbook, and
Office of Management and Budget Circular A-123, Section II
guidance. This includes establishing a cross-departmental risk
executive (function) led by senior management to provide
both a departmental and organization level view of risk to the
top decision makers within the CPSC (Risk Management 2020
Recommendation).

Implement Plan of Action and Milestones in accordance with
agency policy to mitigate security weakness and document
the estimated funding requirements for each of the Plan of
Action and Milestones along with the source of those funds
(Risk Management 2023 Recommendation).

Perform periodic lessons learned exercises to improve the
Plan of Action and Milestones process (Risk Management
2023 Recommendation).

Implement solutions to perform scenario analysis and model
potential responses, including modeling the potential impact
of a threat exploiting a vulnerability and the resulting impact
to organizational systems and data (Risk Management 2022
Recommendation).

Identify (Supply
Chain Risk
Management)

13.

14.

Develop supply chain risk management procedures to ensure
that products, system components, systems, and services of
external providers are consistent with the organization’s
cybersecurity and supply chain risk management
requirements (Supply Chain Risk Management 20217
Recommendation — modified ).

Develop and communicate an organization-wide Supply
Chain Risk Management strategy/plan to manage the supply
chain risks associated with the research, development, design,
manufacturing, acquisition, delivery, integration, operations,
maintenance, and disposal of the CPSC systems, system
components, or services (Supply Chain Risk 2023
Recommendation).

Protect
(Configuration
Management)

15.

16.

Develop, implement, and disseminate a current configuration
management policy which is in accordance with the most
recent National Institute of Standards and Technology
guidance (Configuration Management 2023
Recommendation).

Develop, implement, and disseminate a set of configuration
management procedures in accordance with the inherited
configuration management policy which includes the process
management follows to develop and tailor common secure
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17.

18.

19.

20.

configurations (hardening guides) and to approve deviations
from those standard configurations (Configuration
Management 2020 Recommendation).

Integrate the management of secure configurations into the
organizational configuration management process
(Configuration Management 2020 Recommendation).
Develop, implement, and disseminate processes to implement
Trusted Internet Connection 3.0, including updating its
network and system boundary policies, in accordance with
Office of Management and Budget Memorandum 19-26,
Update to the Trusted Internet Connections (TIC) Initiative.
This includes, as appropriate, the incorporation of Trusted
Internet Connection security capabilities catalog, Trusted
Internet Connection use cases, and Trusted Internet
Connection overlays (Configuration Management 2023
Recommendation).

Develop and implement policies and procedures in support of
Binding Operational Directive 22-01, Reducing the Significant
Risk of Known Exploitable Vulnerabilities (Configuration
Management 2022 Recommendation).

Update the Vulnerability Disclosure Handling Procedures to
support the implementation of the CPSC's Vulnerability
Disclosure Program (Configuration Management 2023
Recommendation).

Protect (Identity and
Access Management)

21.

22.

23.

24.

25.

Develop, implement, and disseminate an Identity and Access
Management policy and procedures which are in accordance
with the most recent National Institute of Standards and
Technology guidance (/dentity and Access Management 2023
Recommendation).

Define and document a strategy (including specific
milestones) to implement the Federal Identity, Credential, and
Access Management architecture (ldentity and Access
Management 2020 Recommendation).

Integrate Identity, Credential, and Access Management
strategy and activities into the Enterprise Architecture and
Information Security Continuous Monitoring (ldentity and
Access Management 2020 Recommendation).

Define and implement the Identity, Credential, and Access
Management policies and procedures (Identity and Access
Management 2020 Recommendation).

Define and implement a process to ensure the completion of
access agreements for all of the CPSC users (/dentity and
Access Management 2020 Recommendation).
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26.

217.

28.

29.

Implement the CPSC's policies and procedures for
provisioning, managing, and reviewing privileged accounts.
(Identity and Access Management 2027 Recommendation -
modiified).

Identify and document potentially incompatible duties
permitted by privileged accounts (/dentity and Access
Management 2020 Recommendation).

Log and actively monitor activities performed while using
privileged access that permit potentially incompatible duties
(Identity and Access Management 2020 Recommendation).
Define and document policies and procedures outlining the
CPSC's remote access configuration/connection
requirements, including use of Federal Information Processing
Standards 140-2 validated cryptographic modules, system
timeouts, and monitoring and control of remote access
sessions  (Identity and Access Management 2023
Recommendation).

Protect (Data
Protection and
Privacy)

30.

31.

32.

Implement data encryption policies and procedures for data
at rest and data in transit. This should include fully
implementing the Data Loss Prevention solution (Data
Protection & Privacy 2020 Recommendation - Modifieq).
Document and implement a process for inventorying and
securing systems that contain Personally Identifiable
Information or other sensitive agency data (e.g., proprietary
information) (Data  Protection &  Privacy 2020
recommendation).

Document and implement a process for periodically reviewing
for and removing unnecessary Personally Identifiable
Information from agency systems (Data Protection & Privacy
2020 Recommendation).

Protect (Security
Training)

33.

34.

35.

Perform an assessment of the knowledge, skills, and abilities
of the CPSC personnel with significant security responsibilities
(Security Training 2020 Recommendation).

Finalize and implement the Awareness and Training policy
which is currently in draft (Security Training 2023
Recommendation).

Develop a security awareness and training strategy/plan in
accordance with Federal Cybersecurity Workforce Strategy
(Security Training 2023 Recommendation).

Detect (Information
Security Continuous
Monitoring)

36.

Establish and implement a strategy for identifying and
integrating organizational risk tolerance and mission risk
tolerances into the Information Security Continuous
Monitoring program, and ensure the Information Security
Continuous Monitoring supporting plan, policy, and
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37.

38.

39.

procedures are updated to consider each program tier (/SCM
2020 Recommendation - Modlified).

Update the System Security Plans to include the most up-to-
date information and assess the relevant minor applications
(ISCM 2022 Recommendation).

Implement Information Security Continuous Monitoring roles
and responsibilities (ISCM 2023 Recommendation).

Develop mechanisms to ensure Information Security
Continuous Monitoring stakeholder accountability (ISCM
2023 Recommendation).

Respond (Incident
Response)

40.

Define and implement event logging requirements in
accordance with Office of Management and Budget
Memorandum 21-31, Improving the Federal Government's
Investigative and Remedijation Capabilities Related to
Cybersecurity  Incidents  (Incident  Response — 2023
Recommendation).

Recover
(Contingency
Planning)

41.

42.

43.

44,

Develop and implement policies and procedures for
maintaining a Continuity of Operations Plan and conducting
organizational and system level Business Impact Analyses in
accordance with current federal guidance. (e.g., National
Institute of Standards and Technology Special Publication 800-
34/53, Federal Continuity Directive 1, National Institute of
Standards and Technology Cybersecurity Framework, and
National Archive and Records Administration guidance)
(Contingency Planning 2023 Recommendation).

Update the Continuity of Operations Plan, or other
documentation supporting the CPSC contingency planning
efforts, to provide traceability from the statutory requirements
to the Mission Essential Functions and to include all necessary
information, for example: (1) a list of systems that support the
Mission Essential Functions, (2) a list of systems necessary for
essential supporting activities, and (3) a list of records essential
for the CPSC's continuity of operations (Contingency Planning
2020 Recommendation - Modified).

Integrate documented contingency plans with the newly
developed Continuity of Operations Plan and organizational
Business Impact Analyses (Contingency Planning 2020
Recommendation - modified).

Test the set of documented contingency plans (Contingency
Planning 2020 Recommendation).
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Appendix A: Objective, Scope and Methodology

A.1 Objective

The objective was to perform an independent evaluation of the CPSC's implementation of FISMA®
for FY 2023. In support of this objective, Williams Adley conducted the evaluation in accordance
with OMB M-23-03, Fiscal Year 2023 Guidance on Federal Information Security and Privacy
Management Requirements.

A.2 Scope

The evaluation focused on reviewing the CPSC's implementation of FISMA for FY 2023 based on
OMB M-23-03. The FISMA evaluation covered the period of July 1, 2022, to June 30, 2023. The
evaluation included an assessment of the effectiveness of the CPSC's enterprise-wide information
security policies, procedures, and practices; and a review of information security policies,
procedures, and practices of a representative subset of the CPSC's information systems, including
contractor systems and systems provided by other federal agencies.

A.3 Methodology

We performed qualitative analyses to assess the effectiveness of the CPSC's efforts to secure its
information systems. The evaluation included an assessment of the NIST Cybersecurity
Framework Function Levels, as specified in the FY 2023 IG FISMA reporting core metrics:

¢ Identify (Risk Management)

e Identify (Supply Chain Risk Management)

e Protect (Configuration Management)

e Protect (Identity and Access Management)

e Protect (Date Protection and Privacy)

e Protect (Security Training)

e Detect (Information Security Continuous Monitoring)
e Respond (Incident Response)

e Recover (Contingency Planning)

FISMA requires each federal agency to develop, document, and implement an agency-wide
program to provide information security for the information systems that support the operations
and assets of the agency, including those provided or managed by another agency, contractor,
or source. To ensure the adequacy and effectiveness of these controls, FISMA requires an
independent external review of the information security program. The FY 2023 IG FISMA
Reporting Metrics developed by the OMB, DHS, and CIGIE are intended to provide guidance on
the OIG's annual evaluations, as required by FISMA, 44 U.S.C. 3555()).

We performed this evaluation from March through June 2023 and conducted this evaluation in
accordance with CIGIE Quality Standards for Inspection and Evaluation. Those standards require

6 Public Law. No. 113-283, FISMA, December 18, 2014.
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that we obtain sufficient evidence to provide a reasonable basis for our findings and conclusions
based on our evaluation objectives. We believe that the evidence obtained provides a reasonable
basis for our findings and conclusions based on our review objectives.

To perform this evaluation, we interviewed CPSC senior management and employees to evaluate
managerial effectiveness and operational controls in accordance with federal guidance. We
remotely observed the CPSC's operations, obtained evidence to support Williams Adley’s
conclusions and recommendations, tested effectiveness of established or defined controls,
conducted sampling where applicable, and collected and reviewed written documents to
supplement observations and interviews. We delivered the Notices of Findings and
Recommendations for each IG FISMA function to CPSC management.

Use of Computer-Processed Data

During the evaluation, Williams Adley used computer-processed data to obtain samples and
information regarding the existence of information security controls. For example, Williams Adley
requested a system generated list of incidents within FY 2023 for testing. The list was used to
support the evaluation procedures in the Incident Response IG FISMA metric domain. Williams
Adley assessed the reliability of the computer-generated data primarily by comparing selected
data with source documentation, data from prior years, inquiring with CPSC personnel, and
observing the selected data being generated. Where applicable, Williams Adley determined that
the information was sufficiently reliable for assessing the adequacy of related information security
controls.

Sampling Methodology

With respect to the sampling methodology employed, standards indicate that either a statistical
or judgmental sample can yield sufficient and appropriate evidence. Based on professional
judgement, Williams Adley did not use statistical sampling during this evaluation. Williams Adley
employed another type of sample permitted by standards—namely, a non-statistical sample
known as a judgmental sample. Ajudgmental sample is a sample selected by using discretionary
criteria rather than criteria based on the laws of probability.

In this evaluation, Williams Adley has taken great care in determining the criteria to use for
sampling based on Williams Adley’s judgement of risk. For all samples selected during the
evaluation, Williams Adley used non-statistical sampling techniques where applicable and
appropriate. As guidance, Williams Adley used the American Institute of Certified Public
Accountants Audlit Guide Audit Sampling.” This guidance assists in applying sampling
methodology in accordance with auditing standards. Moreover, Williams Adley used, whenever
practicable, random numbers to preclude the introduction of any bias in sample selection
although a non-statistical technique was used. Williams Adley acknowledges that it is possible
that the information security deficiencies identified in this report may not be as prevalent or may
not exist in other information systems that were not tested.

7 American Institute of Certified Public Accountants Audit Guide, Audit Sampling, March 1, 2014.
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Evaluation, testing, and analysis were performed in consideration with guidance from the
following:

Center for Internet Security Top 18 Security Controls

Chief Financial Officer Council, Enterprise Risk Management for the U.S. Federal
Government

Chief Information Officer Council/Chief Acquisition Officer Council, Cloud Computing
Contract Best Practices

CISA, Cybersecurity & Incident Response Playbooks

CISA, Cybersecurity Incident and Vulnerability Response Playbooks
Cybersecurity and Infrastructure Security Agency, Zero Trust Maturity Mode/
DHS Binding Operational Directive (BOD) 18-02

DHS BOD 19-02

DHS BOD 22-01

DHS BOD 19-01

DHS BOD 23-01

Executive Order 13636

Executive Order 14028

Federal Acquisition Supply Chain Security Act of 2018

Federal Continuity Directive 1

Federal Cybersecurity Workforce Assessment Act of 2015

Federal Enterprise Architecture Framework v.2

Federal Information Processing Standards 140-2

Federal Information Processing Standards 199

Federal Information Processing Standards 201-2

Federal Risk and Authorization Management Program - Standard Contract Clauses
Fiscal Year 2023 Chief Information Officer Federal Information Security Modernization Act
Metrics

Homeland Security Presidential Directive 12

National Cybersecurity Workforce Framework

NIST Cybersecurity Framework

NIST Interagency Report 8011

NIST Interagency Report 8276

NIST Interagency Report 8286

NIST SP 800-18

NIST SP 800-34

NIST SP 800-37, Rev. 2

NIST SP 800-39

NIST SP 800-40, Rev. 3

NIST SP 800-50

NIST SP 800-53, Rev. 5

NIST SP 800-61, Rev. 2

NIST SP 800-63

NIST SP 800-128
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NIST SP 800-70, Rev. 4
NIST SP 800-137
NIST SP 800-152
NIST SP 800-157
NIST SP 800-181
NIST SP 800-207
NIST SP 800-218
NIST SP 1800-5
OMB Circular A-123
OMB Circular A-130
OMB M 14-03

OMB M 16-17

OMB M 19-03

OMB M 19-17

OMB M 20-04

OMB M 21-07

OMB M 21-30

OMB M 23-03

OMB M 21-31

OMB M 22-01

OMB M 22-05

OMB M 22-09

OMB M 23-03
US-Computer Emergency Readiness Team, /ncident Response Guidelines
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Appendix B: Management Responses

—

Linited States
Consumer Product Safety Commission

Memorandum

TO: Office of Inspector General DATE: July 28, 2023
FROM: Bryan Bumett, Chief Information Officer (EXIT)

g ica By g B BRYAM BURRL T
Dh = U arU 5 Govamement. os- Comum e
Qi S
SUBJECT: U.5. Conzumer Product Safety Commission (CPSC)
Fiscal Year 2023 Federal Information Security Modernization Act
of 2014 (FISMA) Evaluation of the CPSC Information Security
Program and Notice of Finding and Recommendations (NFR)
Management Response

Management concurs with the included findings and recommendations and offers the following
context and updates by domain.

Identify (Risk Management)

EXIT presently is updating its inventory of minor applications, linking them to the appropriate
General Support System (G55) or major application, and assessing them, as required. This
response also is applicable to the NFR. for Detect (Information Security Continuous Monitoring).

EXIT recently procured a solution to manage software licenses and their expirations. We expect
to complete deploying and configuring this automated toolset in fiscal year 2024.

EXIT presently is drafting a policy and accompanying precedures for hardware and software
asset management and software authorizations/approvals. The estimated completion date is in
fiscal year 2024.

EXIT recently completed the implementation of wired network access control (MAC) for agency
laptops. We continue to work on controlled wireless access and expanding the scope to include
agency mobile devices.

EXIT presently is reviewing all prior risk acceptance approvals, assessing these risks based on
the methodologylprocesses established in MIST 800-37/30. The estimated completion date is in
fiscal year 2024

L8, Consumer Product Mational Product Testing This memorandum was prepared by dhe CPEC sfall it has nof been reviened
Safety Commission & Evaluation Center or Bppves! y; et ey ol oacunly elec! M i o, i Commission.
4330 East-West Highway 5 Research Place

Bethesda, bD 20814 Rockyille, MD 20850

CpEC.EOV Page 1of4
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One of the early efforts led by the new Chief Information Security Officer (CIS0) was to begin
developing a consolidated list of existing Plan of Actions and Milestones (POA&Ms) and
establishing a tracking mechanism with estimated completion dates. EXIT is working to update
its standard operating procedure (SOP) to reflect this, and other, significant process
improvements. EXIT estimates the completion date for finalizing the list and processes is in
fizcal year 2024.

The agency already owns a variety of tools to model potential responses to and the impact of a
threat exploiting a vulnerability. Within the past few months, EXIT detected multiple incidents
and leveraged its cybersecurity tools to examine the extent and impact of each. EXIT will
demonstrate to the Office of Inspector General (OIG) how it leveraged its tools and procedures
to respond to these incidents.

Identify {Supply Chain Risk Managemant)

EXIT is at the midpoint of developing an effective Supply Chain Risk Management {SCRM)
program. & SCRM policy was authored last year and, presently, an SCRM Assessment S0P is
being reviewsd by management. EXIT continues to conduct market research for SCRM
senvices, meeting with multiple vendors and research services in recent weeks. Once a
selection is made for vendor assessment services, the SOP will be finalized and integrated
within the EXIT's System Development Life Cycle (SDLC). Hardware and software purchases
then will be reviewed and assessed prior to award and annually, thereafter.

Protect (Configuration Managemant)

EXIT is in the process of updating its Configuration Management (CM) policy. The policy will
align with NIST 800-53 CM controls and will be used to guide the implementation of
configuration management within the organization. EXIT expects to finalize the policy in fiscal
year 2024.

EXIT understands that the developmentimplementation of applicable Trusted Internet
Connectivity (TIC) use cases and overlays requires procuring services that meet TIC 3.0
requirements. EXIT recently acquired secure Internet and private access services, which will
senve as the foundaticnal components of a comprehensive network redesign. This strategic
effort will not only enhance our network's security and reliability but also play a crucial role in
defining how users authenticate at the application and network layers, as well as how access
should be provisioned. The project kickoff is planned for August 2023

An updated Vulnerability Management Policy is currently in management review. After it is
finalized, EXIT will develop an accompanying SOP that covers the different types of vulnerability
alerts and reports. EXIT expects to finalize its Vulnerability Management Policy and SOP in
fiscal year 2024.

EXIT plans to migrate to the Vulnerability Disclosure Policy (WVDP) Platform provided by CISA.
The migration has been put on hold until we are able backfill a vacant Vulnerability Management

position.
Page 2 of 4
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Protect (ldentity and Access Management)

As is noted in the report, EXIT has made progress in the management of privileged user
accounts, from both policy and technical perspectives. More recently, we have extended the
management of privileged accounts into our productivity software as a service (SaaS) and, by
the end of the calendar year, will have done the same for our other cloud services. EXIT's Event
Logging program presently logs and reviews privileged user activity and will be enhanced as the
program matures.

The agency’s multiple modemnization efforts — including for case management, data collection
and manipulation, and data analytics - all provide significant improvements in the supported
authentication and authorization methods over the systems they are replacing. While our current
policies will need to span both legacy and modemn systems, these new methods will improve the
agency's identity and access management postures significantly.

EXIT has begun developing a new Identity. Credential, and Access Management (ICAM) policy
and the accompanying precedures. These are significant efforts that reguire a helistic review of
the agency's ICAM program. As such, we expect the policy and procedures to be completed
and in place in fiscal year 2024.

Protact (Data Protection and Privacy)

EXIT presently is developing an inventory process for Personally Identifiable Information (PI).
We expect the resultant inventory to completed in fiscal year 2024. EXIT also is developing an
S0P for periodically reviewing and removing unnecessary Pll from agency systems. These
procedures are expected to be finalized and will be promulgated to agency program offices in
fiscal year 2024.

Protect (Security Training)

EXIT recently updated its security and privacy training policy to address annual security training,
annual privacy training, and role-based security training. Once the new policy is signed and its
contents are communicated, EXIT plans to enforce compliance.

EXIT recently procured a Saas training platform to manage its role-based security training
program. After an initial gap assessment, EXIT expects to implement its role-based security
training plan and system in fiscal year 2024.

Respond (Incident Responsa)

As noted in the report, EXIT presently is backfilling its Vulnerability Management position, which
will assist the security team in focusing on Event Logging (EL). Additionally, EXIT recenthy
completed the procurement of additional network monitoring licenses and services for EL

purposes. Onboarding of the contractors and initial implementation of the new licenses is set to
begin in September 2023.
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Recover (Contingency Planning)

The agency enacted an updated Continuity of Operations (COOP) plan on January 26, 2023.
The development of the updated COOP plan included enterprise buziness process and impact
assessments. EXIT will utilize the plan and the accompanying assessments to guide maturation
of its contingency planning/disaster recovery program, including:

+ Updating its Contingency Planning Policy. As noted in the report, a draft currently is in
TEVIeW.

+ Applying a consistent approach, with templates, to its annual contingency planning and
disaster recovery exercises for all major systems.

+ Requiring system owners to maintain the results of contingency planning and disaster
recovery exercises in the Cyber Sacurity Assessment and Management (CSAM)
application, as part of the agency’s Assessment and Authorization lifecyche.

EXIT expects to have completed the relevant policy updates, procedures, and templates in
fiscal year 2024. Furthermore, EXIT will coordinate with system owners to schedule contingency

planning and disaster recovery activities, such that by the end of fiscal year 2024, all major
systems will have been tested within the last 12 months.
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For more information on this report please contact us at CPSC-OIG@cpsc.gov

To report fraud, waste, or abuse, mismanagement, or wrongdoing at the CPSC go to
OIG.CPSC.GOV or call (301) 504-7906

Office of Inspector General, CPSC, 4330 East-West Hwy., Suite 702, Bethesda, MD 20814




mailto:CPSC-OIG@cpsc.gov

https://oig.cpsc.gov/
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