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(U) What OIG Audited 

(U) From February through December 2022, the 
Bureau of International Security and 
Nonproliferation (ISN) administered more than 
$82 million in grants, cooperative agreements, 
contracts, and interagency agreements to 
support Ukraine and neighboring countries 
affected by Russia’s invasion. Among other 
things, the funding has been obligated for 
border security; advisory services; and critical 
equipment and training across the chemical, 
biological, radiological, nuclear, and explosive 
spectrum. 

(U) The Office of Inspector General (OIG) 
conducted this audit to determine whether ISN 
administered its assistance programs and efforts 
in Ukraine in accordance with federal law and 
Department of State (Department) 
requirements. To perform the audit, OIG 
judgmentally selected for detailed review 
15 implementing vehicles administered by ISN 
to aid Ukraine. The selected implementing 
vehicles were associated with a total of $64 
million in obligations during the period.  

(U) What OIG Recommends 

(U) OIG made four recommendations to ISN to 
improve risk assessments and monitoring of its 
assistance to Ukraine. Based on management’s 
response to a draft of this report (see Appendix 
C), OIG considers all four recommendations 
resolved, pending further action. A synopsis of 
management’s comments on the 
recommendations offered and OIG’s replies 
follow each recommendation in the Audit 
Results section of this report.  
 
 

(U) March 2024 
(U) OFFICE OF AUDITS 
GLOBAL EMERGENCIES AND EMERGING RISKS 

(U) Audit of the Bureau of International Security and 
Nonproliferation Administration of Assistance to Ukraine  
(U) What OIG Found 

(U) In administering its Ukrainian assistance programs, ISN 
generally complied with applicable requirements by 
performing required vetting and other due diligence, 
assessing and accepting risks, and using alternative 
methods for monitoring its assistance where in-person 
monitoring was not feasible. However, OIG noted ways in 
which ISN’s administration of its assistance to Ukraine in 
two of these areas—risk assessment and monitoring—
could be improved. 
 
(U) First, ISN based the risk assessments for its Ukraine 
activities on some subjective considerations and conditions 
that have since changed. To the extent ISN continues to 
provide support for Ukraine—including the provision of 
sensitive technologies—ISN should reassess risks to 
safeguard against over reliance on subjective 
considerations and to account for changes to the risk 
environment. Provided this updated assessment, ISN would 
be in a better position to apply appropriate mitigation 
measures in response to identified risks. 
 
(U) Second, given non-permissive conditions and staffing 
limitations at Embassy Kyiv, ISN employed alternative 
methods for monitoring its assistance in Ukraine. For 
instance, ISN required end users to certify receipt of 
equipment and report on its use and status but were 
unable to travel to visit end users in-person to verify the 
accuracy of information reported by recipients. In line with 
identified risk mitigation plans for grants and cooperative 
agreements, ISN should explore other options for providing 
in-person monitoring.  
 
(U) OIG also observed that ISN relied on the review of 
award recipients’ progress reports to support its program 
monitoring efforts; however, those reports lacked 
comparisons of accomplishments to program objectives. 
ISN could improve monitoring efforts by requiring and 
enforcing terms and conditions for performance reports 
that include comparative information to facilitate an 
assessment of progress against program objectives. 
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(U) OBJECTIVE 

(U) The Office of Inspector General (OIG) conducted this audit to determine whether the 
Bureau of International Security and Nonproliferation (ISN) administered its assistance 
programs and efforts in Ukraine in accordance with federal law and Department of State 
(Department) requirements. 
 
(U) BACKGROUND 

(U) Russia’s war of aggression against Ukraine is the largest armed conflict in Europe since 
World War II and has had deep and wide-ranging consequences. The scale and scope of the U.S. 
government’s response has been sizable. In four supplemental appropriations in March, May, 
September, and December 2022, Congress provided more than $113 billion in funding for 
Ukraine response efforts across 14 federal departments and agencies.1 Of this amount, the 
Department and the U.S. Agency for International Development received approximately 
$46.3 billion to respond to Russia’s full-scale invasion of Ukraine.  

(U) ISN’s Role in Ukraine  

(SBU) According to the Department, the role of ISN is to prevent “the spread of weapons of 
mass destruction, delivery systems, and advanced conventional weapons capabilities” and 
“rolling back such proliferation where it has already taken root.” ISN obligated more than $82 
million from February through December 2022 to support Ukraine and nearby regional partners 
affected by the conflict. Those efforts include capacity-building and provision of equipment and 
supplies. ISN also purchased personal protective equipment, decontamination supplies, 
communication equipment, night vision optics, small unmanned aerial systems, and medical 
supplies, among other items, to support various Ukrainian government entities. Beneficiaries 
included the National Police, the National Guard, State Emergency Services, State Border Guard 
Services (including the Maritime Border Guard),  the Ministry of Health, 
and the Ministry of Defense . Figure 1 shows the types 
of support that ISN has provided to various Ukrainian entities.  
 

 
1 (U) See Consolidated Appropriations Act, 2022, Public Law 117-103, Division N – Ukraine Supplemental 
Appropriations Act, 2022; Additional Ukraine Supplemental Appropriations Act 2022, Public Law 117-128; 
Continuing Appropriations and Ukraine Supplemental Appropriations Act, 2023, Public Law 117-180, Division B – 
Ukraine Supplemental Appropriations Act, 2023; Consolidated Appropriations Act, 2023, Public Law 117-328, 
Division M – Additional Ukraine Supplemental Appropriations Act, 2023. 
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(SBU) Figure 1: Types of ISN-Funded Support to Various Ukrainian Recipients 

 
(U) Source: OIG-generated from information provided by ISN on its support of Ukraine. 
 
(U) Three ISN program offices have obligated funds to assist Ukraine:2 
  

• (U) The Office of the Nonproliferation and Disarmament Fund is responsible for 
addressing unanticipated nonproliferation opportunities and priorities around the 
world.  

• (U) The Office of Cooperative Threat Reduction is responsible for managing the Global 
Threat Reduction Program, which assists countries in securing biological, chemical, and 
nuclear materials, technology, and expertise.  

• (U) The Office of Export Control Cooperation is responsible for overseeing the Export 
Control and Related Border Security Program, a program that seeks to ensure that 
strategic trade control systems meet international standards.  

 
(U) These ISN program offices use a variety of implementing vehicles to support Ukraine, 
including grants, cooperative agreements, contracts, and interagency agreements.  
 

 
2 (U) ISN’s Office of Mass Weapons of Destruction Terrorism did not obligate funds to assist Ukraine during the 
scope of OIG’s review. As such, OIG has not included information about that office in this report.  
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(U) Requirements on the Administration of Grants, Cooperative Agreements, 
Contracts, and Interagency Agreements 

 
(U) Guidance on the administration of these implementing vehicles includes the Department’s 
Foreign Affairs Manual (FAM) and associated Foreign Affairs Handbook (FAH), the Federal 
Assistance Directive (FAD), Procurement Information Bulletins, and the Federal Acquisition 
Regulation (FAR). Table 1 describes the guidance and the implementing vehicles to which they 
apply. 
 
(U) Table 1: Guidance on Administering and Monitoring Grants, Cooperative 
Agreements, Contracts, and Interagency Agreements 
 

(U) Guidance Document (U) Description (U) Applicability  
FAM 

 
Policy manual that articulates official 
guidance on matters relating to the 
Department’s management and personnel. 

Grants,  
Cooperative Agreements, 
Contracts,  
Interagency Agreements 

FAH Procedure manuals that articulate official 
guidance on matters relating to the 
Department’s management and personnel. 

Grants,  
Cooperative Agreements, 
Contracts,  
Interagency Agreements 

FAD Directive that provides guidance, policies, 
and procedures for domestic and overseas 
bureaus, offices, and posts providing 
federal assistance. 

Grants,  
Cooperative Agreements 

Procurement Information 
Bulletin Number 2014-
05, “Non-Acquisition 
Interagency 
Agreements”* 

The Department’s Bureau of 
Administration, Office of the Procurement 
Executive, issues bulletins to announce 
procurement guidance. Bulletin 2014-05 

Interagency Agreements 

(U) A grant is used when the principal purpose is the transfer of money, property, or services to 
accomplish a public purpose of support or stimulation authorized by federal statute; it is used when 
it is anticipated that there will not be substantial involvement between the agency and the recipient 
during performance.  
 
(U) A cooperative agreement is used to accomplish a public purpose of support or stimulation 
authorized by federal statute when it is anticipated that there will be substantial involvement 
between the agency and the recipient during performance.  
 
(U) A contract is used for acquiring (by purchase, lease, or barter) property or services for the direct 
benefit or use of the federal government.  
 
(U) An interagency agreement is a written agreement between two federal agencies that specifies 
the goods to be furnished or tasks to be accomplished by one agency in support of the other. 
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(U) Guidance Document (U) Description (U) Applicability  
provides guidance on monitoring assistance 
provided through interagency agreements. 

FAR Policies and procedures governing the 
acquisition of goods and services by all 
executive agencies.  

Contracts  

* (U) Procurement Information Bulletin Number 2014-05, “Non-Acquisition Interagency Agreements,” was replaced 
with the “Interagency Agreement Guide” in December 2022. Because the interagency agreements that OIG 
reviewed for this audit were entered into prior to the issuance of the new guidance, OIG used the prior guidance 
as the basis of its analysis. 
(U) Source: OIG generated based on analysis of the implementing vehicles and the Department and federal 
guidance governing their administration and monitoring 

(U) Execution and Oversight  

(U) The guidance applicable to implementing vehicles has requirements regarding their 
execution and oversight. For example, grants are required to be signed by a warranted Grants 
Officer, who may appoint a Grants Officer Representative (GOR) to assist in oversight of the 
award.3 Similar requirements apply to the other implementing vehicles. Program officers also 
assist in overseeing the execution of the awards. 
 
(U) Each ISN program office manages its own assistance portfolio and has its own designated 
oversight officials. For grants and cooperative agreements, ISN employs grants officers, GORs, 
and program officers who administer and monitor the federal assistance awards. For contracts, 
ISN employs Contracting Officers and Contracting Officer’s Representatives to administer and 
monitor contracts. For interagency agreements, ISN employs agreement officer’s 
representatives or program managers to monitor the interagency agreements. These oversight 
officials work from Washington, DC, regardless of where assistance is implemented.  

(U) What OIG Reviewed 

(U) To answer the audit objective, OIG judgmentally 
selected 15 implementing vehicles for detailed 
review: 2 grants, 3 cooperative agreements, 
2 contract task orders, 7 interagency agreements, 
and 1 fund cite4 administered by ISN from February 
through December 2022 to support Ukraine.  
 
(U) To arrive at this sample of 15, OIG identified 68 implementing vehicles, totaling more than 
$82 million, that ISN used to execute its programs and efforts from February through December 
2022. From this universe, OIG selected all implementing vehicles with a value of more than 
$900,000, which OIG judgmentally determined was an appropriate threshold to capture the 

 
3 (U) 10 FAH-1 H-032, “Federal Assistance Awards” and 4 FAM 061.2 “Grants Officer Representative.” 
4 (U) A fund cite is used when one Department bureau—ISN in this case—purchases goods from another 
Department bureau (i.e., an intra-agency transaction). 

(U) OIG reviewed 15 implementing vehicles 
• (U) 2 grants 
• (U) 3 cooperative agreements 
• (U) 2 contract task orders 
• (U) 7 interagency agreements 
• (U) 1 fund cite 
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breadth of ISN’s activities (i.e., all of the different types of implementing vehicles used by all of 
the ISN program offices). The resulting sample of 15 implementing vehicles was associated with 
$64 million in obligations, or about 78 percent of the $82 million that ISN obligated to Ukraine-
related activities during the identified timeframe. Table A.2 in Appendix A provides detailed 
information on the sample of selected implementing vehicles that OIG analyzed in this audit. 
 
(U) OIG tested the selected sample for compliance with federal law and Department 
requirements in three overarching aspects of ISN’s Ukraine assistance administration: 
 

1. 
 
 
 

2. 

 
3. 

 

 

(U) AUDIT RESULTS 

(U) Finding A: ISN Administered Its Ukrainian Assistance in Accordance With 
Requirements but Can Make Improvements in Two Key Areas 

(U) ISN conducted vetting and other due diligence, performed risk assessments and accepted 
risks, and used alternative methods for monitoring to compensate for restrictions on its on-site 
presence. OIG noted instances in which ISN’s administration of Ukrainian assistance in two of 
these areas—risk assessments and monitoring—could be improved. For example, ISN 
determined that risks of providing assistance were low to medium based on considerations 
such as its relationship with the recipients, the experience of the recipients, the types of 
assistance being provided, and the security environment in Ukraine. Although ISN accepted 
those risks, OIG found that some of the risk considerations were objective in nature, while 
others were subjective. Given the likelihood that more supplies and equipment—including 
some sensitive technologies—will continue to be provided to Ukraine, ISN should reassess its 
risk considerations to safeguard against any over reliance on subjective objectives or changes to 
the risk environment given the evolution of the conflict and apply mitigation measures 
appropriate for each of the identified risks.  
 
(U) In monitoring its assistance, ISN required end users to certify receipt and report on the use 
and status of the equipment. OIG noted that at the time of the audit, Embassy Kyiv was 
operating under an ordered departure and was subject to staffing restrictions. To compensate 
for these restrictions ISN employed alternative methods for monitoring such as reviewing 

(U) Vetting and Due Diligence 

(U) Risk Assessment and Mitigation 

(U) Monitoring 
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photographic evidence of use and holding telephonic and virtual meetings with the end users to 
obtain assurance that the assistance was being used as intended. However, the inability to 
travel to visit end users in-person affects ISN’s ability to verify the accuracy of the information 
reported by recipients. ISN should take steps to leverage increases to embassy staffing levels, 
access to third-party contractors, or other available mechanisms to plan for additional in-
person monitoring. Finally, OIG observed that ISN relied on the review of award recipients’ 
progress reports to support its program monitoring efforts; however, those reports lacked 
comparisons of accomplishments to program objectives. ISN could improve these monitoring 
efforts by requiring recipients to provide comparative information and enforcing requirements 
that federal assistance award recipients submit performance reports that include comparative 
information to determine progress against program objectives.  

(U) ISN Conducted Required Vetting and Other Due Diligence  

(U) Federal law and Department policies require that government officials conduct 
due diligence on potential recipients before giving aid or entering into agreements 
or contracts for the provision of assistance. Due diligence includes vetting (e.g., for 

gross violations of human rights and for prior suspensions or debarments) and reviewing past 
performance, prior audits, and proposed costs to complete required tasks. OIG reviewed ISN’s 
compliance with vetting and due diligence requirements applicable to selected (1) grants and 
cooperative agreements, (2) contracts, and (3) interagency agreements and found that it 
generally complied. 

(U) ISN Conducted Vetting and Other Due Diligence of Recipients of Grants and Cooperative 
Agreements  

(U) OIG reviewed two grants and three cooperative agreements totaling almost $13.5 million to 
determine the extent to which ISN officials conducted vetting and other due diligence per the 
Department’s requirements. Through these five awards, ISN supported Ukraine’s security 
forces, scientists, engineers, government officials, and others by providing trainings, supplies 
and equipment, and educational fellowships (e.g., financial support for scientists to continue 
their research). Table 2 describes the grants and cooperative agreements that OIG reviewed. 
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(SBU) Table 2: ISN Grants and Cooperative Agreements Reviewed 
(U) Recipient (U) Vehicle Type  (SBU) Purpose/Description (U) Value
Science and 
Technology Center in 
Ukraine  

Grant To support virtual fellowships and workshops 
for Ukrainian technical experts. 

$994,000 

Science and 
Technology Center in 
Ukraine  

Grant To support engagements with Ukraine on the 
strategic development of its nuclear energy 
infrastructure in accordance with standards of 
nuclear safety, security, and nonproliferation. 

$900,000 

Bancroft Global 
Development  

Cooperative 
Agreement 

To provide training, unexploded ordnances 
clearance and demining, and other 
nonproliferation-related activities such as site 
survey and assessment,  

$6,350,000 

Civilian Research and 
Development 
Foundation (CDRF) 
Global  

Cooperative 
Agreement 

To procure chemical, biological, radiological, 
and nuclear response equipment and material 
for Ukraine. 

$4,185,575 

Culmen International 
LLC  

Cooperative 
Agreement 

Provision of consultative services and logistical 
support to identify, secure, ship, transport, 
store, and install chemical, biological, 
radiological, and nuclear response equipment 
to assist Ukraine. 

$1,028,031 

(U) Source: Generated by OIG based on its review of award documents provided by ISN.

(U) The FAD states that oversight officials must conduct due diligence or “reasonable and 
prudent review of all relevant facts to ensure success during the performance of the award” 
prior to finalizing a federal award.5 One due diligence step is ensuring that certain recipients 
and beneficiaries of assistance are vetted for gross violations of human rights. This requirement 
is codified in Section 620M of the Foreign Assistance Act of 1961, as amended, which states, “In 
General.—No assistance shall be furnished under [the Foreign Assistance Act] or the Arms 
Export Control Act to any unit of the security forces of a foreign country if the Secretary of State 
has credible information that such unit has committed a gross violation of human rights.”6 The 
provision is also referred to as the “Leahy Law” or the “Leahy Amendment.”

(SBU) Of the five federal assistance awards that OIG reviewed, three required vetting per the 
Leahy Law because the participants and recipients are members of Ukraine’s security forces. 
Specifically, the cooperative agreement to Bancroft Global Development was designed to 
support units of Ukraine’s Ministry of Defense , and the two cooperative 
agreements with the CDRF Global and Culmen International LLC support  

. The recipients or participants of the remaining two grants (to the Science and

5 (U) FAD, October 2022, page 59. The awards OIG reviewed were issued prior to the issuance of the October 2022 
FAD. However, the earlier version, from October 2021, cites the same requirements. For this reason, OIG has 
chosen to use the latest October 2022 FAD as the basis of its analysis. 
6 (U) Foreign Assistance Act of 1961 (Public Law 87-195), as amended, codified at 22 U.S. Code § 2378d(a). 
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Technology Center of Ukraine) are not security forces; rather, they are Ukrainian scientists, 
engineers, and subject matter experts from civilian government agencies such as the State 
Nuclear Regulatory Inspectorate of Ukraine. In reviewing information obtained from the 
International Vetting and Security Tracking system—a web-based system used by the 
Department to manage the Leahy vetting process and record final decisions7—OIG found that 
these security forces were vetted and given authorization by the Department’s Bureau of 
Democracy, Human Rights, and Labor to receive funding, training, or other assistance.8  
 
(U) In addition to Leahy vetting, other due diligence steps include verification in the System for 
Award Management (SAM.gov) that the potential recipient of the federal award has not been 
suspended or debarred from receiving federal funds; verification in the Federal Awardee 
Performance and Integrity Information System (FAPIIS) that the potential recipient’s 
performance does not contain instances of misconduct (for awards over $250,000); and reviews 
of audits conducted of the organization.9 OIG found that ISN conducted the SAM.gov and FAPIIS 
checks for all five awards. With respect to reviews of prior audits, OIG also found 
documentation showing that ISN reviewed prior audits of the recipients, except those related 
to the Science and Technology Center in Ukraine.10  

(U) ISN Conducted Vetting and Other Due Diligence of Contracts  

(SBU) OIG reviewed two Culmen contract task orders with a combined value of $33.9 million to 
determine the extent to which ISN officials vetted and conducted other due diligence prior to 
issuing the contracts. ISN’s Office of Nonproliferation and Disarmament Fund issues, manages, 
and oversees the two task orders issued to Culmen International LLC for the purpose of 
providing technical support and equipment to several of Ukraine’s security forces and first 
responders,  State Emergency Services, National Guard, 
National Police, and the State Border Guard Service. The task orders were issued under an 
“indefinite delivery, indefinite quantity” contract.11 

(U) Due diligence outlined in the FAR includes requirements for ensuring that contractors are 
selected in a fair and transparent manner. Specifically, FAR 6.101(a), “Policy,” states that 

 
7 (U) The International Vetting and Security Tracking system, which is also used by the Department of Defense, is 
the primary workflow management tool and official system of record for Leahy vetting. In the system, records on 
individuals and units contain the name, identification number, date of birth, place of birth, sex, unit type, unit 
name, unit description, unit alias, commander name, rank and final decision, and other information. 
8 (U) 1 FAM 516.5(3) states that the Bureau of Democracy, Human Rights, and Labor is responsible for overseeing 
the implementation of the Leahy Law. 
9 (U) FAD, October 2022, page 50-56.  
10 (U) According to SAM.gov, the Science and Technology Center in Ukraine is a foreign public entity; pursuant to 
the FAD, audit reviews are not required for foreign public entities. FAD, October 2022, at page 56. 
11 (U) Indefinite delivery, indefinite quantity contracts provide for an indefinite quantity of services for a fixed time. 
These contracts are most often used for service contracts and architect-engineering services. Awards are usually 
for base years and option years. The government places delivery orders (for supplies) or task orders (for services) 
against a basic contract for individual requirements. Minimum and maximum quantity limits are specified in the 
basic contract as either number of units (for supplies) or as dollar values (for services). 
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contracting officers “shall promote and provide for full and open competition in soliciting offers 
and awarding Government contracts.”12 OIG reviewed documentation related to the underlying 
indefinite delivery, indefinite quantity contract such as the solicitation for proposals, the technical 
evaluation review of Culmen’s proposal (in which ISN deliberated on the company’s management 
approach, technical approach, sample contract task orders, and past performance), and the 
proposed costs. In its deliberation, ISN determined that Culmen’s proposed costs were fair and 
reasonable due, in part, to the company’s estimates being lower than the government’s 
independent estimates of the projected costs. Based on the documentation review, OIG 
concluded that ISN conducted a full and open competition for the base indefinite delivery, 
indefinite quantity contract in accordance with the FAR. 

(SBU) With respect to Leahy vetting, ISN officials told OIG that, because its Office of the 
Nonproliferation and Disarmament Fund issued these contracts, security forces were not 
required to be vetted for gross violations of human rights. This is because the Nonproliferation 
and Disarmament Fund is a contingency fund authorized by the FREEDOM Support Act13 and 
not the Foreign Assistance Act or the Arms Export Control Act. According to ISN, the FREEDOM 
Support Act does not require Leahy vetting.  

 
 

 
 

 
(U) Even though ISN is not required to vet the security forces receiving assistance under the 
FREEDOM Support Act, OIG found that the some of the security forces receiving assistance 
under the Culmen contract task orders were vetted. This occurred because, in addition to 
receiving assistance from the Nonproliferation and Disarmament Fund, the State Border Guard 
Services also receives assistance under the Export Control and Related Border Security Program 
managed by ISN’s Office of Export Control Cooperation.14 Funds that support this office must 
adhere to the requirements of the Foreign Assistance Act, including the Leahy law vetting 
requirement for gross violations of human rights. OIG confirmed that the security forces in its 

 
12 (U) FAR 6.102, “Use of competitive procedures,” lists several competitive procedures including sealed bids and 
competitive proposals. Further, 14 FAH-2 H-222, “Full and Open Competition,” states that “’full and open 
competition” means that all responsible sources are permitted to submit sealed bids or competitive proposals on 
the procurement. It is the preferred form of contracting and includes contracting by sealed bids, negotiation, and 
other procedures (reference Federal Acquisition Regulation (FAR), 48 CFR 2.1).” 
13 (U) The Nonproliferation and Disarmament Fund is authorized by Section 504 of the Freedom for Russia and 
Emerging Eurasian Democracies and Open Markets Support Act of 1992, or the FREEDOM Support Act, Public Law 
102-511, which was signed into law to help the then 12 newly independent states of the former Soviet Union.  
14 (U) The Export Control and Related Border Security Assistance program is the U.S. government’s initiative to help 
other countries improve their export control systems. Managed by ISN, the Export Control and Related Border 
Security Assistance program is designed to help prevent proliferation of weapons of mass destruction, their missile 
delivery systems, conventional weapons, and related items by assisting foreign governments to establish and 
implement effective export control systems that meet international standards.  
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sample had been vetted by reviewing documentation ISN provided, which ISN obtained from 
the International Vetting and Security Tracking system.  

(U) Vetting and Due Diligence of Recipients Provided Assistance Through Interagency 
Agreements Was Conducted 

(U) OIG reviewed seven interagency agreements and one fund cite totaling approximately $15.8 
million that ISN entered with the Department of Justice, the Department of Energy, and the 
Department’s own Bureau of Medical Services to determine the extent to which ISN officials 
conducted vetting and other due diligence prior to providing funds.  

• (U) ISN provides funding to the International Criminal Investigative Training Assistance 
Program (ICITAP), a program in which the Department of Justice works with foreign 
governments to develop professional and transparent law enforcement institutions.15 
From February to December 2022, ISN had five interagency agreements with ICITAP 
valued at almost $12.3 million to support the U.S. Government’s Export Control and 
Related Border Security Program. Under the interagency agreements, ICITAP is 
providing equipment, expertise, and training to enhance the capabilities of the State 
Border Guard Service of Ukraine (including the Maritime Border Guard) and the State 
Customs Service of Ukraine.  

• (SBU) ISN provides funding to Argonne National Laboratory, a Department of Energy 
multidisciplinary science and engineering research center. In Ukraine, Argonne National 
Laboratory is retaining technical experts to participate in a nuclear hydrogen energy 
demonstration project.  

 
 

  

• (SBU) ISN purchased $2.4 million worth of medical efforts  
 from the Department's Bureau of Medical 

Services and Medical Store to support various Ukraine entities. 

(U) The Department’s Procurement Information Bulletin No. 2014-05, “Non-Acquisition 
Interagency Agreements,” does not outline vetting requirements prior to entering into 
agreements with another federal agency for the provision of goods and services. However, if 
the recipients are security forces, such as Ukraine’s State Border Guard Service, Leahy vetting is 
required. As stated previously, OIG reviewed documentation showing that Leahy vetting was 
conducted on members and units of Ukraine’s State Border Guard Service. ISN officials stated 
that they also work together with the ICITAP to vet the members and units.  
 

 
15 (U) ICITAP is managed by the Department of Justice with funding provided by the Department and Department 
of Defense. ICITAP program implementation methods include on-the-ground, pre-program assessments; program 
planning, management, and review; curriculum development; classroom training, seminars, and workshops; 
internships; equipment donations; donor coordination; and on-the-job training and mentoring provided by 
embedded long-term advisors. 

(b) (7)(F)

(b) (7)(F)
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(U) The Bulletin also does not articulate the requirements for conducting other due diligence 
prior to providing funds through interagency agreements. According to an official from the 
Bureau of Administration, Office of the Procurement Executive, this is because an interagency 
agreement is between two federal agencies, and conducting a due diligence investigation of 
another agency is not applicable. Nevertheless, ISN officials told OIG that they regularly review 
ICITAP’s past performance as part of its continued engagement with the program. Likewise, ISN 
officials also stated that they regularly review Argonne National Laboratory’s performance as 
part of its continued engagement. 

(U) ISN Assessed and Accepted Risks of Assisting Ukraine, but Its Process Could Be 
Improved and Assessment Updated  

(U) OIG found that ISN generally complied with requirements to assess and accept 
the risks associated with providing assistance in support of Ukraine. OIG also found, however, 
that ISN based the risk assessments for its Ukraine activities on some subjective considerations 
and conditions that have since changed. Accordingly, ISN’s risk mitigation plans may not fully 
account for current circumstances. 
 
(U) The Department requires its personnel to “identify, evaluate, and mitigate any substantial 
risks to their objectives or to the enterprise in which they are engaged, including the risks of 
inaction.”16 OIG found that ISN assessed the risks of aiding Ukraine and documented its 
rationale as the Department required. In its assessments, ISN determined that the risks were 
acceptable based on considerations, including its relationship with the recipients, the 
experience of the recipients, the types of assistance being provided, and the security 
environment in Ukraine. However, OIG also identified areas in which ISN could improve its risk 
assessment processes, especially given the likelihood that more supplies and equipment—
including some sensitive technologies—will be provided to Ukraine. 

(U) ISN Determined That Risks of Giving Aid Through Grants and Cooperative Agreements Were 
Low to Medium  

(U) The FAD requires that the awarding bureau, office, or post complete risk assessments to 
identify potential risks and assess their significance when deciding whether to award grants and 
cooperative agreements. For those awards with a period of performance longer than 12 
months, the FAD further states that the risk assessment must be reviewed annually. The FAD 
identifies three categories of risks that must be assessed: organizational, programmatic, and 
country risks.17 

 
16 (U) 2 FAM 031a, “Department Risk Management Policy.” 
17 (U) FAD, October 2022, pages 60-63. 
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• (U) Organizational risk is “[t]he capability 
and integrity of the applicant to implement 
the award.” Examples include the 
applicant’s financial stability and financial 
management systems, internal 
management systems and controls, history 
of performance, including conformance to 
the terms and conditions of previous 
federal assistance awards, and reports and 
findings from audits.  

• (U) Programmatic risk is “the degree to 
which the program activities are sensitive or 
difficult to achieve,” including “whether 
potential events may have a strategic 
impact on the Department’s ability to 
achieve its goals, or an impact on the 
reputation and public perception of the 
Department.”  

• (U) Country risk is “the environment where 
the award activities will be performed” 
should be considered. 

(U) Source: FAD, October 2022. 

(U) To assess risks, the Grants Officers and 
GORs use the Bureau of Administration, Office 
of the Procurement Executive, Federal 
Assistance Division, risk assessment worksheet 
to document their assessments. This worksheet 
lists several considerations under each risk 
category and requires the Grants Officers or 
GORs to enter a numeric score of 1, 2, or 3 for 
each consideration. Considerations include, but 
are not limited to: 

1. (U) The size of the organization.  
2. (U) The amount of funding being received.  
3. (U) The complexity of the program.  
4. (U) The known level of financial corruption 

 
(U) To score the risk considerations, the 
worksheet asks the program office to insert a 
number from 1 to 3, for example, a “1” if the 
organization employs more than 13 full-time 
employees (large organization), a “2” if the 
organization employs between 7 to 12 full-time 
employees (medium organization), or a “3” if 
the organization employes between 1 to 6 full- 

time employees (small organization). Similarly, the worksheet asks the program office to insert 
a “1” if it considers the program to be “low complexity,” “2” if it considers the program to be 
“moderate complexity,” or “3” if it considers the program to be “high complexity.” 

(U) OIG reviewed ISN’s risk assessments for the five grants and cooperative agreements in its 
sample and found that although organizational, programmatic, and country risks existed, ISN 
considered them to be low to medium, leading to the overall scores of low to medium.18 As 
shown in Table 3, the single exception in the sample was the assessment of country risk with 
respect to the grant provided to the Science and Technology Center of Ukraine. For this 
$994,000 grant, ISN assessed the country risk as high when it was awarded because, unlike the 
other awards, this grant was being implemented in Georgia, Kazakhstan, Turkey, and Ukraine. 
According to the Bureau of Administration, Office of the Procurement Executive, programs 
executed in multiple countries “usually require more staff, more activities in diverse settings, 
more funding going to multiple allocations, more points of lack of control or failure,” which 
ultimately “increases the risk of the overall program.”  

 
18 (U) ISN conducted the risk assessments for the five awards between April 2022 and January 2023. At that time, 
these awards had not been active for a year. Thus, the second annual assessments had not been due. 
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(U) Table 3: ISN’s Assessed Risk of Select Grants and Cooperative Agreements 
(U) Award (U) Organizational (U) Programmatic (U) Country (U) Overall 
Science and Technology 
Center in Ukraine 
(SISNCT22GR0075) 

Low Medium High Medium 

Science and Technology 
Center in Ukraine 
(SISNDF22GR0003) 

Low Low Medium Low 

Bancroft Global Development 
(SAQMIP22CA0341) Low Medium Medium Medium 

Civilian Research and 
Development Foundation 
Global (SISNCT22CA0029) 

Low Low Medium Low 

Culmen International LLC 
(SISNCT22CA0030) Low Low Medium Low 

(U) Source: Generated by OIG from its review of risk assessment worksheets developed by ISN as required by the 
Department’s Office of the Procurement Executive. 

(U) Risk Assessments Include Objective and Subjective Considerations  

(U) The FAD states that when the overall risk of an award is determined to be high, the bureau, 
office, or post should mitigate the risk with additional oversight activities such as more frequent 
monitoring.19 As previously described in the examples from the risk assessment worksheet, 
some of the risk considerations listed are objective in nature (e.g., the size of the organization 
and the number of countries in which the program is being implemented), but some are 
subjective in nature (e.g., the complexity of the program and the stability of the political 
environment). However, once the numeric scores for each consideration are entered into the 
worksheet, they are averaged together and weighted to obtain an overall score. The overall 
score is converted to a rating of low, medium, or high.  

(U) ISN’s Relationship With Recipients and Beneficiaries Informed Its Risk Tolerance  

(U) The ISN program offices retain subject matter experts and, according to officials from the 
Bureau of Administration, Office of the Procurement Executive, program offices rely on these 
experts’ professional judgment when determining scores for the risks considered. An example 
of how subjective information was used when considering the risks of aiding Ukraine was what 
ISN officials described to OIG as the “long-standing” relationships ISN has with many of the 
recipients and beneficiaries. ISN officials stated that the bureau “has engaged with the State 
Border Guard as a regular partner over its 20-year history of implementing the Export Control 
and Related Border Security Assistance program.” Furthermore, in providing the equipment, 
ISN officials told OIG that they discussed risks related to combat loss, which they assessed to be 
acceptable. The officials explained that “because much of the equipment [ISN] provided is 
perishable and requires replacement and replenishment over time,” even if lost in combat, the 
impact is not great. In one written risk assessment—assessing the risks of providing funding to 

 
19 (U) FAD, October 2022, pages 63–64.  

ALSebastian
Cross-Out

ALSebastian
Cross-Out



SENSITIVE BUT UNCLASSIFIED 
 

AUD-GEER-24-14 14 
SENSITIVE BUT UNCLASSIFIED 

an organization that will train and assist Ukrainians on unexploded ordnances clearance and 
demining—ISN officials wrote that because “the majority of this work will take place in Ukraine, 
the risks associated with this activity are understood and accepted,” but ISN provided no 
documentation to support this assertion. Because such assessments were subjective and not 
supported by additional documentation, OIG was unable to compare the conclusions ISN 
reached with independent data.  
 
(U) The relationships ISN officials have built with some of the recipients have also informed its 
consideration of objective risk considerations. For example, ISN officials also told OIG that they 
review and assess risk associated with the equipment provided to Ukrainian entities by 
conducting due diligence investigations on the end users. OIG reviewed documentation 
showing that in 2022, ISN officials discussed the potential for duplication (of support other U.S. 
government or international entities may be providing), the appropriateness of the requested 
equipment and training to meet the end users’ mission, and the appropriateness of the 
Ukrainian entity to receive such equipment.  

(U) Evolution of the Conflict Warrants Reassessment of Risk 

(U) ISN’s identification and acceptance of risks as they presented themselves in 2022 does not 
account for ways in which the war has evolved and resulting changes in conditions. For 
instance, the volume of assistance ISN is providing to Ukraine has increased significantly, and 
there continues to be a possibility that ISN will be asked to provide even more assistance to 
Ukraine in the future. Whereas in FY 2021, ISN provided Ukrainian end-users with equipment 
and supplies valued at $447,714, in FY 2022, ISN provided equipment and supplies totaling 
almost $28.3 million—a nearly 60-fold increase.20 Moreover, as previously shown in Figure 1, 
some of the equipment and supplies provided by ISN are sensitive technologies (e.g., drones 
and night vision goggles) that require not only end-use monitoring per U.S. law and guidelines21 
but also export licenses issued by the U.S. Department of Commerce, where, as a condition of 
the release of the export, the U.S. Department of Commerce stipulates specific conditions for 
usage.  
 
(U) ISN’s risk assessment in FY 2022, which did not explicitly account for these changes, 
assessed the risks as low to medium and thus did not require that additional oversight activities 
be undertaken; rather, ISN outlined general mitigation strategies and monitoring plans for low- 
and medium-risk awards. For example, OIG found that ISN officials identified actions such as 
completing Leahy vetting, maintaining constant communication with the award recipients, 
reviewing award recipients’ financial and narrative reports, making site visits, and monitoring 
transactions, if necessary, among other measures. Given that the volume and nature of ISN 
support being provided to Ukraine has changed in material ways, it would be prudent for ISN to 
reassess risk to ensure mitigation plans are appropriately designed to target those specific risks. 

 
20 (U) From October 2022 to June 2023, ISN provided Ukrainian end-users with equipment valued at approximately 
$5.5 million. 
21 (U) See section “(U) ISN Used Alternative Methods of Monitoring in Ukraine” in Finding A of this report for 
additional details on end-use monitoring. 
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The reassessment should endeavor to use as much objective criteria as possible to inform the 
overall risk assessment, and ISN should ensure mitigation plans are appropriately developed to 
target those specific risks. As such, OIG is offering the following recommendation. 
 

Recommendation 1: (U) OIG recommends that the Bureau of International Security and 
Nonproliferation (1) reassess risks associated with the provision of assistance to Ukraine 
and (2) for any new risks, or changes to existing risks, identified, develop mitigating 
strategies to address those specific risks. 

(U) Management Response: ISN concurred with the recommendation, stating that it has 
continually re-assessed risks involved with awards associated with the provision of 
assistance to Ukraine and implemented applicable mitigation measures as outlined in its 
ISN grants management standard operating procedures. ISN also stated it is in regular 
contact with Embassy Kyiv and implementing partners on the ground and utilizes all 
source information to reevaluate the operational environment and to identify 
appropriate mitigation measures as circumstances evolve.  
 
(U) OIG Reply: On the basis of ISN’s stated concurrence with the recommendation and 
actions planned, OIG considers the recommendation resolved, pending further action. 
This recommendation will be closed when OIG receives documentation demonstrating 
that ISN has reassessed the risks associated with the provision of assistance to Ukraine 
and has identified and developed mitigating strategies to address any new risks or 
changes to existing risks.  

(U) The Department Designated Ukraine as “Critical” for Contractor Performance  

(SBU) On October 11, 2022, the Critical Environment Branch22 within the Bureau of 
Administration designated Ukraine as a “critical” for contracting.23 Because of this designation, 
the FAM requires that the Critical Environment Branch lead the effort in developing a risk 
assessment.24 In accordance with 14 FAM 244-2(b), the Critical Environment Branch, in 
conjunction with the Bureau of Diplomatic Security and the Bureau of European and Eurasian 
Affairs, subsequently assessed risks associated with the safety of contractor personnel; the 
ability of the U.S. government to control costs, avoid organizational or personal conflicts of 
interest, and minimize waste, fraud, and abuse; the managerial control of the Department over 
operations; and other considerations.  

 

 
22 (U) 14 FAM 240, “Contingency Operations and Critical Environment Contracting,” references the Critical 
Environment Contracting Analytics Staff, but the office is now called the Critical Environment Branch.  
23 (U) 14 FAM 241, “Policy and Objectives,” states that, “at the discretion of the Undersecretary for Management 
(M), [the FAM policy] may be applied to other overseas locations that are not [Department of Defense]-designated 
contingency operations. For the purpose of this policy, these other overseas locations are referred to as “critical 
environments.” 
24 (U) 14 FAM 244.4-1, “Planning.” The FAM states that the Critical Environment Branch is “responsible for leading 
Department-wide coordination to develop risk assessments and risk mitigation plans for contractor support in 
countries designated as critical environments.”  

(b) (5)
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The 

Critical Environment Branch submitted its risk assessment to the Under Secretary of State for 
Management for approval, and he approved it on December 20, 2022.  
 
(U) In reviewing the risk assessment, the Under Secretary of State for Management, in 
accordance with the FAM, determined that the Critical Environment Branch must “coordinate 
and develop risk-mitigation plans for contracts with operations in the country” and that the 
plans include considerations such as:  

• (U) Specific actions to mitigate or reduce risk, including the development of alternative 
capabilities to reduce reliance on contractor performance of critical functions. 

• (U) Measurable milestones for the implementation of planned risk mitigation or risk-
reduction measures. 

• (U) A process for monitoring, measuring, and documenting progress in mitigating or 
reducing risk. 

• (U) A continuing process for identifying and addressing new and changed risks arising 
during the operation, including the periodic reassessment of risks and the development 
of appropriate risk-mitigation or reduction plans for any new or changed high-risk areas 
identified.25 

(U) To implement the FAM requirement, the Bureau of Administration, Office of the 
Procurement Executive, developed standard operating procedures. Under a section titled, “Risk 
Mitigation Planning Process,” the Bureau wrote that “risk mitigation plans apply to U.S. citizen 
and third country national contract employees who will deploy in-country for more than 45 
cumulative days in a calendar year.” ISN officials told OIG that because Culmen did not have 
these categories of employees in Ukraine in 2022 or 2023, it has not yet been required to 
develop risk mitigation plans for the two contract task orders OIG reviewed.26 If conditions 
change, and Culmen deploys non-local employees in Ukraine, ISN will be required to develop a 
risk-mitigation plan for this contract. 

(U) ISN Used Alternative Methods of Monitoring in Ukraine 

(U) OIG found that ISN employed alternative methods for monitoring its assistance 
in Ukraine. For instance, ISN required end users to certify receipt of equipment 
and report on its use and status, but it did not travel to visit end users in-person to 

verify the accuracy of information reported by recipients. In line with identified risk mitigation 
plans for grants and cooperative agreements, ISN should explore other options for providing in-
person monitoring.  

 
25 (U) 14 FAM 244.4-3a(1)b, “Critical Environment Risk-Mitigation Plans.” 
26 (U) Under the contract task orders, Culmen employees prepare the supplies and equipment in a warehouse in 
Sterling, VA for shipment to Poland. Once the shipments reach Poland, Culmen employees unload and further 
process the supplies and equipment for delivery into Ukraine. Culmen then subcontracts with Ukrainian drivers to 
deliver the supplies and equipment to the end-users inside Ukraine. (Figure 3 describes that process.)  
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 (U) The Department 
requires that its program 
offices monitor the 
assistance they provide to 
recipients. The FAM defines 
monitoring as an ongoing 
system of gathering 
information and tracking 
performance to assess 
progress against 
established goals and 
objectives.27 For assistance 
in the form of defense 
articles or defense services 
(such as drones, night vision 
goggles, personal protective 

equipment, and thermal sensors), U.S. law requires the establishment of a unique program for 
monitoring their use.28 OIG’s Review of Department of State End-Use Monitoring in Ukraine 
(ISP-I-23-17, November 2023) discusses the Department’s end-use monitoring programs, 
including ISN’s oversight of defense articles and services it provided to Ukraine. In that report, 
OIG noted that the amount of ISN’s provided equipment that required end-use monitoring per 
the law totaled $5.4 million (of the $82 million that ISN provided from February 2022 to 
December 2022). In contrast to that report, this report discusses ISN’s monitoring activities 
required by FAM guidance on award monitoring rather than “end-use monitoring.” Figure 2 
shows the relationship between monitoring and end-use monitoring. 

(U) Inability To Travel Limited ISN’s In-Person Monitoring in Ukraine  

(SBU) ISN officials told OIG that they had not been able to travel into Ukraine to monitor their 
projects and programs as they did prior to Russia’s full-scale invasion in February 2022. In 
several reports, OIG detailed the significant challenges Department officials described—
including security restrictions on in-country travel and the limited number of staff at Embassy 
Kyiv—in monitoring the assistance provided to Ukraine.29 For example, before the full-scale 
invasion, ISN could transport supplies and equipment directly to the recipients in Ukraine and 
make site visits to verify delivery and use. Now, supplies and equipment procured under ISN’s 
contract task orders with Culmen  

 Supplies and equipment procured under the 
interagency agreements with ICITAP  

 
27 (U) 18 FAM 301.4-1(B), “Definitions.” 
28 (U) 22 U.S. Code § 2785, “End-use monitoring of defense articles and defense services.” 
29 (U) OIG, Review of Ukraine Foreign Assistance Coordination and Oversight (ISP-I-23-18, July 2023); OIG, Review of 
Department of State End-Use Monitoring in Ukraine, (ISP-I-23-17, November 2023). 

(U) Figure 2: Monitoring Versus End-Use Monitoring 

 

 
Monitoring is an ongoing system 
of gathering information and 
tracking performance to assess 
progress against established 
goals and objectives. 

End-Use Monitoring is the 
monitoring of the use of defense 
articles or services (such as 
drones, night vision goggles, and 
thermal sensors) provided to 
foreign recipients. 

(U) Source: OIG-generated from definitions of monitoring included in the 
Foreign Affairs Manual and end-use monitoring in 22 U.S. Code § 2785. 

(b) (7)(F), (b) (5)

(b) (7)(F), (b) (5)

ALSebastian
Cross-Out

ALSebastian
Cross-Out

ALSebastian
Cross-Out



SENSITIVE BUT UNCLASSIFIED 

AUD-GEER-24-14 18 
SENSITIVE BUT UNCLASSIFIED 

 
Together, the additional step in 

the delivery process  the use of additional 
contractors  

and ISN’s inability to freely travel to Ukraine adds risks to effective oversight.  

(SBU) Figure 3 shows the current transit paths of ISN-provided supplies and equipment into 
Ukraine.  

  

(SBU) Figure 3: Transit of ISN-Provided Equipment and Supplies Delivered to Ukraine 
in 2022 

(SBU) Source: Map: OIG-generated based on information obtained in its review of property transfer letters. 
Photographs: Taken by OIG during its February 28, 2023, visit to a Sterling, VA, warehouse (left) that Culmen 
International LLC uses to prepare shipments and its March 29, 2023,  

  

(SBU) To obtain more assurance of delivery and proper use of the equipment and supplies 
being conveyed, ISN officials require that the recipients sign and agree to terms outlined in 
Property Transfer Letters or Property Transfer Agreements. For example, for the shipment 
processed through the airport in Warsaw, Poland, that OIG observed on March 29, 2023, ISN 
officials included a Property Transfer Letter signed by a program manager from ISN’s Office of 
Nonproliferation and Disarmament attesting that 100 personal protective kits30 valued at 
$373,999 were being sent to Kyiv and delivered to  Ukraine. In 

30 (SBU) The kits included a backpack, face mask, hazmat suit, protective gloves, mask carrier, face mask filter, M9 
tape, mole pouch, face mask cartridges,  decontamination 
hand mittens, over boots,  Narcan nasal spray, chemical detection paper, 
bromide, utility scissors, , and individual first aid supplies. 
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that letter, ISN stipulated that in accepting the supplies and equipment,  
 agreed to only use them to respond  

needs and to catalog and maintain them in good working condition. ISN also prohibited the 
 from loaning, re-exporting, reselling, or transferring the equipment 

to a third party. In the letter, ISN further stipulated that it reserved the right to examine the 
equipment to ensure that the property was being used appropriately. When  

 received the shipment  a representative from  
counter-signed, acknowledging the receipt of the shipment and the conditions set forth in the 
letter.  then emailed the letter to ISN for its records.  
 
(SBU) OIG reviewed another property transfer agreement, dated April 19, 2022, in which ISN 
conveyed to the State Border Guard Service equipment and supplies, valued at almost $1.38 
million,  

In the agreement, ISN required the State Border Guard Service to use the 
equipment and supplies to “interdict illicit trafficking in controlled items,” pay all in-country 
transportation costs, ensure that the property remained in good condition, and provide 
reasonable access to the equipment to perform repairs by the U.S. government if required. The 
agreement also outlined ISN’s authority to “periodically visit the Recipient’s facilities for the 
duration of the agreement period to verify the Recipient’s compliance with the terms and 
conditions of [the agreement].” A State Border Guard Service representative countersigned the 
agreement. 

(SBU) Once the  State Border Guard Service, and other recipients sign 
for and receive the equipment and supplies, ISN officials monitor their use in several ways. For 
example, ISN officials told OIG that they: 

• (U) Asked the end users to report on the status of the equipment. For example, the 
State Border Guard Service of Ukraine provided detailed reports on equipment it 
received, including equipment currently in use on the front lines. 

• (U) Held telephonic and virtual meetings with the end users. 

• (U) Attended trainings.31  

• (U) Reviewed photographic evidence of equipment receipt and usage. 
 

 
31 (U) ISN officials attend trainings to ensure that the training objectives are met. ISN officials stated that at these 
trainings, they also get the opportunity to speak with the participants and seek feedback on the effectiveness of 
ISN’s assistance, challenges they face, and suggestions for future trainings. ISN officials also attend trainings to see 
if the equipment provided was received and was being used. For example, ISN offered training to the Ukraine 
border guards on the use of a drone that ISN had provided. The Ukrainians brought the drone that was sent to 
them to the training site. OIG observed one classroom-based training in Warsaw, Poland, on March 29, 2023, but 
could not observe the training on the drone because of logistical issues. However, OIG spoke with the ISN-
contracted trainers who stated that, based on the questions from the border guards, they felt confident that the 
drone would be properly used. 

(b) (7)(F)

(b) (7)(F)

(b) (7)(F)

(b) (7)(F)

(b) (7)(F) (b) (7)(F)

(b) (7)(F)

(b) (7)(F)

(b) (7)(F)

ALSebastian
Cross-Out

ALSebastian
Cross-Out

ALSebastian
Cross-Out

ALSebastian
Cross-Out



SENSITIVE BUT UNCLASSIFIED 
 

AUD-GEER-24-14 20 
SENSITIVE BUT UNCLASSIFIED 

(U) In addition, ISN reported that it was establishing a contract, using a third party, for end-use 
monitoring. However, these plans did not include support for other forms of monitoring, and as 
of June 2023, the contract had not been developed.32  

(U) ISN Should Evaluate Effectiveness of Alternative Monitoring Methods and Plan for Increased 
Assistance Monitoring 

(U) Despite outlining the terms and conditions of use in the property transfer letters and 
agreements and implementing alternative methods for monitoring compliance with those 
terms and conditions, ISN officials cannot ensure compliance until they have tested the 
effectiveness of these alternative methods for monitoring or increased in-person monitoring. 
OIG cited both the untested alternative monitoring methods and the reduced staffing footprint 
at U.S. Embassy Kyiv, Ukraine, as challenges to ISN’s ability to carry out end-use monitoring in 
its Review of Department of State End-Use Monitoring in Ukraine. In that report, OIG 
recommended that ISN evaluate the effectiveness of those alternative end-use monitoring 
procedures. Because of that, OIG is not repeating the recommendation in this report. However, 
OIG encourages ISN to apply any lessons learned through implementing the recommendation 
to its overall monitoring approach in Ukraine, not singularly end-use monitoring activities. As 
previously mentioned in this report, circumstances have changed that affect the risks to ISN 
assistance and OIG recommended (see Recommendation 1 of this report) that ISN ensure that 
mitigation plans are appropriately developed to target specific risks. As such, the monitoring 
approach for updated mitigation plans must also reflect appropriate, effective techniques to 
enable ISN to assess progress against established goals and objectives for its programs, as 
required by the FAM.33  

(U) During this audit, ISN had one local employee working at Embassy Kyiv and two local 
employees working from Embassy Bucharest to assist its programming. The two local 
employees at Embassy Bucharest who were evacuated from the embassy following Russia’s 
invasion had not returned as of June 2023. In July 2023 and January 2024, the Department 
increased the number of direct-hire staff at Embassy Kyiv, which could enable additional 
resources to be available for in-person monitoring activities, including ISN’s requirements. ISN 
should look for ways to leverage the increased number of direct-hire staff for monitoring its 
ongoing assistance programs and activities. As previously noted, in FY 2022 ISN identified 
conducting site visits, which it was not able to conduct, as a risk mitigation activity. 
Alternatively, other bureaus have engaged with third-parties (e.g., through written agreements) 
to conduct in-person monitoring and end-use monitoring in Ukraine. To strengthen ISN 
monitoring, OIG is making the following recommendation: 

 
32 (U) Separate from ISN’s efforts, in June 2023, the Department’s Bureau of European and Eurasian Affairs issued a 
contract to Tetra Tech/MSI for the purpose of monitoring foreign assistance provided to Ukraine. The contract 
provides Monitoring, Evaluation and Audit Services for Ukraine Reporting (MEASURE) that support the oversight 
responsibilities of the Department’s Office of the U.S. Assistance Coordinator for Europe, Eurasia, and Central Asia. 
Tetra Tech is required to collect, analyze, and report monitoring data to U.S. government implementers of Ukraine 
assistance as well as Congress, Office of Management and Budget, and others.  
33 (U) 18 FAM 301.4, “Department of State Program and Project Design, Monitoring, and Evaluation.” 
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Recommendation 2: (U) OIG recommends that the Bureau of International Security and 
Nonproliferation (ISN) develop a plan to conduct in-person monitoring of its Ukraine 
assistance programs and activities. This plan should include various options available to 
ISN such as use of direct-hire staff, locally employed staff, contracted staff, or other 
third-parties to conduct in-person monitoring.  

(U) Management Response: ISN concurred with the recommendation, stating that the 
recommendation is already being implemented. Specifically, since the end of this audit, 
Embassy Kyiv has supported in-person site visits within Ukraine and ISN has developed a 
coordinated schedule of ISN staff to perform in-person site visits and coordination visits 
on behalf of all ISN offices. ISN further stated that it has updated its standard operating 
procedure for end-use monitoring in Ukraine and subsequently utilized it when 
conducting in-person checks in Ukraine.  
 
(U) OIG Reply: On the basis of ISN’s stated concurrence with the recommendation and 
actions taken, OIG considers the recommendation resolved, pending further action. 
Although ISN indicated that the recommendation has been implemented, it did not 
provide OIG supporting documentation or related evidence of its in-person site visits. 
This recommendation will be closed when OIG receives documentation demonstrating 
that ISN has developed a plan to conduct in-person monitoring of its Ukraine assistance 
programs and activities. This plan should include various options available to ISN such as 
use of direct-hire staff, locally employed staff, contracted staff, or other third-parties to 
conduct in-person monitoring. 

(U) ISN Did Not Require Recipients to Adhere to All Reporting Requirements 

(U) Department guidance requires monitoring to ensure that programmatic and financial 
management performance requirements have been adhered to and that the intended 
activities, goals, and objectives are being accomplished.34 To comply with Department 
requirements, ISN included requirements for regular reporting from the recipients in the terms 
and conditions of the assistance implementing vehicles. ISN also included requirements for its 
oversight officials to ensure “interface and review of Quarterly Progress Reports and Financial 
Reports” and “review implementing partner or beneficiary reporting” in its standard operating 
procedures. OIG found that ISN obtained and reviewed the reports as the Department guidance 
and the standard operating procedures require. ISN provided OIG documentation 
demonstrating its review efforts, including emails, “feedback” reports, and signed financial 
reports. 
 
(U) Although ISN obtained and reviewed the recipients’ progress and financial reports, OIG also 
found that those reports did not always contain the level of detail outlined in the implementing 

 
34 (U) See FAD, October 2022, page 127; 14 FAH-2 H-520, “Monitoring Contractor Performance;” and Procurement 
Information Bulletin Number 2014-05, “Non-Acquisition Interagency Agreements.” 
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vehicles or the FAH.35 For example, regarding the grants and cooperative agreements that OIG 
reviewed, the recipients did not provide “a comparison of actual accomplishments to the 
objectives of the federal award, including information relating fiscal data and accomplishments 
to performance goals and objectives,” nor did they address how “costs are tied to 
accomplishments” as required by the terms and conditions.  
 
(U) Regarding the two contract task orders in its sample, OIG found that ISN did not require 
Culmen to include an assessment of progress, challenges, or plans to address problems 
encountered, as the FAH suggests as areas for reporting.36 In its progress reports, Culmen 
International LLC wrote about its “continued consultation advising on additional procurement 
and transportation options to get equipment packed and out to Ukrainian end users,” and 
“continued adaptation to conditions on the ground and refined administrative processes with 
freight forwarder to comply with Polish Customs requirements.” These statements suggest that 
challenges existed. Yet, ISN did not solicit or obtain from Culmen fuller written assessments of 
the challenges encountered. 
 
(U) ISN officials told OIG that they were aware of challenges and other issues with the 
execution of these grants, cooperative agreements, and contract task orders because they are 
in regular communication with the recipients and contractors. ISN’s Contracting Officers, 
Contracting Officer’s Representatives, Grants Officers, GORs, and program managers all told 
OIG that the progress reports are “a culmination” of weeks and months of communication and 
are just one of the many tools they use to monitor the implementing vehicles (as described 
previously in this report). They stated that they therefore do not need the progress reports to 
be more robust. The ISN officials further told OIG that they do not want to place undue burden 
on the recipients and contractors to provide exhaustive narrative when ISN already knows the 
information.  
 
(U) Although ISN may be getting the information officials say they feel it needs to appropriately 
oversee the assistance to Ukraine, the progress reports are a way to preserve institutional 
knowledge. Moreover, because ISN itself required robust reporting when it provided the funds, 
ISN should also ensure that recipients adhere to those requirements. Finally, without 
documented progress, as detailed in the award terms and conditions, it will be difficult for ISN to 
measure progress against its program and project objectives. Therefore, OIG is offering the 
following recommendations.  
 

Recommendation 3: (U) OIG recommends that the Bureau of International Security and 
Nonproliferation include requirements to report on progress, challenges encountered, 

 
35 (U) The exception were the IAAs. OIG found that the progress reports for these agreements included discussions 
organized by project objective, component, and activity. In addition, the reports included discussions of challenges 
and proposed corrective actions plans.  
36 (U) 14 FAH-2 H-522.1, “Progress or Status Reports,” states that “[c]ontracts may require the submission of 
progress or status reports to assist the [Contracting Officer’s Representative] in gauging progress. Technical 
progress and problems encountered, upcoming challenges and plans to address these challenges, staffing 
progress, licenses obtained, materials acquired, and progress of subcontractors are all potential topics.” 
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and other pertinent details, as suggested by 14 FAH-2 H-522.1, “Progress or Status 
Report,” in contract task order terms and conditions for its assistance to Ukraine.  

(U) Management Response: ISN concurred with the recommendation, stating that it is 
in the process of implementing it in all future Task Order requests and Blanket Purchase 
Agreement calls. Additionally, ISN stated that it has requested implementers include the 
recommended information in progress reports. 
 
(U) OIG Reply: On the basis of ISN’s stated concurrence with the recommendation and 
actions planned, OIG considers the recommendation resolved, pending further action. 
This recommendation will be closed when OIG receives documentation demonstrating 
that ISN has developed the requirement to report on progress, challenges encountered, 
and other pertinent details, as suggested by 14 FAH-2 H-522.1, “Progress or Status 
Report,” in contract task order terms and conditions for its assistance to Ukraine. 

 
Recommendation 4: (U) OIG recommends that the Bureau of International Security and 
Nonproliferation update its standard operating procedures to ensure that progress 
reports submitted by recipients include information required by the terms and 
conditions of the awards for assistance to Ukraine.  

(U) Management Response: ISN concurred with the recommendation, stating that it is 
in the process of implementing this recommendation with upcoming awards. 
Specifically, ISN indicated it has updated its standard terms and conditions and provided 
guidance to ensure that this requirement is explicitly included. ISN further stated that 
ISN Grant Officer Representatives will review submitted reports to ensure that this 
requirement is addressed and incorporate applicable lessons learned.  
 
(U) OIG Reply: On the basis of ISN’s stated concurrence with the recommendation and 
actions planned, OIG considers the recommendation resolved, pending further action. 
This recommendation will be closed when OIG receives documentation demonstrating 
that the standard operating procedures have been updated with explicit guidance to 
ensure that progress reports submitted by recipients include information required by 
the terms and conditions of the awards for assistance to Ukraine. 
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(U) RECOMMENDATIONS 

Recommendation 1: (U) OIG recommends the Bureau of International Security and 
Nonproliferation (1) reassess risks associated with the provision of assistance to Ukraine, and 
(2) for any new risks, or changes to existing risks, identified, develop mitigating strategies to 
address those specific risks. 

Recommendation 2: (U) OIG recommends that the Bureau of International Security and 
Nonproliferation (ISN) develop a plan to conduct in-person monitoring of its Ukraine assistance 
programs and activities. This plan should include various options available to ISN such as use of 
direct-hire staff, locally employed staff, contracted staff, or other third-parties, to conduct in-
person monitoring. 

Recommendation 3: (U) OIG recommends that the Bureau of International Security and 
Nonproliferation include requirements to report on progress, challenges encountered, and 
other pertinent details, as suggested by 14 FAH-2 H-522.1, “Progress or Status Report,” in 
contract ask order terms and conditions for its assistance to Ukraine. 

Recommendation 4: (U) OIG recommends that the Bureau of International Security and 
Nonproliferation update its standard operating procedures to ensure that progress reports 
submitted by recipients include information required by the terms and conditions of the awards 
for assistance to Ukraine. 
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(U) APPENDIX A: PURPOSE, SCOPE, AND METHODOLOGY  

(U) The Office of Inspector General (OIG) conducted this audit to determine whether the Bureau 
of International Security and Nonproliferation (ISN) administered its assistance programs and 
efforts in Ukraine in accordance with federal law and Department of State (Department) 
requirements. 
 
(U) OIG conducted this audit from January to June 2023 in the Washington, DC, metropolitan 
area with field work in Warsaw and Hrubieszow, Poland. OIG conducted this performance audit 
in accordance with generally accepted government auditing standards. Those standards require 
that OIG plan and perform the audit to obtain sufficient, appropriate evidence to provide a 
reasonable basis for the findings and conclusions based on the audit objective. OIG believes that 
the evidence obtained provides a reasonable basis for the findings and conclusions based on the 
audit objective.  

(U) To answer the audit objective, OIG judgmentally selected 15 implementing vehicles (e.g., 
grants, cooperative agreements, interagency agreements, and contracts) administered by ISN 
between February and December 2022 to support Ukraine. OIG interviewed and reviewed 
information obtained from ISN officials and, where applicable, corroborated it with information 
obtained from the Department’s Integrated Logistics Management System and State Assistance 
Management System. OIG also reviewed applicable regulations, policies, procedures, and 
guidance promulgated in the Consolidated Appropriations Act, 2022, Public Law 117-103, 
Division N – Ukraine Supplemental Appropriations Act 2022; the Additional Ukraine 
Supplemental Appropriations Act, 2022, Public Law 117-128; the Continuing Appropriations and 
Ukraine Supplemental Appropriations Act, 2023, Public Law 117-180, Division B – Ukraine 
Supplemental Appropriations Act, 2023; the Consolidated Appropriations Act, 2023, Public Law 
117-328, Division M – Additional Ukraine Supplemental Appropriations Act, 2023; the Foreign 
Affairs Manual; the Foreign Affairs Handbook; internal Bureau of International Security and 
Nonproliferation standard operating procedures; internal Bureau of Administration, Office of the 
Procurement Executive bulletins; and the terms and conditions of the 15 implementing vehicles. 

(U) Data Reliability 

(U) OIG used computer-processed data to support findings and conclusions presented in this 
report. Specifically, OIG used computer-processed data provided by ISN to identify the universe 
of awards associated with ISN’s assistance programs and efforts in Ukraine from February to 
December 2022. To confirm the accuracy of the data, OIG compared data provided by ISN to the 
Department’s Integrated Logistics Management System and State Assistance Management 
System. OIG determined that the data were sufficiently reliable for the purpose of meeting the 
objective of this audit.  

(U) Work Related to Internal Control 

(U) OIG considered several factors, including the audit’s subject matter, to determine whether 
internal control was significant to the audit objective. Based on its consideration, OIG 
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determined that internal control was significant for this audit. OIG then considered the 
components of internal control and the underlying principles included in the Standards for 
Internal Control in the Federal Government to identify internal controls that were significant to 
the audit objective.1  

(U) For this audit, OIG concluded that three of the five internal control components from the 
Standards for Internal Control in the Federal Government—Risk Assessment, Control Activities, 
and Monitoring—were significant to the audit objective. The Risk Assessment component 
assesses the risks facing the entity as it seeks to achieve its objectives. The Control Activities 
component includes the actions management establishes through policies and procedures to 
achieve objectives and respond to risks in the internal control system. The Monitoring 
component relates to activities management establishes and operates to assess the quality of 
performance over time and promptly resolve the findings of audits and other reviews. OIG also 
concluded that seven principles related to the selected components were significant to the audit 
objective as described in Table A.1.  

(U) Table A.1: Significant Internal Control Components and Underlying Principles 
(U) Components  (U) Principles  
Risk Assessment • Principle 6 – Management should define objectives clearly to enable the 

identification of risks and define risk tolerances.  
• Principle 7 – Management should identify, analyze, and respond to risks related 

to achieving the defined objectives.  
• Principle 8 – Management should consider the potential for fraud when 

identifying, analyzing, and responding to risks.  
• Principle 9 – Management should identify, analyze, and respond to significant 

changes that could impact the internal control system.  
Control Activities • Principle 10 – Management should design control activities to achieve 

objectives and respond to risks. 
• Principle 12 – Management should implement control activities through 

policies. 
Monitoring • Principle 16 – Management should establish and operate monitoring activities 

to monitor the internal control system and evaluate the results. 
(U) Source: OIG-generated from an analysis of internal control components and principles from the Government 
Accountability Office, Standards for Internal Control in the Federal Government (GAO-14-704G, September 2014). 
 
(U) OIG interviewed Department officials, performed process walkthroughs, and reviewed 
documents and policies to obtain an understanding of internal controls related to the 
components and principals identified as significant for this audit. OIG also assessed the design 
and implementation of key internal controls. Specifically, OIG did the following: 

 
1 (U) U.S. Government Accountability Office, Standards for Internal Control in the Federal Government (GAO-14-
704G, September 2014). 
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• (U) Reviewed information in the System for Award Management and the Federal 
Awardee Performance and Integrity Information System to test and determine whether 
ISN officials conducted due diligence.  

• (U) Reviewed documentation to test and determine whether ISN officials performed 
vetting of recipients for gross human rights violations. 

• (U) Reviewed documentation to test and determine whether ISN completed risk 
assessment worksheets and risk mitigation plans.  

• (U) Reviewed documentation to test and determine whether ISN officials reviewed all 
required performance progress reports and financial reports submitted by the award 
recipients.  

 
(U) Internal control deficiencies identified during the audit that are significant within the context 
of the audit objective are presented in the Audit Results section of this report. 

(U) Sampling Methodology 

(U) OIG’s sampling objective was to select high-value ISN programs and efforts implemented in 
Ukraine from February to December 2022 for detailed analysis. OIG identified 68 implementing 
vehicles that ISN used to execute its programs and efforts during that timeframe. From this 
universe, OIG selected implementing vehicles with a value of more than $900,000, judgmentally 
determining that the threshold was appropriate to capture ISN’s breadth of activities. The 
resulting sample of 15 implementing vehicles consisted of  7 interagency agreements, 3 
cooperative agreements, 2 grants, 2 contract task orders, and 1 fund cite. The value of the 15 
implementing vehicles totaled $64 million, or about 78 percent of the $82 million that ISN 
obligated Ukraine from February to December 2022 for the purpose of assisting Ukraine. Table 
A.2 provides information on the sample of selected implementing vehicles that OIG analyzed. 
 
(SBU) Table A.2: OIG Sample of ISN’s Assistance to Ukraine, as of December 2022 

 (U) Vehicle Type  (U) Recipient (SBU) Purpose/Description (U) Amount 
1 Contract 

19AQMM21D0088 
– Task Order: 
19AQMM22F1051 

Culmen International 
LLC 

Provision of technical support and 
equipment to the government of 
Ukraine. 

$26,207,473 

2 Contract 
19AQMM21D0088 
– Task Order: 
19AQMM22F3671 

Culmen International 
LLC 

Provision of technical support and 
equipment to mitigate threats 
against nuclear facilities in 
Ukraine. 

$7,700,000 
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 (U) Vehicle Type  (U) Recipient (SBU) Purpose/Description (U) Amount 
3 Cooperative 

Agreement 
SAQMIP22CA0341 

Bancroft Global 
Development 

To provide training, unexploded 
ordnances clearance and 
demining, and other 
nonproliferation-related activities 
such as site survey and 
assessment,  

 

 $6,350,000 

4 Interagency 
Agreement 
DOJCRMDIV01-
21UP001-000 

Department of 
Justice/International 
Criminal Investigative 
Training Assistance 
Program 

To support and enhance the 
operational capabilities of 
Ukraine’s State Border Guard 
Service to secure the border and 
territorial integrity through the 
provision of equipment and 
training/advisory support. 

$5,500,000 

5 Cooperative 
Agreement 
SISNCT22CA0029 

Civilian Research and 
Development 
Foundation Global 

To procure chemical, biological, 
radiological, and nuclear response 
equipment and material for 
Ukraine. 

$4,185,575 

6 Interagency 
Agreement  
S-IAA-2021-
ISN/NDF-01 

Department of 
Justice/International 
Criminal Investigative 
Training Assistance 
Program 

To rebuild Ukraine’s maritime 
control capabilities by supporting 
the Maritime Border Guard (a part 
of the State Border Guard 
Service). 

$2,600,000 

7 Interagency 
Agreement 
1931CM19Y0005 
220003 

Department of 
Energy/Argonne 
National Laboratory 

To provide technical and capacity-
building to Ukraine as it 
participates in an ISN-funded 
nuclear hydrogen energy 
demonstration project. 

$2,000,000 

8 Interagency 
Agreement 
DOJCRMDIV01-
20GL0002-000 

Department of 
Justice/International 
Criminal Investigative 
Training Assistance 
Program 

To provide equipment, expertise, 
and training to Ukraine’s State 
Border Guard Service and State 
Customs Service. 

$1,741,071 

9 Interagency 
Agreement 
DOJCRMDIV01-
20UP001-000 

Department of 
Justice/International 
Criminal Investigative 
Training Assistance 
Program 

To rebuild Ukraine’s maritime 
control capabilities by supporting 
the Maritime Border Guard (a part 
of the State Border Guard 
Service), including the 
construction of a Technical 
Support Center in the Odessa 
region. 

$1,517,962 

10 Interagency 
Agreement 
1932H522Y0008 

Department of 
State/Bureau of 
Medical Services 

To procure 
 

 

$1,500,000 

(b) (7)(F)

(b) (7)
(F)
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 (U) Vehicle Type  (U) Recipient (SBU) Purpose/Description (U) Amount 
11 Cooperative 

Agreement 
SISNCT22CA0030 

Culmen International 
LLC 

Provision of consultative services 
and logistical support to identify, 
secure, ship, transport, store, and 
install chemical, biological, 
radiological, and nuclear response 
equipment to assist Ukraine. 

$1,028,031 

12 Grant 
SISNCT22GR0075 

Science and 
Technology Center of 
Ukraine 

To support virtual fellowships and 
workshops for Ukrainian technical 
experts. 

$994,000 

13 Interagency 
Agreement 
DOJCRMDIV01-
19UP002-000 

Department of 
Justice/International 
Criminal Investigative 
Training Assistance 
Program 

To strengthen Ukraine’s State 
Border Guard Services capacity to 
detect or deter illegal entries 
along the eastern land borders.  

$910,707 

14 Fund Cite  Department of State 
Medical Store 

To procure  
 from the 

Department. 

$910,000 

15 Grant 
SISNDF22GR0003 

Science and 
Technology Center of 
Ukraine 

To support engagements with 
Ukraine on the strategic 
development of its nuclear energy 
infrastructure in accordance with 
standards of nuclear safety, 
security, and nonproliferation. 

$900,000 

 (U) Total   $64,044,819 
(U) Source: Generated by OIG based on its analysis of data provided by ISN in December 2022 and from data 
contained in the Department’s Integrated Logistics Management System. 

(U) Prior Office of Inspector General Reports 

(U) Review of Department of State End-Use Monitoring in Ukraine (ISP-I-24-02, November 
2023) 
 
(U) OIG reported that Embassy Kyiv had resumed limited in-person “primary” end-use 
monitoring activities in Ukraine, but the Department bureaus responsible for such monitoring 
also depended on secondary procedures, including relying on the Ukrainian government. 
According to Department officials, the Ukrainian government was forthcoming in providing 
detailed information related to the recipients of donated equipment, the location of such 
equipment, and details of battlefield losses as necessary. At the time of the review, the 
Department bureaus had not identified any instances of misuse of equipment subject to end-use 
monitoring. OIG further reported that although bureaus were developing or implementing pilots 
for new secondary end-use monitoring procedures, none had designed formal evaluations for 
these pilots. Lastly, OIG noted several challenges to conducting end-use monitoring, such as 
security restrictions and ad hoc processes for reporting battlefield losses. OIG made six 
recommendations to address the deficiencies identified.  
 

(b) (7)
(F)

ALSebastian
Cross-Out

ALSebastian
Cross-Out

ALSebastian
Cross-Out



SENSITIVE BUT UNCLASSIFIED 
 

AUD-GEER-24-14 30 
SENSITIVE BUT UNCLASSIFIED 

(U) Review of Ukraine Foreign Assistance Coordination and Oversight (ISP-I-23-18, July 2023) 
 
(U) OIG reported that U.S. Embassy Kyiv, Ukraine, had not updated its Integrated Country 
Strategy but that the Department was drafting a Ukraine assistance strategy for 2023-2025 at 
the time of its review. OIG also reported that Embassy Kyiv and the Bureau of European and 
Eurasian Affairs carried out their coordination responsibilities in accordance with statutory 
requirements and Department standards. However, Department bureaus reported significant 
challenges in conducting monitoring and evaluation because of security restrictions and the 
limited number of staff at the embassy. Responding to the monitoring challenges, many 
program managers employed remote monitoring methods and developed other methods to 
verify that goods and services were used as intended, including one bureau that introduced an 
innovative smartphone application to securely document the delivery of equipment. OIG made 
one recommendation.  
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(U) APPENDIX B: RISK ASSESSMENT AND MONITORING PLAN TEMPLATE 

Risk A~scssmcnt and Monitoring Plan 

S25,000+ Award 

'RecipientName: 

'Unique EntitY ldentlfler: 

IRbk aflffSment completed bv: 

1D11le llliR•'111ml cvmplded: 

Risk Assessment 

Organi7ational Risk Weight40%, 

Question Answer 

Competition: 
( I ) !'1~1 competition 
(2) T.imiterl cmnpetitim 
(3) Sole source 

Type of' H.eclplent: 
( I) U.S. Recipient 
(2) Foreign Recipient 

~ ew Recipient: 
The recipient 1s a first-time recipient that may not be familiar "1th Department program operation, fiscal 
management~oversight an<l reporting prn.ctices 

(I) No 
(2) Unknown 
(3) Y1,;~ 

'lew Organization or Change in Ownershi11: 
The recipient.' s dat.e of starh1p C'f m,mership change wa_s three ye::irs r,r less from t"da.~,r. 

Cl) No 
(2) Unknuwn 
(3) Yes 

Prooram Hh.-tory: 
(I) Recipi.ent has met program objectives f,1Jecified in pas.t a,~,-arcls. 
(2) Rei.:ipifil1L pa1t.iully m~L program objt!cl.ivt!:> in p.1iur awards OR is i.l new rt!d p ient. 

(3) Kcc1p1::nt ffli.lcd to meet program obFctivcs in at least one prior award (3). 

Reportinn Hisrory: 
( I) Program an<l financial reports were snhmitte<l in a timely and accurate manner. 
(2) Rout ine repo1ts. \Vere frequently late and contain some errors. OR is a new recipi ent. 

(3) Ruulirn: IC..'purLs ri::Ik(.:'l.t:tl sigrnllcanl tlis11.:r;,,-panci;;s or omissions. 

Financial Hi~on:: 
( I) No ~ign.ificant audit findings OR recipient is not reqt1irecl to file an audit. 

(2) J\.1inm <.ttuliL findings \~1il11 p;:n<ling (:illTeclive aclioIL 
(}) :,iignificam audit findings and/or audit findings not resolved in a timely mann::r or applicant didnot tile required 
audit. 
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Staff Si,.e: 
(I) l,arge (I~ or more fi111 tim e empl r,yeet,) 

(2) M2di11m (7-12 full time employees) 
(3) Small (1-6 htll lime employees) 

Key Staff Qualifications: 
(I)All key staffhave one ormore years· experience. 

(2) Al le.tsl half ufth~ key slaIThuve une ur 111m~ y-ears' ~xpeii~nc.:e. 
(3) Key staffhave littl~ or no c,q,cncncc. 

Multi-site Program: 
The rec ipient. ls respr,n:;ihle f0.r managing resources :lt multi ple opc;m.tional t-iteA. 
( I) Ko 
(2) Cukrn.JWIL 
(3) Yes 

Use of Subrecipients: 
(I) Zero subrec:ipients 
(2) One to tvi10 subrecipienb 
(3) n m:::: i.JI mor~ sub-I!;Cipii:nb 

Comnlexitv of Bud~et: 
(I) 11,e b11clget is relatively simple i.J1 terms ofthe n11mber of b11dget categories and line items includecl 
(2) Budget is mu<lerutd~ complex in lenrn ufbudgel calegmies and line items indu<leu. 
(3) Budget is v~ry complex 111 t=s of budget categories and line !lems included. 

SAM.gov: 
The recipient has an active registration in SAM.gov 
Cl) Yes 
(2) l\o 

Organizational Total 

Please elaborate on any of the above considerations or provide any additional inform.stion you wish to highlight that is 
not c.-.i.plurc<l abuvc r;;garc.ling Lh:; nsk dss:.:s:m1c11L vf Uris n.:cipii:.:nt. .Fur nw,u<ls ovi:..T $250,000 <lcscnb;; any OC1ogal.or)' 
information intre Responsibility,'Qualification section ofSAM.gov (fonnerlyviewed 111 CPARSIJ'APIIS) and how 
thi~ affects the risk assessm ent.: 

Progr.mun,11tc Ri'l:l " l'ighl 40°,~1 

Qautlon Answer 

~ew Program: 
The program is being i.Jnplemented for the first time. 
Cl) Ko 
(_3) Yes 

Comulexitv of Program: 
(I ) 1,cM! complexity 

(2) Ivfoc1emte complexity 

(3) High wmplexily 

Or!!1!nlzatlonal Ex11erlence: 
( I) Org:rnin .tioo ha~ heen provi<ling simila r acti\ities h~rerl in t he aw;lr <l for mme th~n tvm years. 

(2) Organization has been providing similar activities listed in the award for one to two years 
(3) Organization has prC1vicled similar activitias for le')s than one year 

Pote!l1ial for lml!lementation Problems: 
( I) Little tono pot~t:ial for implementatirm if;sllef; 
(2) Some potential for implementation issue. 
(3) High 1-x.,tenLiu.l for signi.fi(.:UJll irnplemen1.alivr1 is~ui:S. 
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Topic or theme of the urogram : 
(I) Project is not sensitive r,r (hltentia11y c:c,ntroversi(ll. 
(2) Project is moc1erntely visible, :-.,ens.itive er controversial 
(3) 1'roj1:cL is highly visilik, s;,;nsitivc.: 01 puknliWly conl.rov:...·rsial. 

Amount of Funding: 
(I) S99,999 c,rleo.s 
(2) Sl00,000 · $499,99,' 
(3) S500,000 or more 

Programmalic Tola! 

Ple::ii;e elahorn.re cm any of the above consi&raticm:; or provi<le any adrlitional intClfmati,m you ·wish to highlight that is 
11ot captured above regarc1li1g the risk a:-.,sessment cf this recipient: 

l'ountr~·/J{eglon ~peclllc J{lsk \\ eight ZU0 1u 

Qu,stloo Au.w.,r 

Political F.nvironment: 

CI ) Relatively stable. The recipient is able to 01~rnte with relative ease, and cm ability to monitcr activit ies is not 
lrinclerecl. 
(2) Somewhat unstable, The country is in a state of relative political mstao1hty that could affectrccipient 
performance. 
c;) Very unstable_The country is in a fi ta te of crifii~or upheaval and the recipient is expected to face great d ifficulty 
in implementation_. and our ability tc, monitor grant activitie5 is E.everelylimited or .impossible 

-~umber of' Lounfrirs \\' here the Project is Jmelemenled: 
(I) Single country program 
(2) Program implemenred in two countries 
(;) Program implemented in three or more connhies 

Program Location: 
Pro~am activities occur m a country er area that has a sigruficant known level cf financial ccrruptioJL 
(I) l\o 
(3) Yes 

~ 
Tho Department has issued a Travel Warning for the country or area where the project is implemented. 
(I) J\o 
c;) Yes 

lnflatlonac· or i,;xchange Hate Risk: 
The hkelihood of either inrlation or exchange rate tluctuations hanning project implementation. 
(I) 1,c,w 

(2) 1\-fedium 
(3) High 

Crimin:,! Aclh·iticslT<,rrorism: 
There arc concerns that either recipients, participants, or beneficiaries could be involved in criminal activities such as 
arms tratlkking, terrcnsm, drug trattiebng, or other cnminal conduct or that fimds could be diverted for these 
pnrpo;.;.e:-:? 
( I) l\o 
(3) Yes 

Country Specific Total 

Please elaborate en any of the above consic1eratic,m, or provide any additional i.tuOrmaticn you wish to highlight that .i.5 
not erJ.ptl.uecl above regarcli.ng t he risk asse5sment of tlli.5 recipient: 

Risk Asses~menl Summar., Score 
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Orgmrizaliv1wl Totul u.uu 
l'rogrammati c Tota1 0.00 

Cuu.r1lr~ Sp;;t:ific ·1·uLal 0.00 

OvernllRisk 

Monitoring Plan 

Rased on the ,;sk level identified above, please lirt the proposed monitoring activities helow. Documentation 
that monitoring acth·iti•s have taken plac• 11111,t be filed iu the official award file. 
•Press (ALT) + (E:'i!TER) on your k,,,b,mrd lo insrrl a line sp,icc when lyping.• 

IPre-Award Site VI.ti (IfappHtahle): 

lt.:ommunlcatton (cype and frequency): 

1Ew otl\1onltorlng (key cnnt1, date•): 

IReponlng required from redplent, Ifapplicable (type and frequency): 

'SIie \1sll(•) (prosram and/or flouoclal): 

Please prO\ide any additional information you V\ish to lughlight that 1s n0t captured above regarding the monitoring 
ofthi:=:. recipi ent, inclurling other office:=; tha.t mayplay a role in moTTltoring the recipient. For high risk a,1vanif,_ 
5pec.ify nny additi0m1.l award c:011ditions. that will be nclclecl to the agreement 
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Risk Assessment and Monitoring Plan 

$5,000 - $24,999 Award 

IRh,k """"""m•nl rompl•lcd bv: 

ll>a"' ,..,..,..,menl compleled: 

Risk Assessment 

Question Amwer 

1) Does the applicant have an active registration in SA.~'1.gov? (-:.-:J/_1\ / for Individual) 

l ) Has the applicant prcv1ou, ly rccc1vcd an award from the Department of State'/ 

:l) Ts the applicant a well-known entity anrl!or have a positive repntaticrno 

4) Does the organimtion have prev.ious experie11ce conducting '>im.ilar prog,i1mB'? 

S) What i, the degree of scrnitivityofthe topic'thcmc for the program'/ 

6) What is the overall degree ofnsk for the region and!or country (political stability, level of development, 
com1ption, terroti~t-fimmcing, infl ation11ry etc.)? 

T) -what is the potential for negative iinpact en the tvlissioniBureau ifthe program is unsuccessful'? 

8) What i, the complexity ofthe program(# of participants/site,)': 

Overall Risk 

Please elahornt.e cm any of the ahnve considerations or provide any aclclirional information yon "ish to highlight that 
is not captured above regarding thei risk a.:;sess1nent of th.is recipi~11t 

Monitoring Plan 

Based on the risk level identified above, please list the proposed monitoring activities below. Documentation 
that monitoring actMties have taken place must he filed in the official award file. 
*Press (ALT)+ (ENfER) 011 your kcyboal'CI to insc,1 a line spaccwhm ty(>ing.• 

'Pre-Award Site Visit (If applicable): 

IC01nmnnk:adon (ncpe and freque11n"): 

IF.vent Monitoring (key events, dates): 

and fre nencv): 

'Site Visit(•) (program and/or flnandal): 
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Please provide any additional information you wish to high.light chat is not captwed above regarding tlte monitoring 
of this recipient: 
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Risk Assessment and Monitoring Plan 

SO - S4,999 Award 

'Recipient Name: 

'Unique Entity Itkntificr: 

'Risk 1111SeS11ment completed by: 

'Date assessment rompleted: 

Risk Assessment 

Question 
I) Has the applicant previously received an award from the Depmtment of State? 

2) Is the applicant a well-known entity and/or have a positive reputation? 

3) What is the degree of sensitivity of the topic/theme for the program? 

4) Wl1at is the overall degrne of risk for the region m1dior country (pohllcal stability, level of development, 
corruption. terronst-fmancing, mtlationary etc )'I 

Annre1· 

Overall Risk 

Please elaborate 011 a11y of the above consideration ~ or provide a11y addiuonal i11iormati011 you wish to highlight that 
is not captured ahove regarding the risk assessment of this recipient 

Monitoring Plan 

Based on the risk level identified above, please list the proposed monitoring activities below. Documentation 
that monitoring activities have taken place must be filed in the official award file. 
*Press (ALT) + (ENTER) on yonr keyboard to insert a line space when typing.• 

'Communication (type and frequency): 

11:nnt Monitoring (key events, dates): 

Re 1100 fff UCIIC\/ : 

Please provide any additional information you wish to highlight that is not captured above regarding the monitoring 
of this recipient: 
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(U) APPENDIX C: MANAGEMENT RESPONSES 

United States Department of State 

Washington, DC 20520 

UNCLASSIFIED March 8, 2024 

Info Memo for Norman Brown (OIG/AUD) 

FROM: ISN - C.S. Eliot Kang ~ 

SUBJECT: (U) Response to OIG Draft Audit of the Bureau of 

International Security and Nonproliferation (ISN) 
Administration of Assistance to Ukraine 

(U) ISN appreciates the OIG's careful review of ISN's assistance to Ukraine. 
Due to changes in the security operating environment since the conclusion 
of this audit and updated guidance from our Embassy, ISN is pleased to have 
already implemented some of the recommendations. 

(U)ISN believes that portions of the draft report are sensitive and should not 

be released to the public as written. Tab 1, attached, details suggestions for 
rephrasing the language in question so as to avoid the need for redaction. 

(U) ISN also has suggested edits for OIG; please see those in Tab 2. 

(U) ISN has the following responses to OIG' s four recommendations: 

(U) Recommendation 1: OIG recommends that ISN (1) reassess risks 
associated with the provision of assistance to Ukraine, and (2) for any new 

risks, or changes to existing risks, identified, develop mitigating strategies to 
address those specific risks. 

(U) ISN Response: ISN concurs with the recommendation and has 
continually re-assessed risks involved with awards associated with the 

provision of assistance to Ukraine and implemented applicable mitigation 
measures as appropriate. 
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(U) Specifically, ISN grants management standard operating procedures 
require a review and update of the Risk Assessment and Monitoring Plan 
(RAMP) on an ongoing basis, including prior to extending any grants past the 
initial period of performance or doing so on an annual basis, and will ensure 
that risk assessments undergo a regularized review going forward . To 
inform these risk assessments, ISN is in regular contact with the U.S. 
Embassy and implementing partners on the ground and utilizes all-source 
information to reevaluate the operational environment and identify 
appropriate mitigation measures as circumstances evolve. 

(U) Recommendation 2: OIG recommends that ISN develop a plan to 
conduct in-person monitoring of its Ukraine assistance programs and 
activities. This plan should include various options available to ISN such as 
use of direct-hire staff, locally employed staff, contracted staff, or other 
third-parties, to conduct in-person monitoring. 

(U) ISN Response: ISN concurs with the recommendation and is already 
robustly implementing it. 

(U) During the timeframe of this audit ISN was not permitted to perform in­
person site visits within Ukraine. Since the audit, Embassy Kyiv has 
supported in-person site visits within Ukraine. ISN has consequently 
developed a coordinated schedule of ISN staff to Ukraine to perform in­
person site visits and perform coordination visits on behalf of all lSN offices. 
As a result, on multiple occasions in the last year ISN staff have conducted 
in-person monitoring and oversight of ISN assistance. 

(U) In furtherance of this objective, ISN has also updated its standard 
operating procedure (SOP) for end-use monitoring (EUM) in Ukraine and 
subsequently has utilized it when conducting in-person checks in Ukraine. 
ISN will continue to incorporate lessons learned into this EUM SOP, in 
support of this recommendation. 
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{U) Recommendation 3: OIG recommends that ISN include requirements to 
report on progress, challenges encountered, and other pertinent details, as 
suggested by 14 FAH-2 H-522.1, "Progress or Status Report," in contract task 
order terms and conditions for its assistance to Ukraine. 

(U) ISN Response: ISN concurs with the recommendation and is in the 
process of implementing this recommendation in all future Task Order 
requests and Blanket Purchase Agreement Calls. Additionally, ISN has 
requested implementers include this information in progress reports. 

{U) Recommendation 4: OIG recommends that ISN update its standard 
operating procedures to ensure that progress reports submitted by 
recipients include information required by the terms and conditions of the 
awards for assistance to Ukraine. 

(U) ISN Response: ISN concurs with the recommendation and is in the 
process of implementing this recommendation with upcoming awards. 

(U) ISN has updated its standard terms and conditions, and provided 

guidance to its awards to ensure this requirement is expl icitly included. In 

addition, ISN Grant Officer Representatives will review submitted reports to 
ensure that this requirement is addressed, and incorporate applicable 

lessons learned. 

Attachments 

Tab 1- Request to Rephrase Sensitive Information in Draft Report 
Tab 2 - ISN Suggested Edits to Draft Report 
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Approved: ISN - C.S. Eliot Kang [CSEK] 

Drafted: ISN/CTR - Meghan Reidy, home/cell/Teams: 

Cleared: 

Bureau 

ISN/FO 

ISN/FO 

ISN/CTR 
ISN/ECC 

ISN/NDF 

ISN/WMDT 

Name 

AGanzer 

JKhersonsky, ADAS 

Ryan Taugher 

Julia Khersonsky 

Matthew Brechwald 

Constantinos Nicolaidis 

UNCLASSIFIED 

Clearance Status 

OK 

OK 

OK 
OK 

OK 

OK 
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(U) ABBREVIATIONS 

FAD  Federal Assistance Directive  
FAH  Foreign Affairs Handbook  
FAM  Foreign Affairs Manual  
FAPIIS  Federal Awardee Performance and Integrity Information System  
FAR  Federal Acquisition Regulation   
GOR  Grants Officer Representative   
IAA  interagency agreement   
ICITAP  International Criminal Investigative Training Assistance Program   
ISN  Bureau of International Security and Nonproliferation   
OIG  Office of Inspector General   
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(U) OIG AUDIT TEAM MEMBERS 

Tinh T. Nguyen, Audit Division Director 
Global Emergencies and Emerging Risks  
Office of Audits 
 
Latesha R. Turner, Audit Manager 
Global Emergencies and Emerging Risks  
Office of Audits 
 
Peter T. Schmidt, Senior Auditor 
Global Emergencies and Emerging Risks  
Office of Audits 
 
Trina H. Lee, Senior Auditor  
Global Emergencies and Emerging Risks  
Office of Audits 
 
Caitlin M. Etienne, Auditor 
Global Emergencies and Emerging Risks  
Office of Audits 
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Office of Inspector General | U.S. Department of State | 1700 North Moore Street | Arlington, Virginia 22209 
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HELP FIGHT  
FRAUD, WASTE, AND ABUSE 

 
1-800-409-9926 

Stateoig.gov/HOTLINE 
 

If you fear reprisal, contact the  
OIG Whistleblower Coordinator to learn more about your rights. 

WPEAOmbuds@stateoig.gov 

https://www.stateoig.gov/HOTLINE
mailto:WPEAOmbuds@stateoig.gov
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