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SUBJECT: INFORMATION: Audit Report on The Western Area Power
Administration’s Fiscal Year 2023 Financial Statements Audit

The attached report presents the results of the independent certified public accountants’ audit of
the Western Area Power Administration’s (WAPA) balance sheets as of September 30, 2023,
and 2022, and the related consolidated statements of net costs, changes in net position, custodial
activity, combined statements of budgetary resources for the years then ended, and the related
notes to the consolidated financial statements.

To fulfill the Office of Inspector General’s audit responsibilities, we contracted with the
independent public accounting firm of KPMG LLP (KPMG) to conduct the audit, subject to our
review. KPMG is responsible for expressing an opinion on WAPA’s financial statements and
reporting on applicable internal controls and compliance with laws and regulations. The Office
of Inspector General monitored audit progress and reviewed the audit report and related
documentation. This review disclosed no instances where KPMG did not comply, in all material
respects, with generally accepted government auditing standards. The Office of Inspector
General did not express an independent opinion on WAPA’s financial statements.

KPMG concluded that the financial statements present fairly, in all material respects, the
financial position of WAPA as of September 30, 2023, and 2022, and its net costs, changes in net
position, budgetary resources, and custodial activity for the years then ended in accordance with
U.S. generally accepted accounting principles.

As part of this review, auditors also considered WAPA’s internal controls over financial
reporting and tested for compliance with certain provisions of laws, regulations, contracts, and
grant agreements that could have a direct and material effect on the financial statements. The
audit identified certain deficiencies in internal control that we consider to be a material weakness
and significant deficiency:



e KPMG identified a material weakness with internal controls over the financial reporting
process. WAPA’s stand-alone statements are designed to conform to Federal Accounting
Standards Advisory Board and Office of Management and Budget Circular A-136,
Financial Reporting Requirements. However, WAPA’s existing procedures and controls
are not designed to accommodate the dramatic deviations from the Department of Energy
reporting package.

e KPMG identified a significant deficiency with internal controls over the manual journal
entry process. During walkthroughs and related audit procedures for WAPA’s fiscal year
2023 financial statement audit, KPMG identified that manual journal entries recorded by
WAPA’s various budget offices did not require or enforce segregation of duties.

WAPA management agreed with the findings and recommendations and indicated that corrective
actions had been taken or were planned.

The results of the auditors’ review disclosed no instances of noncompliance or other matters

required to be reported under Government Auditing Standards or applicable Office of

Management and Budget guidance.

We appreciated the cooperation of your staff during the audit.

Attachment

cc: Senior Vice President and Chief Financial Officer, Western Area Power Administration,
WAPA

Acting Comptroller, Western Area Power Administration, WAPA
Vice President of Governance and Policy, Western Area Power Administration, WAPA
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Message from the Administrator (Unaudited)

WAPA Customers, Partners, and Stakeholders:

| am pleased to present WAPA's agency financial report for fiscal year 2023. In a year that
presented continued challenges and unexpected opportunities, WAPA has demonstrated
resilience and steadfast dedication to our core mission. Qur foundational values—listening to
understand, speaking with purpose, and a continuous commitment to improvement—have
powered our journey, reinforcing our pledge to deliver reliable, cost-effective hydropower to the
communities we serve.

During fiscal year 2023, better-than-expected hydrology was a positive surprise; however,
projections of system-wide drought remain on the horizon. WAPA delivered a 575 million return
to the U.S. Department of the Treasury in FY 2023, well above the 50 return projected at the
outset of the year when water flows were forecast to be lower. This accomplishment illustrates
the durability of our full-cost-recovery financial model across a range of operating conditions
and reflects our dedication to sustaining our mission by reliably serving our customers in flush
and lean water years alike. Over the last five fiscal years, WAPA has returned $1.5 billion to the
Treasury, underscoring our commitment to effective financial management and full-cost
recovery.

Despite the positive financial outcomes this year, we faced persistent system-wide drought
conditions that continue to test our adaptability and resilience. The forecasts suggest continuing
drought and financial challenges over the next five fiscal years (Fiscal Years 2024-2028),
indicating a continuing need for careful planning, vigilance, and strategic foresight. Notably,
WAPA is 53.7 billion, or 43%, ahead of its statutorily mandated repayments of federal
investment to Treasury, with 548 billion remaining.

Moreover, our system's aging infrastructure requires significant capital investments, particularly
in replacing critical assets such as transmission lines and substations that constitute more than
T0% of WAPA's asset base. These necessary upgrades are crucial for sustaining service reliability
and operational integrity. Going forward, we expect maintaining WAPA's infrastructure to be
increasingly expensive, with inflation and supply chain constraints dniving electric industry costs
higher.

Following many years of relative price stability, WAPA's rates, along with those of our industry
peers, are rising. A key factor among these rising costs is purchased power. We remain grateful
for the legislative support received through the Infrastructure Investment and Jobs Act (IUA) and
the Inflation Reduction Act (IRA), which together provided vital resources to WAPA, enabling us
to reliably serve our customers despite the negative financial impacts of severe drought. WAPA's
timely deployment of 51.02 billion in supplemental funding serves as an example of properly
scoped, strictly governed and fully transparent coordination among WAPA and our stakeholders,
both in Washington and across 15 western states_ At fiscal year-end 2023, approximately 5130
million of these supplemental funds remained, all of which are expected to be deployed by
fiscal year end 2024.



Due to WAPA's multi-year budget and rate-making processes, we maintain financial reserves to
ensure we have sufficient funds on hand to meet our commitments to stakeholders in the face
of volatile electricity market conditions. At fiscal year-end 2023, WAPA's reserves—namely
Annual, Capital and Purchase Power and Wheeling reserves—approximated 66%: of targeted
levels. Notably, supplemental funding from the ILUA and IRA enabled WAPA to build reserves to
levels calibrated to current market conditions.

Lastly, | would like to announce a change in WAPA's financial reporting. For our first 47 years,
WAPA prepared annual financial reports according to the standards set by the Accounting
Principles Board (APB), and then more recently, by the Financial Accounting Standards Board
(FASB). While WAPA's financial reporting to DOE has for many years been according to the
standards established by Federal Accounting Standards Advisory Board (FASAB), this year marks
the first time WAPA's financial reporting to follow suit with our FASAB accounting standards. It
was time. WAPA's transition to FASAB reporting also aligns with our lineage as a federal agency
and will further advance our commitment to enhanced governance, transparency, and
administrative efficiencies.

This year, as in every year, we adhere to a clear and unwavering mission: to serve like our lights
depend on it. This principle encapsulates our commitment to operational excellence and safety
and our dedication to our customers and the environment. We move forward with a renewed
commitment to cur values and a clear vision for empowering communities and securing a
resilient energy future.

Thank you for your continued trust and partnership.

Sincerely,

fk_{z_/%_p? I

T-ra;:egr A LeBeau
Administrator and CEQ
May 29, 2024
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Overview
Mission

The mission of Westemn Area Power Administration (WAPA) is to safely provide reliable, cost-based
hydropower and transmission to our customers and the communities we senvice.

In camying out the mission, we are guided by the following values:

Listen to understand, speak with purpose. We must always consider our audience and speaak to them in
ways that will be clear, simple, and relevant. We know active listening is the first step in effective
communication. We consider context and check for clarity and simplicity. We are respectful, direct, honest,
transparent, and consistent. We assume positive intent.

Seek. Share. Partner. We value partnership and actively engage others in the seeking and sharing of ideas.
We collaborate to move forward and pariner to add value. We actively engage others. We share all relevant
information in a timely fashion, acting as one team united in our commaon mission.

Respect self, others, and the environment. We represent WAPA in being good neighbors and stewards of
our collective resources. Wi are compassionate in our relationships with others, as well as toward ourselves.
We are respactful in all of our dealings.

Do what is right. Do what is safe. We are public servants who act with integrity, stand up for what is right, and
demonstrate courage when acting in the best interests of our customers and the communities they serve. We
are safe in all of our actions and consider safety in all cur planning.

Be curious, leam more, do better. Repeat. We seek and welcome feedback to directly and quickly improve.
We innovate, plan for the future, and support the growth of our teams and colleagues. We reflect upon progress
to leam and grow.

Serve like your lights depend on it! We understand the importance of our mission to provide power to
customers that serve more than 40 million Americans. We anficipate customer needs, build relationships, seek
win-win solutions, and embrace responsibility. We work hard to ensure other Americans know and understand
the importance of our mission.

About WAPA

Through a combination of human power and hydropower, WAPA has built a lasting commitment to deliver
clean and refiable wholesale electricity to preference and other customers to power the West Established on
December 21, 1877, under Section 302 of the Department of Energy (Department) Organization Act, WAPA is
one of four federal power marketing administrations in the Department. It is the largest PMA in terms of service
area and transmission line mileage, the youngest in ime of existence, and the most legislatively complex.

WAPA camies out its mission through elecirical, transmission, and ancillary services. Annually, we market and
deliver more than 25,000 gigawatt-hours of reliable, cost-based hydropower generated at 57 federal dams
operated by the Bureaw of Reclamation, United States Army Corps of Engineers, and the Intemational
Boundary and Water Commission. WAPA purchases additional energy from utilities on the open market to fully
meet our contractual obligations and system refiability needs. Our approximatety 700 customers then provide

3 (Continued)
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electric service to more than 40 million Americans from the Desent Southwest to the Canadian border, and from
the lakes of Minnesota to the Califomnia coastline.

In addition to marketing federal hydropower, WAPA operates a diverse transmission system prioritizing service
to our firm electric customers. We also sell additional fransmission capacity service as an open access
transmission provider and offer ancillary services for system operation reliability. Our advanced and complex
grid has fueled rural electrification throughout the West.

WAPA's more than 1.500 federal employees provide or support these primary products and services:

Power marketing for the sale and transmission of firm and nonfirm, long-term, short-term, and seasonal
power to existing and new customers in accordance with project marketing plans

Transmission services allowing other utilities to transmit nonfederal power across our transmission lines

Operation and maintenance services that balance supply and demand, and ensure the vast fransmission
system is maintained and cperable to deliver energy whers and when it's needed

Transmission infrastructure program providing external pariners access to our bomowing authority to
develop transmission and related faciliies to support delivery of renewable energy

Ancillary services that make the system work, including scheduling and dispatch, voltage control, energy
imbalance, operating reserves, and others.

Owr ability to restore the grid throwgh a "black start” is a lesserbknown, but critical, purpose. Hydropower's black
start capabiliies make us the guardians of the grid and a critical source of gnd resilience.

4 (Continued)
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WESTERN AREA POWER ADMINISTRATION
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Performance Goals and Resulis

WAPA's perfformance and results are aligned with the Power Forward 2030, the agency’s Strategic Plan for
20232030, and allow leadership to gawge performance in key areas related to power marketing and
transmission.

Repayment of lInvestment
Measures WAPA's ability to meet legislated cost recovery requirements for timely repayment of federal
investment based on the latest available power repayment studies. Ensures unpaid investment (UF1) is equal o
or less than the allowable unpaid investment (ALUFI) in accordance with Department of Energy (DOE) Order RA
6120.2 and Reclamation Law. Targets based on AUF| forecasted two years in advance. Reported UF| at the
end of the current fiscal year is the actuals from the previous fiscal year (lagging indicator).
Measure benchmark:

s Met UFIl <= $7.088 billion

s Waming: UF| = §7.986 billion and <= $8.873 billion (10% waming window)

s  Failed: UFl = $8.873 billion.

Results: Metric was met at $4.810 billion and $4.822 billion for the fiscal years ending September 30, 2023 and
2022, respectively.

Control Performance Standard
Measures WAPA's reliability of the electrical grid by attaining a Morth American Electnic Reliability Council
Control Performance Standard 1 rating of equal o or greater than 100 percent for each balancing awthority (ie.,
Westemn Area Lower Colorado, Western Area Colorado Missourd, and Western Area Upper Great Plains).
Measure benchmark:

s Met>=110%

s Waming: = 100% and <= 110% (10% waming window)

s Failed: = 100%

Results: Metric was met at 166.33% and 160.85% for the fiscal years ending September 30, 2023 and 2022,
respectively.

Annual Operations and Maintenance Cost Per Kilowaft Generated

Measures WAPA's ability to provide power at the lowest possible cost by keeping total operation and
maintenance cost per kilowatt-hour generated at or below the national median for public power for entities with
mare than 100,000 customers. (S0.082HWh).

Measure benchmark:

= Met <= 30050

8 (Continued)
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s Waming: = $0.050 and == $0.062 {20% waming window)
s Failed: > 50.062
Results: Metric was met at $0.019 for fiscal years ending September 30, 2023 and 2022,

Systems Availability
Measures the extent at which significant systems, Supernvisory Control and Data Acquisiion/Energy
Management System, are online and running as expected (includes undertying infrastructure, network
computer systems, communication links, and storage devices).
Measure benchmark:

*  Met >=00.05%

s \Waming: == 88.50% and = 80.85%

s Failed: = 89.50%
Results: Metric was met at 100% for both fiscal years ending September 30, 2023 and 2022,

Cybersecurify Response
Measures the percentage of cybersecurity threats resolwed within two days of being identified by the QRadar
systemiincident logs.

Measure benchmark:
#»  Met 90% or more resolved within two days
* \Waming: >= B0% and < 80% of threats resolved within two days
» Failed: < 80% of threats resolved within two days

Results: Metric was met at 84 75% and 88.88% for the fiscal years ending September 30, 2023 and 2022,
respectively.
Measures WAPA's ability to maintain an acceptable range that serves WAPA by placing special emphasis on
conducting reliability centered maintenance over comective/emergency maintenance.
Measure benchmark:

*  Met >=00%

* Waming: >= 80% and < 90%

» Failed: <B0%

7 (Continued)
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WESTERN AREA POWER ADMINISTRATION
Management's Discussion and Analysis (Unaudited)
Fiscal Year 2023

Results: Metric was met at 26.0% and 85.0% for the fiscal years ending September 30, 2023 and 2022,
respectively.
Asset Data Use
Measures the extent at which WAPA emphasizes the use of asset management data to support strategic and
operational actions. Data focuses on Health Index, Probability of Failure, and Risk Scores.
Measure benchmark:

*  Met>=087T%

* \Waming: >= 85% and <87%

» Failed: <B5%

Results: Metric was met at 97_9% for the fiscal year ending September 30, 2023 and received a waming
indicator, 88.0%, for the fiscal year ending September 30, 2022. The missed target is a function of process
changes and not an indicator of increased risk to the agency.

Analysis of Financial Statements

WAPA prepared annual financial statements in conformity with Generally Accepted Accounting Principles
prescribed by the Federal Accounting Standards Advisory Board and the formats prescribed by the Office of
Management and Budget (OMB).

WAPA, a federal power marketing administration, markets and fransmits hydroelectric power generated from
hydropower plants that are cwned and operated by the ULS. Department of the Interior, Bureau of Reclamation;
the U.5. Department of Defense, Army Corps of Engineers; and the U.S. Department of State, International
Boundary and Water Commission (collectively referred to as the generating agencies). Users are advised that
the statements presented do not include power-generating functions of the generating agencies.

For additional detailed breakout of cost drivers and expenditures by rate-setting system, see the published
Financial Transparency reporting on The Source.

Statement of Net Cost

Presents WAPA costs and legislatively assigned generation costs incurred to conduct operations less amy
exchange revenues eamed.

Hydroelectric and Transmizsion Program

Hydroelectric and transmission program activity represents WAPA's marketing and distribution of hydroelectric
power genaration, supplemental power, transmission, and ancillary services for the 15 multipurpose water
projects and the Desert Southwest Pacific MW-5W Intertie transmission project that have received
reimbursable appropriations. Power rates are set to recover all costs associated with power delivery, such as
annual operating costs, federal investment in WAPA and power allocated generation facilities, with interest, and
legislatively assigned costs to power for repayment.

8 (Continued)
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WESTERN AREA POWER ADMINISTRATION
Management's Discussion and Analysis (Unaudited)
Fiscal Year 2023

The program is operated to break even. Rates are separately established by project to ensure full cost recovery
of both WAPA and power-allocated costs of generating agencies. Operating, purchased power, purchased
transmission, and interest expenses are estimated to be recovered in current rates and trued up in subsequent
rates. Plant assets are generally recovered over the lesser of estimated useful life or 50 years. Congressional
appropriations for asset purchases and deficits bear interest at rates set by law or administrative orders until
paid.

Sale of electric power reports revenues for recovery of both WAPA and generating agency costs. Power
revenues transferred, advanced directly to, or allocated to recovery of generating agency costs reduce WAPA's
Qross revenues.

Revenues collected for plant repayment are typically allocated to the highest interest-bearing assets first, which
may result im uneven revenue distributions between agencies year over year and net cost Addiionally, the
timing of purchase power costs and recovery may fluctuate year over year due to drought conditions, operating
constraimts, and timing of rate adjustments.

Analysiz of significant varances

Figure 1: Abbreviabed Consclidaied Met Cost, major program vaniarces

Dalars in thousands —Increase fdecrease)
207 $ %
Major programc

Operations and mainkenarce 3 304,504 361,548 nma 1%
Purchase power and whesling T05,850 7730 28,450 42%
Depreciation 105,316 58,143 7173 Ti%
Met interest £.742 0.633 (1,191} H20)%
Total program costs 1,214,472 114713 7, 450 68 %
Lesz Eamed reverues 1,260 277) (1,032 B8} (238,630 20%
et cost of hydroelectric power and transmission 3 [54.805) 114,375 {158, 130) (147.6)%

# Operations and maintenance costs increased from fiscal year 2022 due to higher labor rates, inflationary
pressures, and resuming previously delayed projects due to COVID-19.

# Purchase power and wheeling remained consistent year over year due to improved generation offset by an
increase in cost per Megawatt Hour and pass-through purchases for customers” supplemental power.

#» Eamed revenues increased from fiscal year 2022 due to increased water flows and pass-through purchase
power. In addition. in response to drought conditions, a drought rate adder was included in the fiscal year
2023 rates for the Pick-Sloan power system.

Balance Sheet

The balance sheet presents the amounts of future economic benefits owned or managed by WAPA (assets)
against the amounts owed (liabilities) and the amounts that comprise the difference (net position).

9 (Centinued)
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WESTERN AREA POWER ADMINISTRATION
Management's Discussion and Analysis (Unaudited)
Fiscal Year 2023

Fund Balance with Treasury — budgetary represents available funding for operations and federal investment.
Fund Balance with Treasury — nonbudgetary represents the special receipts funds that are unavailable until

authorized by Congress.

Appropriated debt represents the unpaid balance of appropriations for purchase power, construction,
operations and maintenance of power faciliies, related interest, transfers of property and services, and
postretirement benefits due the U.5. Treasury General Fund.

Analysiz of significant vanances

Figure - Abbreviated Corsolidated Balarce Sheet, key vanances

Dioliars in thousands.

Assets:

Fund balencs with Treasury — budgetary
Fund bakanes with Treasury — nonbudgetary
Accounts recefvables, et
General property, plan, and equipment, net
Other assats
Imentory

Total assets

iabift
Accounts payable
Dbt
Advarces from others
Appropriaied debt
Other Iabiliies

Total ahilies

Tokal net posiion
Total Eabiliies and net position

Increase {decrease)

2023 [ £
5 203481 1372325 712,207 B16%
1,758,180 1,886,289 (127,108) BT)%
173,478 210,485 (37.018) (17.6)%
2,880,868 2706.481 B4,387 0%
175,707 150,812 15,785 ap%
32,835 20,501 3,344 113%
] 7,105,788 .454, 002 B51,696 101 %
5 21,372 111,750 (30,378) (T2%
76,183 TG, 193 — 00%
213,788 134 778 78511 502%
1,846,531 131,245 535,286 408%
184,462 125,583 38,670 N0%
] 233247 1,750,049 623,298 H4%
§__ 47334n 4,805 143 28,398 06%
$ 7105788 8,454,002 851,606 101%

s Fund balance with Treasury — budgetary increased from fiscal year 2022 due to receipt of 3520 million
appropriation from the Disaster Relief and Emergency Assistance Act Funding was received to address
drought impacts and funding requirements for purchase power and whesling plus allocation of receipts for
purchase power resenves and customer advances for construction and maintenance projects. The authority
allowed WAPA to reserve use of receipts for purchase power funding. resulting in an approximately

$305 million increase.

#  Accounts receivables, net decreased from fiscal year 2022 due to timing on collections and fluctuations in
purchase power requirements for reimbursable customers, with a comesponding impact to accounts

payable.

14

(Continued)

Attachment



WESTERN AREA POWER ADMINISTRATION

Management's Discussion and Analysis (Unaudited)
Fiscal Year 2023

#» Advances from others increased from fiscal year 2022 due to various construction and maintenance
projects, including 349 million for the Vail to Tortolita transmission ine project for Tucson Electric Power

Company.

#»  Other imigation assistance increased from fiscal year 2022 due to $21.8 million in deferred repayment to
Treasury for aid to imigation and $11.4 milion due to envircnmental and asbestos-related cleanup.

#»  Appropristed debt increased from fiscal year 2022 due to receipt of 5520 million appropriation from the
Disaster Relief and Emergency Assistance Act

Stafus of Appropriated Debt

Figure 3: Status of Appropriated Delt
Diollars in thousands

General Fund - construction and operation:
A -
Transfer of property and senices, net
Postretirement benefts
Interest
Payments to the ULS5. Treasury

General Fund — purchase power:
A -
Payments to the ULS5. Treasury

Reclamation Fund — corstruction and operation:
A -
Transfer of property and senices, net
Postretirement benefts
Interest
Payments to the ULS5. Treasury

Subdotal appropriated debt
Reclamation Fund elimination’
Total appropriated debt

Increase (decrease)

223 v § %
13 44,628 939, TE5 6,963 07 %
2,350,008 238518 {B.084) 0.3)%
51,803 48,121 1572 T4%
B53.845 83033 14,525 1.7%
(3,354 736) (3,361, 126) 2,810} 01%
13 B24,531 811,45 15.288 1.9%
13 1,020,000 500,000 520,000 4.0 %
- — - 0.0%
13 1,020,000 500,000 520,000 104.0 %
13 6,687,790 6,809,508 78.282 1.2%
3,508,929 344012 84047 25%
207 516 164,408 1208 BT %
3,525,009 3.420,145 104,054 1%
(10.770,563) (10,808, 558) (71,805) 07%
13 3.158,751 2.050.475 208.278 7.1%
13 5,005,282 4.281,720 743.562 174%
(3,158,751) (2.050,475) [208.778) 1%
13 1,548,531 1,311,245 535,288 405 %

“WAPA's inancial shiements Incude Treasury Account Symbel 500027 within fhe Redamation Fund. Funding recelved from the
Reclamation Fund is not reported as appropriated debt since the Reclamation Fund is managed by WAPA and actiity is

eliminated for reporting.

15
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WESTERN AREA POWER ADMINISTRATION
Management's Discussion and Analysis (Unaudited)
Fiscal Year 2023

Analysis of Systems, Controls, and Legal Compliance

Management’s Assurances

WAPA's leadership and management is responsible for establishing and maintaining an effective system of
intemnal controls to meet the objectives of the Federal Managers’ Financial Integrity Act of 1882 (FMFIA). To
support WAPA's management responsibiliies, an annual evaluation of management and financial system
intemnal controls is required by Sections |1 and IV of FMFLA and OMB Circular Mo. A-123, Management's
Responzibilify for Enferprize Risk Managemen! and Infernal Control. The annual assurances are made based
on the results of these evaluations, which are reflected in reports and representations completed by senior
accountable managers. within WAPA.

WAPA completed an evaluation of management and financial system internal controls, and as of

September 30, 2023, WAPA provides reasonable assurance that intermal controls for the effectiveness and
efficiency of operations, reliability of reporting for intemal and external use, and compliance with applicable
laws and regulations are operating effectively in design and operation. The evaluation of internal controls for
reporting included processes supporting the Digital Accountability and Transparency Act of 2014 and overall
data quality contained in agency reports, as required by Appendix A of OMB Circular Mo. A-123 and agency
requirements. The evaluation is an assessment of entity and process controls and considered risks associated
with the Infrastructure Investment and Jobs Act, environmental management, cybersecurity, climate change,
aging or deterorating equipment, physical attack, and human capital management, along with results of audit
reports and intemal management reviews. WAPA has reasonable assurance that processes are in place to
identify risks and establish controls to mitigate identified risks. Evaluation results indicate WAPA's financial
system generally conforms to government financial systems reguirements, and substantially complies with
requirements of the Federal Financial Management Improvement Act of 1888 [FFMLA)L

WAPA has one material weaknesses to report as a result of the intermal control evaluations. During the
financial statement audit, KPMG LLP identified a material weakness in WAPA's existing procedures and
controls for the preparation of WAPA's stand-alone Agency Financial Report (AFR) specifically, certain
balances may not be mapped to the proper financial statement line items, and footnotes may not agree to the
financial statements resulting in an accurate or incomplete AFR. Management expects this matter to be
addressed by fiscal year 2026,

KPMG also identified a significant deficiency over the process for recording manual journal entries by WAPA's
budget offices. WAPA concurred with the finding and recommendation; howewer, management recognizes this
as a control deficiency not rising to the level of a material weakness or a significant deficiency. Management
addressed this in the first half of fiscal year 2024

o=
e J—
'

Tracey A LeBeau
Administrator and CEQ
May 28, 2024

12 (Continued)
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WESTERN AREA POWER ADMINISTRATION
Management's Discussion and Analysis (Unaudited)
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Federal Managers® Financial Integrity Act

The FMFIA requires agencies to establish imtemal controls and financial systems to provide reasonable
assurance that the integrity of federal programs and operations remains protected. The FMFIA also mandates
that the head of the agency provide an annual assurance statement detailing if the agency met this requirement
and if material weaknesses exist.

In response to the FMFIA. WAPA has an intemal control program that holds managers accountable for the
performance, productivity, operations, and integrity of programs through the use of intermal controls. Each year,
senior WAPA managers evaluate the adequacy of the intemal controls sumounding activities and determine
whether the controls conform to the principles and standards established by OMB and the Government
Accountability Office. The results of these evaluations and other senior management information determine if
there are intemnal control matters resulting in material weaknesses.

OMB Circular No. A-123, Appendix A

OMB Circular Mo. A-123, Appendixz A requires agencies to conduct management assessment and evaluation of
intemal controls over reporting, which includes processes supporting the Digital Accountability and
Transparency Act of 2014 and overall data quality contained in agency reports. The evaluation requires an
annual assessment of entity and process controls.

WAPA's evaluation for fiscal year 2023 provides reasonable assurance that processes are in place to identify
risks amd establish controls to manage these rishs.

Federal Financial Management improvement Act

The FFMIA improves federal financial management and reporting by requiring financial management systems
to comply substantially with three requirements:

1. Federal financial management system requirements.
2. Applicable federal accounting standards
3. The United States Standard General Ledger (US5GL) at the transaction level.

The FFMIA requires independent auditors to report on agency compliance with the three stated requirements
as part of financial statement audit reports.

WAPA evaluated its financial management system and determined it substantially complies with federal
financial management system requirements, applicable federal accounting standards, and the USSGL at the
transaction level.

13 (Continued)
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WESTERN AREA POWER ADMINISTRATION
Management's Discussion and Analysis (Unaudited)
Fiscal Year 2023

Financial Management Systems Plan

WAPA's enterprise-wide applications consist of financial and budgetary systems. These systems are supported
by a data warehouse linking common data elements from each of the business systems and suppaort extemnal
and internal reporting. The major business systems maintained by WAPA include:

Financial: Financial Management Information System (FIMS): Cracle's on-premises Business Intelligence
Enterprise software solution is the principal financial management system used by WAPA for all financial
transactions and budget distribution. FIMS is compliant with all annual Federal Information Security
Management Act requirements and is fully accredited. Fiscal year 2023 FIMS activities included:

#  |mplemented government-wide G-invoicing functionality

# |mplemented General Ledger Joumnal Voucher workfiow saolution

s  Expanded Facility ID field size

#»  Actively maintained required security posture and upgraded to most cument patches

#» Provided 24x7 support for key processing and reporting imeframes (month, quarter, year-end).

Fiscal year 2024 outlook includes upgrading Exadata and Exalogic Servers, implementation of Federal
Administrator module, and additional audit and reporting requirements.

Budget: Budget Formulation Integration Tool (BFIT): This is WAPA's cloud budgetary funds formulation
systemn that provides the capability to capture and report formulation, revalidation, and spend plan activities.
fiscal year 2023 BFIT activities included:

#» |mplemented a Capital Cube with a Project Initiation import form

#» Metadata updated to be in fine with system best practices

» Configured integration for FIMS execution data

»  Added budgeting tools to formulate by employee or position

»  Added functionality to run andior renun burden by desired version

#  Actively maintained required security posture and upgraded to most cument patches

»  Offered training for users on the budget formulation functionality.

Fiscal year 2024 outlook includes additional integration between budgeting and capital cubes, including several
enhancements for better reporting needs and user experience. Added reporting from the capital cube to
accommodate both the Budget Analyst and Maintenance Program Managers reporting needs, and

madifications to the Business Objects Enterprise (BOE) Budget vs. Actual repart, which combines the budgeted
data within BFIT to the actual expenditures from FIMS.

14 (Centinued)
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WESTERN AREA POWER ADMINISTRATION
Management's Discussion and Analysis (Unaudited)
Fiscal Year 2023

Asset, Work, and Property nt System (Maximo): Maximo is an on-premises |BM enterprise asset
management (CMMS/EAM) software system used to frack, manage, and analyze power system assets
throughout their ifecycle. The system plays a key role in asset, work, and property management. fiscal year
2023 Maximo activities included:

#» Recsiving required flag unchecked for 2-WAY Purchase Requisitions

#» Supported Facility ID changes from FIMS

#  Critical Infrastructure Program enhancements/changes for Assets

#  Actively maintained required security posture and upgraded to most cument patches

#» Provided 24x7 support for key processing and reporting timeframes (month, quaner, year-end).

Fiscal year 24 outlook includes updated fleet cards and associated functionality from Citibank to Wright
Express, updated integration middleware from Oracle to TIBCO (The Information Bus Company). and initiating
upgrades to Maximo Application Suite cloud with a proposed go-live in late fiscal year 2025.

Power Billing: Western Transmission and Power Billing System (WTPBS): The WTPBS creates bills for
customers based on usage, contractual rates of delivery, or quantities of energy. The final bills are interfaced
into FIMS where they are recognized as power revenue. fiscal year 2023 PBS activities included:

#  Actively maintained required security posture and upgraded to most cument patches.

#» Provided 24x7 support for key processing and reporting timeframes (month, quarter, year-end).

Fiscal year 2024 will focus on migrating from Windows 2018 servers to Windows 2019, Windows 2018 servers
reached end-of-line for mainstream support in 2022; however, WAPA extended its Windows 2016 server
support agreement until 2027 and is staggering the server migrations. Additional changes include process
changes for assigned payments as well as investigating a potential software replacement vs. in-house
customization to meet growing neesds.

Data Reporting: SAP's Business Intelligence Platform (BOE): BOE is an ad-hoc web intelligence reporting
application used to create, manage, and refresh reports against WAPA's enterprise applications. fiscal year
2023 BOE activities included:

s Performed review/cleanup effort to eliminate, rename, andfor combine like reports and queries

#» Updated the knowledgeftraining classroom

#» Continued to provide support to users on standard reports, ad hoc queries, and data inquiries.

Fiscal year 2024 will imclude server upgrade from MSSQL 2016 to MSSQL 2018 followed by upgrading the
on-premises. application version from 4.2 o 4.3,

Data Warehouse: Central Data Repository (CDR): Data is copied daily into the CODR. from FIMS, BFIT, and
Maximo. WAPA's BOE system accesses the CDR data for various reporting needs.

15 (Continued)

19

Attachment



Attachment

WESTERN AREA POWER ADMINISTRATION
Management’s Discussion and Analysis (Unaudited)
Fiscal Year 2023

The following are used by WAPA but maintained outside of WAPA:

Procurement: Strategic Integrated Procurement Enterprise System (STRIPES): STRIPES is DOE's
procurement and contracts management system, automating all procurement and contract activities
associated with planning. awarding. and administering various unclassified acquisition and financial
assistance instruments. STRIPES data is transmitted o WAPA, which is uploaded into FIMS via a WAPA
process. STRIPES is integrated with STARS and IDW, STRIPES connects DOE with General Services
Administration’s (G5A) Integrated Award Environment systems, including the System for Award
Management (SAM), Federal Procurement Data Systern — Mext Generation, and SAM.gov's Contracts
Opportunities. STRIPES also interfaces with Grants gov and Unison's FedConnect.

Travel Processing: Services outsourced through the GSA's eTravel Services contract using a system called
Concur Government Edition. In fiscal year 2024, Concur will be upgraded to cloud services.

Payroll Processing: Automated Time and Attendance Production System along with internal systems for
collating intemal data, which is then cutsourced to be serviced by Defense Finance and Accounting
Service.

Analysis of Entity-specific Risks

OMB A-123 requires federal agencies to effectively identify and manage risks using an enterprise approach.
The Enterprise Risk Management (ERM) program at WAPA is responsible for supporting all business units in
assessing and managing risk. providing the leadership team with a WAPA-wide view of risks impacting
accomplishment of the mission and strategic goals, integrating risk considerations imto strategic planning,
execution and management operations, and managing risks to an acceptable level.

For fiscal year 2023, ERM has developed a risk profile that highlights seven risk categories and ten specific
risks. Figure 4 displays the impact and likelihood of each specific sk,

Figure 4: Fisk Rafng

nherent Aak Rating  Resldual Risk Rating
Rizk Category Specific Riak [ LEglhood  Impact  Ledihood
Cybamsecurty Cybersecurfy ncident Hah Hgh Modkrale
Civaie Change Recliced Hydropow o Generaion Hah Moderate Hgh
Safely and Securty Physical Attack on Criical AsGets Hgn Hn Hgh Modkrae
Safety and Secarty Safety ndent Han Ha Hgh Moderate
Phyckcal Infrastnechure Key Material Shortages Han Ha Moderate Hgh
Physkcal infrastnachure Falure of Critical Assets Hagh Moderate  Moderate Moderate
Franctal Management Financial Rk {non-fraud) Han Ha Moderate Hgh
Firancial Management Financial Risk jprocurement) Moderale  Moderate Low Lo
:.I.I::.‘I.#Iﬂ W T ETI T LA ST B IR Cantal sk _ _ ok ok
Reputatonal Falure fo Meet Requidory Colgations ~ High Moderate  Moderate  Moderale
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WESTERN AREA POWER ADMINISTRATION
Management's Discussion and Analysis (Unaudited)
Fiscal Year 2023

Risk Category 1- Cybersecurify

If unawthorized access to WAPA's information system occurs, then malicious actors could impede WAPA's
ability to operate its transmission system andfor market operations. This risk includes the potential for an
insider threat, using authorized access to systems and supply chain to compromise or cause harm to WAPA or
unintentional misuse of systems resulting in system impact or exposure to extemal breach.

WAPA's current strategy is to reduce risk through having a robust information security program that includes
continuous review of WAPA's security posture and Plan of Action and Milestones processes serve as comective
action plans for tracking and planning the resolution of information security weakness. Additionally, WAPA
continues to maintain strong partnerships with the DOE chief information officer, DOE chief information security
officer, and the intelligence community to exchange best practices and timely threat information.

Risk Category 2: Climate Change

Specific Rizk: Reduced Hydropower Generation

If prolonged drought results in constrained water resources and reduced hydropower generation, then there
may be an inability for WAPA to reliably deliver affordable, cost-based power. Extreme environmental
conditions may be coupled with operating restrictions that further reduce flexibility for operating agencies to
generate hydropower when optimal.

WAPA's current strategy is to reduce risk by managing the financial impacts of drought using the purchase
power and wheeling reserve fund to purchase altermative sources of energy. In addition, WAPA applies drought
adders and cost recovery charges to cover additional costs and adjusts contractual agreements to ensure
estimated future power sales align with projected hydropower generation. WAPA is pursuing alternative
operating scenarios in cases of severe drought and will continuously review its intemal processes and explore
ways to improve integration of severe weather and climate risks into management plans.

Risk Category 3: Safety and Security
If unauthorized intrusion or destructive acts occur at a critical substation, communications hub, or control

center, then malicious actors could impede WAPA's ability to operate its transmission system. This risk
includes the potential for an insider threat, using their authorized access to faciliies to cause harm to WAFA.

WAPA's current strategy is to reduce risk by WAPA's Office of Security and Emergency Management (OSEM)
Program ensuring activities are undertaken regularly, including, physical security risk assessments and
physical security remediation.

Specific Rizk: Safety Incident

If WAPA's ability to maintain a high level of safety is compromised, then a significant safety incident could
occur, impacting the ability to meet our mission.

WAPA's current strategy is to reduce risk by continuing to maintain a comprehensive safety and occupational
health program; activities include outreach and training io help reduce safety incidents.

7 (Continued)
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Fiscal Year 2023

Risk Category 4: Physical Infrastructure

Specific Rizk: Key Matenal Shorfages

If supply cannot keep pace with demand for critical equipment and system components (e_g., transformers,
power circuit breakers, line conductors, and critical IT software and hardware), and acquisitions are delayed or
prohibited, then WAPA's ability to replace aging equipment or construct new transmission and IT infrastructure
will be limited, increasing risk of failure, emergency response, and [T capabilities.

WAPA's current strategy is to reduce risk by increasing understanding of the current supply chain landscape
and adapt to diminished supplies of critical components by standardizing equipment requirements so commaon
parts can be shared, priortizing replacements and upgrades of the most critical systems, establishing or
reinforcing certain contract strategies to expedite acquisition, and sharing supplies with other utilities should the
availability of critical equipment pose a significant risk to grid reliability.

Specific Risk: Failure of Crifical Assels
If significant and widespread equipment failures cccur due to aging or deteriorating equipment or widespread

natural disaster events, then systemn resiliency and WAPA's ability to reliably deliver power and transmission
senvices to customers will be impacted.

WAPA's current strategy is to reduce risk by confinuing to maintain an asset management program and a
reliability centered maintenance program to evaluate electric power system assets and make investments that
increase reliability.

Risk Category 5: Financial Management

Specific Risk: Financial Risk (nonfrawd)

If WAPA's funding s uncertain or limited due to insufficient power sales and appropriations, unanticipated
costs, andior legislative or political decisions. then WAPA's ability to secure adequate funding for oparations

and maintain reserves to offset the inherent volatility of the energy commodity markets would be jeopardized,
affecting our ability to perform mission-essential functions.

WAPA's current strategy is to reduce risk by relying on WAPA's rate-making authority, comprised of 11
rate-setting projects that represent 15 multipurpose water resource projects and 3 transmission projects,
serving as the primary control point for revenues. Budget performance assessments and other financial
controls serve as govemnance to keep expenditures in check. Active management of WAPA's requested
authorities and appropriations, combined with proactive management of WAPA's reserves on-hand, enhance
the key controls available to offset financial risk.

Specific Rizk: Financial Rizk (procurement)

If intentional viclations of the procurement process occur (2.9., kickbacks, conflicts of interest, improper
invoicing. collusion, bid rigging. improper or fraudulent charges, etc.), then WAPA could experience financial
and'or business losses and disruption; reduced credibility and reputation; noncompliance with procurement
laws, regulations, policies, or procedures; and increased oversight by auditing agencies.

WAPA's current strategy is to reduce risk by continuing to conduct various routine reviews of the procurement
program including planned procurement profiles, procurement office reviews, and intermnal awdit

18 (Continued)
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Fiscal Year 2023

Risk Category 6 Human Capital Management and Diversity and Inclusion

Specific Risk: Human Capital Risk

If employee needs and labor markets continue to rapidly change, then WAPA may lose its ability to attract and
retain employees with the institutional knowledge, skills, and experise needed to deliver mission-critical
products and services in a dynamic energy industry.

WAPA's current strategy is to reduce risk by continuing to evaluate and improve its workforce planning program
to ensure the organization remains agile and adaptable to change.

Risk Category 7: Reputational

Specific Rizk: Failure fo Meet Regulafory Obligationz

If WAPA does not maintain sufficient rigor in its programs, processes, and procedures, then it may fail o meet

regulatory obligations leading to potential compromise of reliability, regulatory violations that could result in
manetary impacts, inability to meet contractual obligations, and exposure to reputational risk.

WAPA's current strategy is to reduce risk through continuously addressing Morth American Electric Reliability

Council regulatory requirements through WAPA's Reliability Compliance Program, which provides ongaoing
oversight and support in this operational area.
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Suite BOD

1225 17th Street
D, CO B0B02-EE08

Independent Auditor's Report

The Inspector General, United States Department of Energy. and

The Administrator, Western Area Power Administration:

Report on the Audit of the Cor i d Fir ial State t:

Oipiri

We have audited the consolidated financial statements of Western Area Power Administration (WAPA), which
comprise the consolidated balance sheets as of September 30, 2023 and 2022, and the related consolidated

statements of net costs, changes in net position, and custodial activity, and combined statements of budgetary
resources for the years then ended. and the related notes to the consolidated financial statements.

Im our opinion, the accompanying consolidated financial statements present fairly, in all material respects, the
financial position of WAPA as of Septermber 30, 2023 and 2022, and its net costs, changes in net position,
budgetary resources, and custodial activity for the years then ended in accordance with U.S. generally
accepted accounting principles.

Basis for Opimion

We conducted our audits in accordance with auditing standards generally accepted in the United States of
America (GAAS), the standards applicable to financial audits contained in Government Audifing Standards,
issued by the Comptroller General of the United States, and Office of Management and Budget (OMB) Bullatin
Mo, 24-01, Audit Requirementz for Federal Financial Stafements. Our responsibifities under those standands
and OMB Bulletin No. 24-01 are further described in the Auditors’ Responsibilities for the Audit of the
Consolidated Financial Statements section of our report. We are required to be independent of WAPA and to
meet our other ethical responsibilities, in accordance with the relevant ethical requirements relating to our
audits. We believe that the audit evidence we have obtained is sufficient and appropriate to provide a basis for
our audit cpinion.

Responzibilities of Management for the Consolidated Financial Sfafements

Management is responsible for the preparation and fair presentation of the consolidated financial statements in
accordance with U.5. generally accepted accounting principles, and for the design, implementation, and
maintenance of intemal control relevant o the preparation and fair presentation of consolidated financial
statements that are free from material misstatement. whether due to fraud or emor.

Auditors’ Responsibilities for the Audit of the Conzolidated Financial Stafemenis

Owr ohjectives are to obiain reasonable assurance about whether the consolidated financial stat 1t as a
whole are free from material misstatement, whether due to frawd or emmor, and to isswe an auditors” report that
includes cur opinion. Reasonable assurance is a high level of assurance butis not absolute assurance and
therefore is not a guarantee that an audit conducted in accordance with GAAS, Governmend Auditing
Standardz, and OMB Bulletin Mo. 24-01 will always detect a material misstatement when it exists. The risk of
not detecting a material misstatement resulting from fraud is higher than for one resulting from error, as fraud
may involve collusion, forgery, intentional omissions, misrepresentations, or the ovemide of intemal control.
Misstatements are considerad material if there is a substantial likelihcod that. individually or in the aggregate,
they would influence the judgment made by a reasonable user based on the consclidated financial statements.

24

Attachment



L]

In performing an audit in accordance with GAAS, Governmend Auditing Standards, and OMB Bulletin
No. 24-01, we:

» Exermise professional judgment and maintain professional skepticism throughout the audit.

# |dentify and assess the risks of material misstatement of the consolidated financial statements, whether
due to fraud or emmor, and design and perform audit procedures responsive to those risks. Such procedures
include examining. on a test basis, evidence regarding the amounts and disclosures in the consofidated
financial statements.

#  Obtain an understanding of internal control relevant to the audit in order to design audit procedures that are
appropriate in the circumstances, but not for the purpose of expressing an opinion on the effectiveness of
the WAPA's internal control. Accordingly, no such opinion is expressed.

#» [Evaluate the appropriateness of accounting policies used and the reasonableness of significant accounting
estimates made by management, as well as evaluate the overall presentation of the consolidated financial
statements.

We are required to communicate with those charged with govemance regarding. among other matters, the
planned scope and timing of the audit, significant audit findings. and certain internal control related matters that
we identified during the audit.

Required Supplementary Information

U.5. generally accepted accounting principles require that the information in the Management's Discussion and
Analysis and Required Supplementary Information sections be presented to supplement the basic consolidated
financial statements. Such information is the responsibility of management and, although not a part of the basic
consolidated financial statements, is required by the Federal Accounting Standards Advisory Board who
considers it to be an essential part of financial reporting for placing the basic conscolidated financial statements.
in an appropriate operational, economic, or historical context. We have applied certain imited procedures to the
required supplementary information in accordance with GAAS, which consisted of inquiries of management
about the methods of preparing the information and comparing the information for consistency with
management’s responses to our inguires, the basic consolidated financial statements, and other knowledge we
obtained during our audits of the basic consolidated financial statements. We do not express an opinion or
provide any assurance on the information because the limited procedures do not provide us with sufficient
evidence to express an opinion or provide any assurance.

Management has omitted qualitative and quantitative defemed maintenance disclosures that generally accepted
accounting principles, as established by the Federal Accounting Standards Advisory Board (FASAB), require to
be presented to supplement the basic consclidated financial statements. Such missing information, although
niot a part of the basic consolidated financial statements, is required by the FASAB who considers it to be an
essential part of financial reporting for placing the basic consolidated financial statements in an appropriate
operational, economic, or historical context. Our opinion on the basic consolidated financial stat: nts. is mot
affected by this missing information.

Oiher Infarmation

Management is responsible for the other information included in the Agency Financial Report (AFR). The other
information comprises the Table of Contents, Message from the Administrator, and Management's Assurances
but does not include the consolidated financial statements and our awditors’ report thereon. Our opinion on the
consolidated financial statements does not cover the other information, and we do not express an opinion or
any form of assurance thereon.

pea
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In connection with cur audit of the consolidated financial statements, our responsibility is to read the other
information and consider whether a material inconsistency exists between the other information and the
consolidated financial statements, or the other information otherwise appears to be materially misstated. If,
based on the work performed, we conclude that an uncormected material misstatement of the other information
exists, we are required to describe it in our report.

Report on Internal Control Over Financial Reporting

In planning and performing ocur audit of the consolidated financial statements as of and for the year ended
September 30, 2022, we considered WAPA's internal control over financial reporting (intemnal control) as a
basis for designing audit procedures that are appropriate in the circumstances for the purpose of expressing
our opinion on the consolidated financial statements, but not for the purpose of expressing an opinion on the
effectiveness of WAPA's internal control. Accordingly, we do not express an opinion on the effectiveness of the
WAPA's intermal control. We did not test all intermal controls relevant to operating objectives as broadly defined
by the Federal Managers" Financial Infegrity Acf of 1982

Owr consideration of internal control was for the limited purpose described in the preceding paragraph and was
not designed to identify all deficiencies in intermal control that might be material weaknesses or significant
deficiencies and therefore, material weaknesses or significant deficiencies may exist that were not identified.
However, as described below, we identified certain deficiencies in intemnal control that we considerto be a
material weakness and significant deficiency.

A deficiency in intemal control exists when the design or operation of a control does not allow management or
employees, in the normal course of performing their assigned functions, to prevent, or detect and comect,
misstatements on a timely basis. A material weakness is a deficiency, or a combination of deficiencies, in
intemnal control, such that there is a reasonable possibility that a materal misstatement of the entity’s financial
staterments will not be prevented, or detected and comrected, on a timely basis. We consider the deficiencies
described below as item 23-WAPA-DZ to be a material weakness.

23-WAPA-02 Controls over Financial Reporting

While WAPA's stand-alone statements are designed to conform to FASAB and OMB Circular A-138
requirements, WAPA's existing procedures and controls are not designed to accommodate the dramatic
deviations from the U.5. Department of Energy {Department) reporting package. WAPA's existing financial
reporting process includes monthly and quartery standard checks and adjustment checklists, prepared to
confirm that all pericd-end activities are completed for financial reporting purposes. WAPA also prepares.
analytics to identify unusual or unexpected activity.

We identified the following conditions that, taken together, are considered material to the financial statements:

»  WAPA management did not have a formal, documented process to support the development of the AFRL
We identified approximately $450 million, gross, in activity reported on the statement of net cost that was
niot in compliance with FASAB, OMB Circular A-128, or the U.S. Standard General Ledger Crosswalk. We
proposad, and management corected, adjustments to the AFR.

# The Business Objects Explorer (BOE) query WAPA used to convert the fiscal year 2023 trial balance into
the finamcial statements was only partially mapped to the extensive level of disaggregation in the
stand-alone financial statements, and certain accounts required manual intervention to avoid conflicts with
the U.5. Standard General Ledger Crosswalk. We identified approximately $20 million within the statement
of presentation that was not mapped propery. We proposed, and management comected, adjustments to
the AFR. In addition, we identified multiple instances where the BOE guery used to prepare the financial
staternents did not match the mapping decision document prepared by WAPA.
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#  The checklists and analytics are performed at the caption subtotal level consistent with Department
financial reporting. but the form and content of the stand-alone financial statements and related footnotes
include multiple levels of disaggregation that are not subjected to these activities.

s There is no review and approval process for the stand-alone AFR. We identified approximately $150 million
in variances between the draft financial statements and related footnotes. We proposed, and management
comected, adjustments to the AFR.

#»  While WAPA has a database of required maintenance activities, both preventative and comective, and work:
order flow is formalized in the Maximo Business Rule, 1.01 Work Order Management, we identified the
following conditions:

WAPA's Required Supplemental Information section of the AFR did not include any of the required
qualitative disclosures regarding deferred maintenance required under Statements of Federal Financial
Accounting Standards (SFFAS) No. 42.

WAPA does not have a formal method of measuring defermed maintenance as defined under SFFAS
No. 42,

WAPA does not have a policy or procedure consistently applied across the organization for ranking and
priortizing or scheduling and assigning due dates for maintenance and repairs activities. Consequently,
WAPA does not have a reliable method to ascertain whether the maintenance and repairs have been
delayed for a future period.

Recommendations
We recommend that the Vice President of Finance and Accounting, WAPA:

Establish formal policies and procedures addressing financial reporting considerations in WAPA's
stand-alone AFR.

Implement modifications to BOE to reduce manual intervention in account mapping to the financial
statements.

Implement checklists and analytics at the disaggregated financial statement caption level, and the
related footnotes, to ensure intemnal consistency and proper mapping of the trial balance to the financial
statements.

Implement formal review and approval controls over the AFR.
Work with WAPA's asset management office to establish a formal, consistent method for measuring,

ranking and prioritization. and scheduling of maintenance and repairs WAPA-wide to satisfy the
requirements of SFFAS Mo. 42 and relating Required Supplemental Information disclosures.

Management's Response
WAPA concurs with the finding and recommendations and will enhance procedures prior to completion of the
fiscal year 2024 financial reporting to include:

2.

Accounting and Reporting will modify Quarter 3 and Quarter 4 period-end checklists and analytics to be
in conformity with Federal statements.

Accounting and Reporting will perform a detailed review of the BOE query mapping to ensure
compliance with the U.5. Standard General Ledger for fiscal year-end.
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3. Accounting and Reporting will create a fooinote discloswre checklist and ensure footnote preparation is
prepared and reviewed by separate individuals, with appropriate signatures, for fiscal yearend.

4. Accounting and Reporting, in coordination with Governance and Policy, will provide guidance to the
Asset Management office on deferred maintenance reporting requirements. for power systemn related
assets listed in their Asset Management porifolio.

5. The Asset Management office will establish a consistent process for measuring, ranking and
priortization, and scheduling of maintenance and repairs of power system related assets listed in their
Asset Management portfolioc WAPA-wide.

A significant deficiency is a deficiency, or a combinafion of jencies, in intemnal control that is less severe
than a materal weakness, yet important enough to merit attention by those charged with governance. We
consider the deficiency described below as item 23-WAFA-01 to be a significant deficiency.

23-WAPA-01 Controls over Manual Journal Entries

During walkthroughs and related audit procedures for WAPA's fiscal year 2023 financial statement audit, we
identified that manual journal entries recorded by WAPA's varous budget offices did not require or enforce:
segregation of duties. Hundreds of entries are recorded annually by budget personnel across the organization.
While regional budget personnel are limited o certain cash, liabilities, equity, and budgetary accounts, budget
personnel at WAPA's Headquarters can prepare and post transactions to any general ledger account.
However, supervisory review was not performed, and sufficient alternative controls were not in place to address
the risk of fraud or emor, for all budget entries recorded at WAPA. While WAPA's finance and accounting
function at Headquarters did perform certain budgetary to proprietary tie-point analyses; cash, wamant, and
account balancing: and fluctuation analytics, these activities were either (a) not performed at a precision level
necessary to prevent or detect fraud or other misstatements or (b) did not address the risk that budget
personnel can record entries to both budgetary and proprietary accounts.

Recommendation
We recommend that the Vice President of Finance and Accounting., WAPA:

6. Establish policies and procedures to require appropriate segregation of duties relating to all manual
jounal enfries, including those initiated and recorded by WAPA's budget offices.

Management’s Response

WAPA concurs with the finding and will modify the Financial Information Management System journal voucher
workflow to ensure all joumnal vouchers are processed with appropriate segregation of duties and levels of
approval as soon as practical. In addition, WAPA will investigate implementation of Cracle Federal
Administration module to process budgetary entries more efficientty and ensure appropriate segregation of
duties and approval controls are in place. Implementation of the Financial Information Management System
journal voucher workflow modification and Oracle Federal Administration module may take time. During the
implementation process, WAPA will monitor joumnal voucher activity to ensure transactions are appropriate. We
anticipate having the Financial Information Management System journal voucher workflow comection
implemented during the first quarter of fiscal year 2024.

Report on Compliance and Other Matters

As part of obtaining reasonable assurance about whether WAPA's consolidated financial statements as of and
for the year ended September 30, 2023 are free from material misstatement, we performed tests of its
compliance with certain provisions of laws, regulations, contracts, and grant agreements, noncompliance with
which could have a direct and material effect on the consolidated financial statements. However, providing an
opinion on compliance with those provisions was not an objective of our audit, and accordingly, we do not
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express such an opinion. The results of our tests disclosed no instances of noncompliance or other matters that
are required to be reported under Government Audifing Standards or OMB Bulletin Mo. 24-01.

We also performed tests of WAPA's compliance with certain provisions refermed to in Section 803(a) of the
Federal Financial Management Improvement Act of 1996, Providing an opinion on compliance with the Federal
Financial Management improvement Act of 1996 was not an chjective of our audit. and accordingly, we do not
express such an opinion. The results of our tests disclosed no instances in which WAPA's financial
management systems did not substantially comply with the (1) Federal financial management systems
requirements, (2) applicable Federal accounting standards, and (3) the United States Government Standard
General Ledger at the transaction level.

WAPA's Response to the Findings

Govemment Auditing Sfandards requires the auditor to perform limited procedures on WAPA's responses to
the findings identified in our audit and described previously. WAPA's responses were not subjected to the other
auditing procedures applied in the sudit of the consolidated financial statements and, accordingly, we express
no opinion on the responses.

Purpose of the Reporting Required by Government Auditing Standards

The purpose of the communication described in the Report on Internal Control Over Financial Reporting and
the Report on Compliance and Other Matters sections is solely to describe the scope of our testing of intemal
control and compliance and the results of that testing. and not to provide an opinion on the effectiveness of
WAPA's intemal control or compliance. Accordingly, this communication is not suitable for any other purpose.

KPMa LIP

Demver, Colorado
May 31, 2024
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WESTERN AREA POWER ADMINIZ TRATION
Corsolidated Balance Sheets
September 30, 2023 and 2022

{in thousamds)

Accetn
assebs:
Fund baiance wih Treasury — budgetary inote 1ic])
Fund baiance win Treasury — nonbudgetary (note 1ic)
Total fund balance with Tressury (Ross 3)
ArTounts receivabies, net (rote 4)
Total niragovernmental assefs

W the pubic:
Acrounts recsivabies, net (mobe 41

Total general propery, plant, and squipment, rst (note &)
‘Cmer azsets:
Reguiziony assets inoie 8)
Power nghts, net
Ofer
‘Contributed power rights, net
Total other assets (note 7)
Total with e public azsats
Total azssets
Liabilitties.

Intragovermmentsl labiftes:
Arcounts payabie
Dbt (rote 10)
Advances from others and defered revenue
‘Oter labifties:
Agpropriated debt
Omer

Total other labiites (note 125

Total niragovernmental iasiities

W I pbilic
Arcounts payabie
Frderal detd and Imersst paysbie (mobe 10)
Federal empioyes benedts
Environmental and disposal Babilfes inote 11}
Advances from others
‘Cifver labilites (mode 12)

Total wih the public lablities
Total kabiltes (note 53

Net posion:
Unexpended approprations
‘Cumuiative resulis of operafions

Total net positon
Total kabilties and net pasiton

See accompanying notes o fnancial statements.

30

2023 Frr]
¥ 2,08£822 1,372,336
1,758,180 4,885,287
3,842,802 3,257,613
38,250 57,278
3,881,092 3,344,851
135,186 453,217
32,335 35,551
2,141,347 2,472,988
248,513 196,241
374,828 368,744
116,073 408,307
2,880,868 2,796,881
THE4T B4,57%
86,022 85,037
93239 2,436
1738 4,850
175,707 458,512
3,204 535 3,138,201
] 7,105,788 554053
3 3334 3,536
76,153 TE,153
£E2
1,846,531 1,311,248
33,113 12,288
1,885,650 4,373,833
1,965,763 1,405,584
78,038 08,054
35,615 40,246
33460 30,358
33,657 228
213,197 131,716
22511 20,485
415,578 35306s
2,382,347 4,755,043
180,424 164,523
4523017 4,530,130
4723 4,555,043
5 7,105,788 5454052
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WESTERN AREA FOWER ADMINISTRATION
Consolidated Statements of Met Cost
Years ended September 30, 2023 and 2022

Attachment

{In thowrsands)
2023 2022
Major programs:
Hydroelectric power and transmission program costs:
Operations and maintenance 5 304 5B4 361 546
Purchase power 5 .-
Purchased fransmission services 289,730 301,833
Depreciation 105.218 08,143
Interest on appropriated debt 14,531 15877
ABowance for funds wsed during construction (7,188} (7,787}
Met interest to LS. Treasury 7335 3,180
Interest on lang-term debt 1,407 1,753
Total hydroelectric power and transmission program costs 1,214,472 1,147,013
Less: eamed revenues:
Sales of electric power (805,101} (306,325)
Transmission and other operating revenues (B84.176) (636.213)
Total hydroelectric power and transmission eamed revenues {1,289.277) {1.032,638)
Met cost of hydroelectric power and transmission (54 BOS) 114 375
1Other programs:
Transmission infrastructure program:
Program costs 8,135 8,240
Less: eamed revenues (8,648) (B.180)
Met cost of transmission infrastructure program 458 50
Resmbursable programs:
Program costs 233,738 282,600
Less: eamed revenues (283,785) (282 552)
Met cost of reimbursable programs {57) a7
Cither programs:
Program costs 17,230 19,867
Less: eamed revenues |14} [18)
Met cost of other programs 17.218 19.930
Costs applied to reduction of legacy environmental Eabilities — B
Met costs of operations 5 {37.157) 134,428

See accompanying notes to financial statements.
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WESTERN AREA POWER ADMINISTRATION
Consolidated Statements of Changes in Net Position

Years ended September 30, 2023 and 2022
{In thousands)

Unexpended appropriations:
Beginning balances
Appropriations received
Appropriations transferred — out
Other adjustments
Appropriations used
Met change in unexpended appropriations
Total unexpended appropriations
‘Cumulative results of operations:
Beginning balances
Appropriations used
Monexchange revenue
Transfers — in {out) without reimbursement:
Generating agency wamant transfers
Other transfers
Total transfiers — (out) without reimbursement

Donations and forfeitures of property
Imputed financing
Other:
Generating agency revenue transfers (note 1(n})
Imigation assistance (note 14(b))
Constructive retums
Appropriations received
Miscellaneous.
Met costs of operations
Met change in cumulative results of operations
Total cumulative results of operations
Met position

See accompanying notes to financial statements.
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H

Funds from
dedicated collections
2023 2022
164,023 —
520,000 500,000
— (1,000}
— 1,503
(504,420) (335,580)
15,501 164,923
180,424 164,923
4,530,120 4,609,587
504,420 335,580
k] —
(106,821) (107,278)
205 —
(106,816} (107,278}
18,408 16,160
13,6861 10,265
83,451 208,260
(21,798) —
RGN 1,808
(520,000} (500,000)
21 (855)
37157 (124.438)
12,807 (169,467}
4,543,017 4,530,120
4,723,441 4,605,042
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WESTERN AREA POWER ADMINISTRATION
Combined Statements of Budgetary Resources.

Years ended September 30, 2023 and 2022
{In thousands)

Budgetary resources:
Unobligated balance from prior year budget authority, net
Appropriations
Spending authority from offsetting collections
Total budgetary resources

Status of budgetary resources:
Mew obligations and upward adjustments (total)
Unobligated balance, end of year:
Apportioned, unexpired accounts
Unapporticned, unexpired accounts
Unobligated balance, end of year (total)
Total budgetary resources
Outlays, net:
Outlays, net (total)
Distributed offsetting receipts
Agency outlays, net

See accompanying notes to financial statements.
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H

2023 2022
007,642 673,385
618,060 500,000

1,624,246 1,085,812

3,150,848 2,340,197

1,501,722 1,446,732

1,212,381 708,646
436,745 193,819

1,640,126 002,465

3,150,848 2,340,107

(87,337) 217,644
[72.814) (200.262)
(189.851) (81,608)
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WESTERN AREA POWER ADMINISTRATION
Consolidated Statements of Custodial Activities.
Years ended September 30, 2023 and 2022

{In thousands)
2023 2022
Sources of collections:
Cash collections:
Miscellaneous ] 175,284 154,758
Total cash collections 176,284 154,758
Accrual adjustment (510} (B20)
Total custodial revenue ] 174,774 152,038
Dispaosition of revenue:
Transfers to others:
Department of Treasury ] (533) {775)
Bureau of Reclamation (174,751) (153.984)
Decrease in amounts to be fransfemed 510 820
Total disposition of revenues (174,774) {153,938)
Met custodial activity 5 — —

See accompanying notes to financial statements.
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WESTERN AREA POWER ADMINISTRATION
MNotes to the Consolidated and Combined Financial Statements.
September 30, 2023 and 2022

{1} Summary of Significant Accounting Policies
(a) Reporting Entity
Westemn Area Power Administration (WAPA) is a power marketing administration within the U.S.
Department of Energy (D0E) that markets and transmits wholesale electrical power across 15 western
states through an integrated 17,000-plus circuit-mile. high-voltage transmission system.

WAPA delivers power from 11 rate-setting projects that encompass both WAPA's transmission facilities
and the power-generating facilities owned and cperated by the Bureau of Reclamation (BOR), the
Army Corps of Engineers (COE) and the Intemnational Boundary and Water Commission (IBWC)
(collectively — Generating Agencies). These projects are made up of 15 multipurpose water resource
projects and three transmission projects.

Facilities Use | Mulitpurpose | Transmission

Project Rate Setting Charge Water Only
Boulder Canyon Project x x
‘Cantral Anizona Project x Ed
ParkerDanis Project x x
Pacific NW-5W Intertie - DEW X =
Electrical District 5-+to-Palo Verde Hub x ®
Central Valley Project x x
‘Washoe Pmoject x
Salt Lake City Integrated Projects x

Dolories Project x

‘Colorado River Storage Project x

Seadskades Project x

‘Colbran Project x

Fio Grande Project x
Falcon-Amistad Project x x
Prowo River Project x x
‘Olmsted Project X x
Loweland Ares Projects x

Fryingpan-Arkansas Project x
Pick Sloan Westerm Division x

Pick Sloan Eastem Division X x

The financial statements contain four primary program activities: Hydroelectric Power and
Tramsmission, Transmission Infrastructure Program (TIP), Reimbursable and Other.

(i) Hydroeleciic Power and Transmizsion

Hydroelectric Power and Transmission activity represent WAPA's marketing and distribution of
hydroelectric power generation, supplemental power, fransmission, and ancillary services for the
15 multipurpose water resource projects and the Desert Southwest Pacific WW-5W Intertie
transmission project that have received appropriations requiring repayment. Rates are set o
recover costs associated with power delivery, fransmission and ancillary services, such as annual

3 (Continued)
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(i)

WESTERN AREA POWER ADMINISTRATION
MNotes to the Consolidated and Combined Financial Statements.
September 30, 2023 and 2022

operating costs, transmission construction costs and specific multipurpose costs associated with
recovering the federal investment in WAPA and power allocated generation facilities, with interest,
and legislatively assigned costs to power for repayment.

The program is cost based and as such seeks to recover costs imcurmed or statutorily allocated to
power customers. Rates for power and transmission customers are established by project. or a
collection of projects, to ensure cost recovery of both WAPA and power allocated costs of
Generating Agencies. Operating, purchase power, purchased transmission and interest expenses
are estimated to be recovered in cument rate and trued up in subsequent rates. Plant assets are
generally recovered over the lesser of estimated wseful life or 50 years. Congressional
appropriations for asset purchases and deficits bear interest at rates set by |aw or administrative
orders until repaid.

The statement of net cost reports WAPA costs and legis|atively assigned generation costs. The
sale of electric power in the consolidated statements of net cost reports gross revenues collected
for recovery of WAPA costs. Power revenues are derived from bundled rates that include collection
for bath energy and transmission. The portion of power revenues collected for the recovery of
Generating Agencies costs are separately reported as custodial collections in the consolidated
statements of custodial activity.

Rewvenues collected for plant repayment are allocated to highest interest-bearing assets first which
may result in uneven revenue distributions between WAPA and the Generating Agencies
year-over-year and WAPA's net cost of operations. Additionally, the timing of purchase power costs
and recovery may fluctuate year-over-year due to drought conditions, operating performance, and
timing of rate adjustments.

Tranzmizgion nfraztructure Program (TIF)

TIF activity represents WAPA activity related to Section 402 of the American Recovery and
Reinvestment Act of 2009 (Recovery Act), Public Law Mo. 111-5, which was signed into law on
February 17, 2008. Section 402 of the Recovery Act added Section 301 to the Hoover Power Plant
Act of 1984 (Public Law Mo. 88-381) giving WAPA's Administrator the discretion to bommow up to
$3.25 bilkion from the LS. Treasury for the purposes of (1) constructing, financing, facilitating,
planning, operating, maintaining, or studying construction of new or upgraded electric power
transmission ines and related facilities that have at least one terminus within the area served by
WAPA and (2) delivering or facilitating the delivery of power generated by renewable energy
resources constructed or reasonably expected to be constructed after the Recowery Act was
enacted.

TIF activity includes revenues and expense of the Electric District 5-to-Palo Verde Hub project
{EDS PVH) funded by the Recovery Act

Reimburzable Acfivity
Reimbursable activity represents agreements WAPA has with federal and non-federal customers to

provide service on a fee basis for purchase power under agreements contracted outside of the rate
setting process, transmission interconnections and maintenance. Activity includes reimbursement

32 (Continued)
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WESTERN AREA POWER ADMINISTRATION
MNotes to the Consolidated and Combined Financial Statements.
September 30, 2023 and 2022

from BOR for transmission maintenance for the Boulder Canyon and Central Arizona Projects
since BOR receives budget authority and has repayment obligation for both projects.

(v} Other Activity

Other activity represents WAPA activity that is not reimbursable through the rate process or
reimbursable agreements and include congressional funding for specific activities.

(b} Basis of Accounting

(e

The accompanying financial statements have been prepared to report the financial position, net cost,
changes im net position, budgetary resources, and custodial activities of WAPA. These financial
statements have been prepared from the books and records of WAPA in accordance with generally
accepted accounting principles promulgated by Federal Accounting Standards Advisory Board
(FASAB) and presentation guidelines in Office of Management and Budget (OMB) Circular Mo. A-136.
The accounting standards require all reporting entities to disclose that accounting standards allow
cerain presentations and disclosures to be modified, if needed, to prevent the disclosure of classified
information.

Transactions are recorded on the accrual and budgetary bases of accounting. Under the accrual basis,
revenues are recognized when eamed and expenses are recognized when liabilities are incurred,
without regard to receipt or payment of cash. Budgetary accounting facilitates compliance with legal
constraints and controls ower the use of federal funds. All material inter-entity balances and
transactions have been eliminated in the consolidated balance sheets, statements of net cost,
statements of changes in net position. and statements of custodial activities. The statements of
budgetary resources (SBR) are prepared on a combined basis and do not include inter-entity
eliminations.

Throughout these financial statements, assets, liabilities, eamed revenue, and costs have been
classified according fo the type of entity with which the fransactions were made. Intragovernmental
assets and liabilities are those from or to other federal entities.

Fund Balance with U.5. Treasury

Budgetary fund balance with U.S. Depariment of the Treasury (U.5. Treasury) (FBWT) represents
special expenditure funds and revolving funds that are available to pay current liabiliies and finance
authorzed purchases. Monbudgetary fund balance with U_S. Treasury represents special fund receipt
accounts, depaosit funds, and clearing and suspense account balances awaiting disposition or
reclassification.

Disbursements and receipis are processed by the U.S. Treasury, and WAPA's records are reconciled
with those of the .S, Treasury.

(d} Aceounts Receivable, Net

Intragovernmental accounts receivable represents amounts due from other federal agencies.
Receivables due from the public and from federal agencies are stated net of an allowance for
uncollectible accounts. The estimate of the allowance is based on experience in the collections of
receivables and an analysis of the outstanding balances (note 4).
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WESTERN AREA POWER ADMINISTRATION
Motes o the Consolidated and Combined Financial Statements
September 30, 2023 and 2022

(e) Imverntory, Nef
Imventory is recorded at cost and consists of operating materials, supplies, and minor equipment held
for future wuse in connection with construction or maintenance.

(1 General Property, Plant, and Equipment, Net
Property, plant, and equipment (PP&E) that are purchased, constructed, or fabricated inthouse,
including major modifications or improvements, are capitalized at cost. Contributed PP&E is capitalized
at estimated fair market value. WAPA capitalizes all costs associated with wtility plant and real property.
WAPA's threshold for capitalization is $25,000 and $150,000 for equipment and software, respectively.

Utility plant includes transmission ines, substations, buildings, and related components. Costs include
direct labor and materials; payments to contractors; indirect charges for engineering, supernvision, and
overhead; and interest during construction. The costs of additions, major replacements and
betterments are capitalized, whereas repairs and maintenance are charged to operation and
maintenance expense as incumed. Utility plant assets are depreciated using the straight-line method
over the estimated service lives ranging from 5 to 50 years.

Utility plant is capitalized at the time a project or feature of a project is deemed o be substantialty
complete. A project is substantially complete when it is providing benefits and services for the intended
purpose, and is generating project purpose revenue, where applicable.

Other PP&E consists of moveable equipment and intemnal use software. Moweable equipment cranes,
energy testing equipment, helicopters, trucks, woodchippers and computers. Moveable equipment is
depreciated wsing the straight-line method over the estimated service lives ranging from 3 to 20 years.
Internal use software includes software purchased from commercial vendors “off the shelf” and
intemally developed software. Intermnal use software is depreciated over five years, using the
straight-line method.

(g) Regulafory Assetis
WAPA has elected to record certain amounts as assets in accordance with Financial Accounting
Standards Board (FASB) ASC Topic 880, Reguizfed Operations. FASAB Statement of Federal
Financial Accounting Standard (SFFAS) 24 allows application of FASE standards when a transaction
or event is not specified by FASAB standards, and a FASE standard more appropriately meets the
entity’s unique financial reporting objectives.
WAPA is not a public utility within the jurisdiction of Federal Energy Regulatory Commission (FERC)
under the Federal Power Act. The Secretary of Energy. through the Under Secretary for Science (and
Energy) and the Assistant Secretary for Electricity, has delegated authority to WAPA's Administrator to
confirm, approve, and place info effect on an interim basis power and transmission rates for the
individual power systems included in the consolidated financial statements. FERC has the exclusive
authority to confirm, approve and place into effect on a final basis, and to remand or to disapprove
rates developed by WAPA's Administrator.

Regulatory assets are assets that result from rate actions of WAPA's Administrator and other
regulatory agencies (note 8) and relate to the Hydroelectric Power and Transmission program. These
assets arise from specific costs that would have been included in the determination of net cost in one
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Motes o the Consolidated and Combined Financial Statements
September 30, 2023 and 2022

pericd but are deferred for purposes of developing rates to charge for services. WAPA defers costs as
regulatory assets enabling the costs to be recovered through the rates during the pericds when the
costs are scheduled to be collected from customers. This ensures the matching of revenues and
EXpENSes.

(h} Power Rights

m

WAPA capitalizes all costs associated with power rights. Purchased power rights are capitalized at
cost. Contributed power rights are capitalized at estimate fair market value. Power rights are amortized
using the straight-line method over the lesser of the contract term or 40 years.

Liabilities
Liabilities represent amounts of monies or other resources to be paid by WAPA because of a
transaction or event that has already occumed.

Advances From Others

Customer advances represent the balance of advance payments received from power customers under
agreements for purchase power and wheeling, construction. operation and maintenance or other
fumished items. Subsidiary accounts are maintained by customer to reflect the status of each advance.
Customer advances also include revenue financing contracts that provide advanced customer funds in
exchange for revenue credits on future power bills up to the amount of the advanced funds and, if
applicable, any interest or fees.

(k) Appropriated Debt

m

Appropriated debt represents the unpaid balance of appropriations for purchase power and
construction, operation and maintenance of power facilities, related interest, tfransfers of property and
services and post-retirement benefits due the ULS. Treasury General Fund (note 12). Interest on the
unpaid federal investment and cost of post-reti it benefits are d anmually. WAPA generally
sets its rates to recover the construction costs within a 50 year pericd. Replacements are generally
expected to be repaid over their estimated useful service lives. There is no requirement for repayment
of a specific amount of federal investment on an annual basis.

Federal Employes Benefits Payable

(i} Federal Employees Compenzation Act
The Federal Employees’ Compensation Act (FECA) actuanial liability represents the liability for
future workers’ compensation benefits, which includes the expected liability for disability, survivors,
and medical benefits to employees who are injured, or become ill, in the course of federal
employment and to the survivors of employees killed on the job. This lability is calculated annually
by the Department of Labor (ML) and allocated by DNOE to WAPA for financial reporting purposes.
The FECA actuarial iability has been defemed as a regulatory asset (note 8), while the current
amoumnts are expensed.

(i) Accrued Annual, Sick, and Ofher Leave

Federal employees’ annual leave is accrued as it is eamed. and the accrual is reduced annually for
actual leave taken. Each year, the accrued annual leave balance is adjusted to reflect the latest
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pay rates. To the extent that curment year or prior year appropriations are not available to fund
annual leave eamed but not taken, funding will be obiained from future financing sources.

Sick leave and other types of non-vested leave are expensed as taken. Accrued annual leave, not
funded by revolving funds, has been deferred as a regulatory asset (note B).

(m) Retirement Plans and Other Post Retirement Benefiis

There are two primary retirement systems for Federal employees. Employees hired prior to January 1.
1984, may participate in the Civil Service Retirement System (CSRS). On January 1, 1824, the Federal
Employees Retirement System (FERS) went into effect pursuant to Public Law 83-335. Most
employees hired after December 31, 1883, are automatically covered by FERS and Social Security.
Employees hired prior to January 1, 1884, elected to either join FERS and Social Security or remain in
CSRS. All employees are eligible to contribute to the Federal Thrift Savings Plan (TSP). For employees
covered by FERS, a TSP account is automatically established to which the WAPA is required to
confribute one percent of gross pay and match employee contributions up to an additional four percent.
For most employees hired since December 31, 1883, WAPA also contributes the employer's matching
share for Social Security. WAPA does not report CSRS or FERS assets, accumulated plan benefits, or
unfunded liabilities, if any, applicable to its employees. Reporting such amounts is the responsibility of
the Office of Personnel Management (OPM).

Other postretirement benefits administered and partially funded by OPM are the Federal Employees
Health and Benefits Program (FEHB) and the Federal Employee Group Life Insurance Program
(FEGLI). FEHB is calculated st $9,640 and 38,775 per employee in fiscal years 2023 and 2022,
respectively, and FEGLI is based on 0.02% of base salary for each employes enrolled in these
programs.

WAPA records an imputed financing source (see note 1(n)) and a program expense equal to the
difference between its confributions to federal employee pension and other retirement benefits and the
estimated actuarial costs as computed by OPM for all programs except Hydroelectric Power and
Transmission program. For the Hydroelectric Power and Transmission program, the difference is
recorded as an increase in appropriated debt and the program expense is recovered in rates. WAPA's
contributions for the two plans amounted to $41.0 million and $38.9 million for the years ended
September 30, 2023 and 2022, respectively. WAPA recorded an expense for pension and other
postretirement benefits of $17.2 million and $11.7 million for the years ended September 30, 2022 and
2022, respectively.

(n) Revenue and Other Financing Sources
Exchange and Non-Exchange Revenues: In accordance with FASAB accounting standards, WAPA
classifies revenues as either exchange (eamed) or non-exchange. Exchange revenues are those that
derive from transactions in which WAPA provides goods and services to the public or another
gowernment entity at a price. These revenues are presented on the consolidated statements of net cost
and serve to offset the costs of these goods and services.

Mon-exchange revenues result from donations to WAPA and derve from WAPA's soversign right to
demand payment, including fines and penalties. These revenues are not considered to reduce the cost
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of operations and are reported on the consolidated statements of changes in net position. Penalties are
in other revenues.

Generating Agency Collections: WAPA bills and collects electric power revenues to cover
Generating Agency power allocated costs including utility plant repayment, interest, operation, and
maintenance expenses. WAPA incurs virtually no costs associated with these revenues and,
consequently, these revenues are reported as custodial collections and distributions in the consolidated
statements of custodial activiies (note 17). In certain cases, advances to cover the Generating Agency
power allocated costs are collected direcly by the Generating Agency from the customer and bill
credited by WAPA. Since these revenues are collected directty by the Generating Agency, these
revenues are excluded from the consolidated statements of custodial activifies.

Certain electric power revenues collected to recover Generating Agency costs ocours within the
Reclamation Fund, which is managed by WAPA. Since FBWT within the Reclamation Fund is recorded
in WAPA s consolidated balance sheets, these revenue collections are retained by WAPA and are
reported as revenue allocations from generating agencies as a financing source in the consolidated
statements. of net position.

The below table displays total exchange revenue reported by WAPA less the revenue associated with
generating agency collections in the four primary program activities as of September 30, 2023 and
2022 (in thousands):

2023
Hydro TIP Reimbursable  Other Total

Sales of electric power 5 851302 3 205932 31,153 1.188.510
Transmission and other

operating revenues 664 178 648 77863 14 750,600
Total WAPA bllings 1,815,588 B.G7Y 283,785 3,187 1,830.208
Less:

Bill credits on customer

advances (118,832) — — — (118.832)

Financing sources (83,451) — — — (83.451)

Revenue allocation (320) — — — {320)

Cusiodial revenue {143 538) (33} — (31 153) [174.774)
Total eamed revenues. 5 1202077 8,048 283,785 14 1,661,732
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2022
Hydro TIP Reimbursable  Other Total

Sales of electric power 5 BM572 3 104 387 43,045 1,082,047
Transmission and other

operating revenues 313 6,180 BB 155 18 T3I06TE
Total WAPA bilings 1,460,885 6223 282,552 43,082 1702723
Less:

Bill credits on customer

advances (130,80a) — — — (130.806)

Financing sources {208, 230) — — — (209.220)

Revenue allocation 22710 — - 2710

Custodial revenue {110,861} (33) — (43,045) (153 830)
Total eamed revenues 5 1032433 5,180 282 552 18 1,321,308
Appropriati - WAPA i funding needed to perform its mission through Congressional

appropriations. These appropriations may be used, within statutory limits, for operating and capital
expendiures. These funds are made available to WAPA until expended. Reimbursable Hydroelectric
Power and Transmission program appropriations are reported as an increase in appropriated debt in
the consolidated balance sheets.

Imputed Financing Sources: In certain instances, program costs of WAPA are paid out of the funds
appropriated to other Federal agencies. For example, certain costs of retirement programs are paid by
OPM. When costs are incurred by other Federal entities because of WAPA's programs, WAPA
recognizes these amounts on the consolidated statements of net cost. In addition, these amounts are
recognized as imputed financing sources on the consclidated statements of changes in net position.

(o) Net Cost of Operations

Program costs are summarized in the consolidated statements of net cost by programs. Full costs are
reduced by exchange (eamed) revenues to amive at net operating cost.

{p) Interest on Appropriated Debf

Interest, a component of appropriated debt, is accrued annually based on Federal statutes and project
legislation. Such interest is reflected as an expense in the consolidated statements of net cost within
the Hydroelectric Power and Transmission program. WAPA calculates interest annually based on the
unpaid balances owed to the U.5. Treasury using rates set by law, administrative orders following law
or administrative policies. Interest rates on unpaid balances ranged from 2.50% to 11.38% for the years
ended September 30, 2023, and 2022,

Funding received from the Reclamation Fund and related interest is not reported as appropriated debt
since the Reclamation Fund is managed by WAPA and all intra-fund activity is eliminated in the
consolidated statements of net cost (note 12).
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As provided by Federal law, interest is not assessed on unpaid balances in imigation faciliies
anticipated to be repaid through power sales (note 15(k)).

(q) Allowance for Funds Used During Consfruction

Allowance for funds used during construction (AFUDC or interest during construction) represents
interest on funds bormowed from the U.S. Treasury during the construction of wtlity plant. WAPA
caloulates AFUDC based on the average annual outstanding balance of construction work in progress
and is calculated through the date in which assets are placed in service. AFUDC is capitalized and
depreciated over the underlying asset's estimated useful life (note 1(f)). Applicable interest rates
ranged from 3.009% to 8.21% for the years ended September 30, 2023, and 2022, depending on the
year in which construction of utility plant was initiated and requirements of the authorzing legislation.

{r] Funds From Dedicafed Collections

Funds from dedicated collections are financed by specifically identified revenues provided to the
government by non-federal sources, often supplemented by other financing sources, which remain
available over time. These specifically identified revenues and other financing sources are required by
statue to be used for designated activities, benefits, or purposes, and must be accounted for separately
from the govermnment's general revenues. WAFPA's predominate source of funding is from dedicated
collections and all activity is reported as funds from dedicated collections in the consolidated
statements of net position.

(s) Use of Estimates

The preparation of financial statements requires management to make estimates and assumptions that
affect the amounts reported in the financial statements and accompanying notes. Significant items
subject to such estimates and assumptions include the useful ives of completed utility plant
allowances for doubtful accounts; employee benefit obligations; environmental cleanup labiliies; and
other contingencies.

{2) Mon-Entity Assets (in thousands)

2023 2022
Intragovernmental 5
Fund balance with ireasury — nonbudgetary 5.078 309
Accounis receivable 179 248
Total intragovernmental 5,257 555
Accounts receivable 78975 8,418
Total non-entity assets 13,232 B8.974
Total entity assets 7.082.556 6,445,118
Total assets 3 7,106,788 6,454,082
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Assets in the possession of WAPA that are not available for its use are considered non-enfity assets.
WAPA's non-entity assets are custodial receivables that will be collected on behalf of others and custodial
fund balance with U5, Treasury that will be transferred to others (note 18).

Fund Balance with Treasury (in thousands)

2023 2022
Status of fund balance with treasury
Unoblgated balance:
HAvailable 3 1,212,381 TO8, 646
Unavailable 437.000 184,175
Obligated balance not yet disbursed 449,032 484,295
Borrowing authority not yet converted to fund balance (14,7900 (14,790}
Monbudgetary fund balance with Treasury (note 1(c)) 1,758,180 1,885,287
Total fund balance with Treasury ] 3,842,802 3.257.813

Unobligated balance and obligated balance not yet disbursed amounts reported above differ from related
amounts on the SBR because unobligated and cbligated balances reported on the SBR are supported by
both FBWT and other budgetary resources that do not affect FBWT. These amounts include bormowing
authority, budgetary receivables, and budgetary resources temporarily preciuded or reduced.

Bormowing authority not yet converted to fund balance represents unobligated and obligated amounts
recorded that will be funded by future bomowings.

Accounts Receivable, Net (in thousands)

Intragovemmental 5 3|2 - 38290 57,340 (62) 57,278
With the putilc 136,233 (1047) _ 135186 _ 153960 [63) _ 153217
Total accounts recedaia, net 5 174,523 (1L047) 173476 211,330 (B25) 21049

Accounts receivable represents amounts eamed but not collected primarily for Hydroelectric Power and
Tramsmission and Reimbursable programs. The estimate of the allowance is based on experience in the
collection of receivables and an analysis of the outstanding balances. Interest is charged on the principal
portion of delinguent receivables based on rates published by the ULS. Treasury for the period in which the
debt became delinquent. Delinquent receivables are charged off against the allowance once they are
deemed uncollectible. Generally, all delinquent receivables are charged off once the delinquency exceeds
two years or the debtor has filed for bankruptey.
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{5) Inventory, Met (in thousands)

2023 2022
Operating materials ] 17,242 17.231
Supplies 12,163 9,738
Minor eguipment 3.530 2,621
Total imentony, net 3 32,035 29,501
{6} General Property, Plant, and E nent, Met (in th ds)
2023
Acquisition Accumulated Net Book

Cosis De preciation Value Useful Life
Structures and faciliies 5 4 561,003 {2,588, 530) 2,002 473 10 - 50 years
Land and [and rights 138,674 — 128874
Construction wark in process 248,813 — 248,813
Capital lease assets 5,835 [7Om) 5,135 50 years
Equipment 228,804 {148.443) 80,381 5-20 years
Intemal use software 05,368 (B4.825) 30.563 5 years
Contributed structures and faclities 680,080 (328.441) 350,838 10 - 50 years
Contributed land and land improvements 24160 — 24100
Total general property, plant & equipment ¥ 6,012,807 13,131,930} 2,880,968

2022
Acquisition Accumulated Met Book:

Costs Depreciation Value Useful Life
Stuctures. and facilities § 4520010 (2.495,140) 2,033 870 10 - 50 years
Land and land rights 138318 — 138318
Consiruciion work in process 148 241 — 148 241
Capital lease assets 5,835 {683) 5262 50 years
Equipment 218431 (140.212) 78,119 5-20 years
Internal use sofware 86250 (60.323) 25038 5 years
Contibuted struchres and facilities 61,667 {217,061) 344618 10 - 50 years
Confrbuted land and land improvements 24,128 — 24,128
Total general property, plant & equipment 5§ 5,808 580 (3.012.408) 2,795 481
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{7} Other Assets (in thousands)

2023 2022
With the public

Regulatory assets (note 8) 5 T8647 64,578
Power rights 223,173 220,920
Amortization of power rights (137,151} (121.883)
Subtotal power rights, net (note 1(h)) 86,022 20,037
Confributed power rights 2,458 2458
Amortization of contributed power rights {6850} (588)
Subtotal contnbuted power rights. net (note 1(hj} 1,789 1.860

Cap and trade 6,438 2410
Capital credits. 1,606 1.583
Interchanges energy 1.185 433
Total other assets 5 175,707 150.012

{8) Regulatory Assets (in thousands)
2023 2022

Emdronmental cleanup liabilities 3 33,840 22,200
Accrued annual leave 18,830 17,338
‘Workers' compensation actuarial cost 14,668 12811
Recovery implementation program 11,708 12,120
Total regulstory assets $ 78,847 64,579

(a) Environmental Cleanup Liabilities

Environmental liabilities represent the amount recorded for the estimated liability for projected future
cleanup costs associated with removing, containing, and’or disposing of hazardous waste, including

asbestos. A lability, as well as a regulatory asset, is recorded for the estimated environmental cleanup
costs. The costs are recorded when the future remediation costs are known and estimable. The cost is.

deferred until incurmed and recovered throwgh the rate making process.

(b)) Accrued Annual Leave

Accrued annual leave represents benefits that will be paid out to employees upon retirement or

separation from employment with the govemment. The amount not funded by revolving funds has been

deferred as a regulatory asset to reflect the effects of the rate making process. Deferred annual leave

costs are expensed as used.
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(o) Workers" Compensation Actuarial Cost
DOL determines an actuarial iability associated with cases incurred for which additional future claims
may be made on an annual basis. DOL determines the actuarial liability assodated with future claims.
using historical benefit payment pattemns discounted to present value (37 years) using economic
assumptions for 10-year U.5. Treasury notes and bonds.

The recovery of future claims is deferred for rate making purposes until such time as the claims are
submitted to and paid by DOL. Therefore, the recognition of the actuarial expense associated with
hydroelectric power operations has been deferred as a regulatory asset in the consclidated balance
sheets to reflect the effects of the rate making process.

(d) Recovery Implementafion Program (RIP)
Section 8 of the Colorado River Storage Project (CRSP) Act of 1858, as amended, mandates that the
U.S. Department of the Interior (Interior) establish and implement programs to conserve fish and
wildlife. Under this Act and other legislation, Reclamation has established programs to preserve the
habitat and otherwise aid endangered fish and wildlife. The RIP is an example of such a program and
s managed by the LS. Fish and Wildlife Service. On October 30, 2000, Congress passed Public Law
106 382 that authorized additional funding to Reclamation to continue the RIP. The legislation specifies
that a total of $17.0 millicn is to be collected by WAPA from its power customers and provided to
Reclamation to finance capital costs. WAPA received loans from the State of Colorado to finance the
RIF 55.5 million was financed in December 2002 at an interest rate of 4 50% per year and an additional
$5.9 millicn was received in December 2004 with an interest rate of 3. 25%. Repayment of amounts
bormowed from the State of Colorado for the RIP and accrued interest were defermed until Ociober 1,
2012, All interest accrued during the deferral period of $4.0 million was accreted into the outstanding
principal balance. Commencing October 1, 2012, all costs are amortized to expense ower the
repayment pericd of 30 years. Total expense amorized was $0.4 million for the years ended
September 30, 2023 and 2022 The status of the State of Colorado financing is disclosed in note 10.
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(9) Liabilities Mot Covered by Budgetary Resources (in thousands)

(10)

Attachment

2023 2022
Intragovernmental:
Appropriated capital and other adjustments (note 12) $ 1,846,531 1.211,245
Debt (note 10) 76,193 78,183
Imigation assistance (note 14{b)) 21,788 —
Other 123 (788)
Total intragovernmental 1,044,845 1.280,640
Federal debt held by the public 35,815 40,2458
Federal employee benefits payable 33,460 30,358
Emircnmental liabilities (note 11) 33,840 22200
Other liabilities
Contingencies and commitments. 300 300
Other 6,435 4501
Total liabilities not cowered by budgetary resources 2,054 095 1,484 254
Total liabilities coverad by budgetary resources 313,185 265,780
Total liabilities not requiring budgetary resources 15,087 8,005
Total liabilities 3 2,382 347 176D 049
Debt (in thousands)
2023 2023
Beginning Net Ending Beginning Mat Ending
Balance  Bomowings  Balancs g
Debt owed to Treasary
oiher than FFB ¥ 76,193 — 75,193 TE, 153 — 76,193
Dbt owed to the public 40345 {4.631) 35,615 106 1,140 ADLME
Tota debt ¥ 116433 4.531) 111,508 115,299 1,140 116,439

(a) Debt Owed to Treaswry ofther than Federal Financing Bank (FFB)

TIP bormowed funds from the U.5. Treasury for EDS PVH. The EDS PVH project is a 108-mile
transmission project which encompasses the acquisition of G4 miles of capacity rights in the new
Southeast Valley Project from the DukeiTest Track Substation to the Palo Verde Hub; and new
construction of 45 miles of a WAPA transmission line and upgraded facilities from the EDS Substation
to the Test Track Substation. The OMB authorized use of up to 581 million in bomowing authority to
finance the construction and related costs of the EDS PVH project. As of September 30, 2023, and
2022, the cutstanding amount bormowed was 576.2 million. In 2015, the project was completed, and the
outstanding loan was converted to a 30-year long-term financing agreement with the U.S. Treasury.
The principle is due at maturity in 2045 while interest is due semi-annually at a rate of 3.03%.
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(b) Debt Owed to the Public
Debt owed to the public includes bormowing form the State of Colorado and customer construction
fimancing.
WAPA received loans from the State of Colorado totaling $11.8 million. The purpose of these loans
was to fund BOR's endangered fish recovery implementation programs (note 8). Interest began
accruing at the time loans were granted and was accreted into the outstanding principal balance until
repayment began in 2012. The loan will be repaid through power revenues through 2041, Principal
outstanding was $11.7 million and $12.1 million, as of September 30, 2023, and 2022, respectively.

WAPA enters long-term financing amangements with customers for project improvements and
construction of interconnection facilities. These obligations are scheduled to be safisfied by issuing
credits against future power bills through December 2031 at interest rates ranging from 0.00% to
3.00%. Principal outstanding was $23.9 million and $28.1 million, as of September 30, 2023, and 2022,
respectively.

(11) Environmental and Disposal Liabilities (in thousands)

2023 2022
Beginning balance 3 22,226 20,480
Changes to emdronmental cleanup and disposal liability estimates 11.431 1,738
Costs applied to reduction of legacy emdronmental liabilities — 8
Ending emironmental cleanup and disposal
liabilities $ 33.857 22,228
Unfunded emironmental liabilities 3 33.6840 22208
Funded emironmental liabilities 17 17
Total emironmental cleanup and disposal
liahilities 3 33,857 22,228

WAPA's environmental liabilities primarily consists of the estimated cleanup costs for asbestos. Asbestos
related cleanup costs are the costs of removing, containing. and/or dispesing of (1) asbestos containing
materials from property. or (2) material andfor property that consists of asbestos containing material at
permanent or temporary closure or shutdown of associated property, plant, and equipment. WAPA
estimated cleanup costs based on an inventory of assets and estimated cleanup costs per square foot,
consistent with cost factors prescribed by DOE. The unfunded asbestos related cleanup costs are defemed
as a regulatory asset until actual cleanup expenditures are incumed (note 8).
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(12) Other Liabilities (in thousands)

2023 2022
Intragovernmental:
Appropriated debt 5 1,846,531 1,311,245
Imigation assistance (note 14(b)} 21,798 —
Custodial 13232 8.974
Other 4,080 3,214
Total intragovernmental 1,885 650 1,323,533
With the public
Obligations under capital leases 5,486 551
Accrued funded payroll and leave 14,087 14,608
Oither 1,858 28
Total cther than intragovernmental 22811 20,465
Total other liabilities E 1,808 261 1,343 008
Appropriated Debi

Appropriated debt represents the unpaid balance of appropriations, related interest, transfers of property
and services and post-retirement benefits due the U.5. Treasury General Fund (note 1(k]).

Dwring fiscal year 2022 WAPA received $500 million from the Infrastructure Investment and Jobs Act and
during fiscal year 2023 WAPA received an additional $520 million from the Disaster Relief and Emergency
Assistance Act to address drought impacts and funding requirements for purchase power and wheeling.
These appropriafions are collectively refermed to as purchase power appropriations, do not bear interest,
but are payable to the U.5. Treasury from available receipts.

WAPA's financial statements include Treasury Account Symbol S000.27 within the Reclamation Fund.
Funding received from the Reclamation Fund is not reported as appropriated debt since the Reclamation
Fund is managed by WAPA and all intra-fund activity is eliminated.
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Status of appropriated debt (in thousands):

2023 2022
General fund — construction and operation:
Appropriations. 3 846,628 930,785
Transfer of property and sendces, net 2,350,098 2,365,182
Post-retirement benefits 51,893 48121
Interest 853,848 830,323
Payments to the U.5. Treasury (3,384,738) (3,281,1.26)
826,531 811,245
General fund — purchase power
Approprigtions. 1,020,000 500,000
FPayments to the U5, Treasury — —
1,020,000 500,000
Total general fund 1,846,531 1,311,245
Reclamation fund — construction and operation:
Approprigtions. 8.6a7.700 6,600,502
Transfer of property and sendces, net 3,508,820 3,424 912
Post-retirement benefits 207,516 1684 408
Interest 3,525,000 3,420,145
Payments to the U.5. Treasury (10.770.523) (10.688,588)
3,158,751 2,850,475
Reclamation fund elimination (3.158.751) (2.950.475)
Total Reclamation fund — —
Appropriated Debt 3 1,846,531 1,311,245
[13) Leases (in thousands)
(a) Capital Leases:
Non-Federal:
2023 2022
Summary of assets under capital lease:
Power line equipment 3 5,835 5.835
Total capital lease assets 5,835 5,835
Less accumulated depreciation (700} (583)
Met assets under capital leases 3 5,135 5,252
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Future payments due under capital leases as of September 30, 2023, consist of the following:

Power Line

ipme i
Future lease payments:

2024 ] 200
2025 200
2026 208
2027 208
2028 200
2020+ £, 136
Total future lease payments 2,181
Less imputed interest (3.715)
Net capital lease liability 5 5,466

Capital lease liabilities covered by budgetary resources. 5 5,466
Capital lease liabilities not covered by budgetary resources —
Total capital lease liability 5 5 466

WAPA has one capital lease obligation for the lease of two 230-kV transmission lines from the Hoower
Power Plant to Mead Substation. The lease originated in 2018 with a term of 50 years and gross asset
wvalue and obligation of $5.8 million. The lease net asset value is included in general property, plant and
equipment (note &) and the remaining lease obligation is reported in other labiliies (note 12).
Amortization expense of $117 thousand dollars is included in operation and maintenance expense for
the year ended September 30, 2023 and 2022.

There are no intragovermmental capital leases as of September 30, 2023 and 2022,

(b)) Operating Leases:
Future payments due under non-cancelable leases as of September 30, 2023, consist of the following:

Asset Category Totals
Buildings Federal Non-Federal
Future lease payments:

2024 ¥ 2,228 2,289 —
2025 2,303 2,303 —
2026 2317 237 —
2027 23 23 —
2028 — — —
2028+ — — —
Total future lease payments  § 9 240 9 240 —
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WAPA has one noncancelable operating lease that has a remaining noncancelable term more than
year with the General Services Administration (GSA) for WAPA's headquarters office building in
Lakewood, Colorado. The lease has a remaining lease term of approximately 4 years as of
September 30, 2023.

WAPA has several cancelable operating leases, primarily for general purpose motor wehicles, office,
and warehouse space that expire during the next 15 years. The right to relinquish space on cancelable
leases is available with 120-day nofice to terminate. The GSA is generally the leaseholder for all
cancelable equipment and building leases. These leases generally contain renewal options for pericds
ramging from three to five years and require the lessee to pay all costs, such as maintenance and
insurance.

(14) Contingencies and Commitments
(a) General

WAPA is invoheed in various claims, suits, and complaints routine to the nature of their business and
could be liable for damages associated with these matters. It is management's opinion that the ulimate
dispasition of these claims will not have a material adverse effect on the consolidated financial
statements. In some cases, a portion of any loss that may cccur may be paid from the U5, Treasury's
Judgment Fund (Judgment Fund). The Judgment Fund is a permanent, indefinite appropriation
available to pay judgments against the gowernment.

WAPA has accrued contingent liabilities of $0.3 million as of September 30, 2023, and 2022, where
lasses are determined to be probable and the amounts can be estimated. |t is reasonably possible that
a change in estimate will cccur. However, any associated losses are expected to be paid by the
Judgment Fund.

WAPA is invoheed in a suit in which the plaintiffs are seeking $80 million in personal injuries under the
Federal Tort Claims Act due to a motor vehicle accident involving a WAPA fractor-trailer. Based on the
Administrative Record, the acts of the United States' agent occurmed within their scope of employment.
WAPA believes a finding of total or partial liability against WAPA is reasonably possible, however the
amount is not cumently measurable, and no lability is accrued as of September 30, 2023. Amy
associated losses are expected to be paid by the Judgment Fund.

Contingencies as of September 30, 2023, and 2022, consist of the following (in thousands):

2023 2022
Unfunded contingencies:
Legal contingencies 3 300 300
Subtotal 300 00
Funded contingencies — _
Total contingencies 3 300 300
40 (Continued)
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20123 222
Estimated Rangs of Loss Estimated Range of Loss

Accrugd Accrusd

LiabWifles  LowerEnd  Upper End  Lisbiities Lower End  Upper End
Legal contingancies:
Frobaiie 3 300 — 9,400 300 — 5,400
Reasonably possibie — — 53,300 — — £3,300
Total

contingencies 3 300 — 72,700 300 — 72,700

WAPA is invoheed in a suit in which the plaintiffs are seeking $3.3 million in personal injuries and loss of
consortium under the Federal Tort Claims Act due to a accident involving a pedestrian riding a bike and
a WAPA govermnment-cwned vehicle. WAPA believes a finding of total or partial liability against WAPA
is reasonably possible, howewer, the amount is not cumentty measurable, and no liability is accrued as
of September 30, 2023. Any associated losses are expected to be paid by the Judgment Fund.

(b) lrigation Assistance

As directed by law. WAPA is required to establish rates sufficient to make cash distributions to the U.S.
Treasury for the portion of Redamation’s original capital construction costs allocated to imigation
purposes, which were determined by the Secretary of the Interior to be beyond the ability of the
imigation customers to pay. These imigation distributions do not specifically relate to power generation.
In establishing power rates, particular statutory provisions guide the assumptions that WAPA makes as
to the amount and timing of such distributions. As a result. WAPA includes a schedule of imigation
assistance costs in each respective power system's power repayment study to demonstrate repayment
of principal within the allowable repayment period. These repayment amounts do not incur or
accumulate interest from the date that Reclamation determines the imigators’ inability to pay.

Although these repayments will be recovered through power sales, they do not represent an operating
cost of the individual power systems. Imigation assistance represents a non-exchange liability under
SFFAS Mo. 5. Accounding for Liabilities, and repayments are not recorded as a liability on the
consolidated balance sheets until the due date established by the Secretary of Interior. Repayments
made by WAPA are recorded as a financing source transferred out on the consolidated statements of
net position.

Depending on | ion, imigation ce payments are transferred to the U.S. Treasury General
Fund or covered into the Reclamation Fund. The Reclamation Fund is a component of WAPA, and all
related imgation assistance activity has been eliminated. Imigation assistance payments covered into
the Reclamation Fund, and eliminated for consolidation, totaled $0.6 million and $54.9 million in 2023
and 2022, respectively.
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The 2023 imigation assistance distribution due and payable as of September 30, 2023, to the .5,
Treasury General Fund fior the Colorado River Storage Project of $21.8 million has been accrued as
other infragovernmental liabilities (note 12) due to legislation to withhold payments to ULS. Treasury
during extreme drought conditions. There were no imgation assistance distributions due and payable
as of September 30, 2022

Anticipated future payments are not accrued until both due and payable as of the balance sheet date.
As of September 30, 2023, anticipated future imgation assistance payments are as follows (in
thousands):

Payment Payable
to the to the
Reclamation General
Fund Fund
Anticipated payments:
2024 E T 21.767
2025 — 84,484
2026 — 534
2027 — 172
2028 — —
2020+ 687 477 661,083
Total anticipated imigation assistance payments 3§ 607,484 768,060

Power Contract Commitmenis

WAPA has entered into various agreements for power and transmission purchases that vary in length
but generally do not exceed 20 years. The cument period purchased power and purchased
transmission costs are included in the consolidated statement of net costs. WAPA's long-term
commitments for these power and transmission contracts, subject to the availability of federal funds
and contingent upon annual appropriations from Congress. are as follows (in thousands):

Purchased Purchased
FPower Transmission Total
Anticipated payments:
024 3 3,190 7,034 10,233
2025 — 4,876 4,876
2028 — 4,876 4,876
027 — 4,876 4,876
2028 — 4,376 4,378
2020+ — 62,228 82,228
Total anticipated payments 3,190 88, 5686 01,765
&1 (Continued)
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Im addition to these contracts, WAPA maintains other long-term contracts which provide the ability to
purchase unspecified quantities of fransmission services within a contractually determined range and
rate to fulfill its contractual obligations to deliver power. WAPA has historically had to purchase a
certain level of ransmission services under these agreements.
(15) Inter-Entity Costs
Goods and services are received from cther federal entities at no cost or at a cost less than the full cost to
the providing federal entity. Consistent with accounting standards, certain costs of the providing entity that
are not fully reimbursed by WAPA are recognized as imputed cost in the consolidated statements of net
cost and are offset by imputed financing in the consolidated statements of changes in net position. Such
imputed costs relate to post-retirement benefits described in note 1(m).

(16) Combined Statements of Budgetary Resources

The combined statement of budgetary resources is presented on a combined, rather than a consolidated,
basis in accordance with OMB guidance.

(@) MNetA fo Unoblii Balance, Brought Forward, Ocfober 1
2023 2022
1% in thousands)
Unobligated balance brought forward, Oct 1 3 Q02 465 672 8681
Recoveries of prior year unpaid obligations 9177 T24
Unobligated balance transfered to other accounts (4.000) —

Total adjusted unobligated balance
brought forward 5 907,642 673,385

(b} Borrowing Authority

The amount of borrowing authority available for WAPA has remained unchanged at $3.2 billion as of
September 30, 2023.

(c) Undelivered Orders af the End of the Period

2023 2022
Federal HNon-federal Federal Non-federal
[ in thousands)
Undelivered orders — unpaid 5 77,545 414122 28,300 374,283
Undelivered orders — paid — — — —
Total undefered
orders 3 27,545 414122 28,300 374,203
52 (Continued)
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(d) Permanent Indefinite Appropriations
WAPA has no permanent indefinite appropriations. A permanent indefinite appropriation is open ended
as to both period of availability and amount.

(e) Legal Arrangements Affecting the Use of Unobligated Balances
WAPA has no legal amangements affecting the use of uncbligated balances.

() Explanation of Differences Between the SBR and the Budget of the ULS. Govermment

The table below presents a reconciliation between the Budgetary Resources, New Obligations and
Upward Adjustments, Distributed Offsetting Receipts. and Net Outlays from the fiscal year 2022 SBR
and the actual amounts from the "Appendix — Detailed Budget Estimates by Agency” sections of the
fiscal year 2024 President's Budget; distributed offsetting receipts is reconciled to the “Analytical
Perspectives — Federal Budget by Agency and Account.”

Hew
‘Obbgations &
Upward Distributed
Budgetary Adjustments Offsetting Net
—Resourges __(Total) = __Receipts =~ __ Oullays
|5 in thousands)

Combined statement of budgetary

resounces as published 3 2342 1,447 (209) 27

Differences — — — —
Budpget of the United

States Government 5 2 340 1447 (209) 217

The budget with actual amounts is available with the President’s Budget, typically in March the
following year.

(17) Custodial Activities

WAPA's mission requires it to collect hydroelectric power revenues and miscellaneous fees from its power
customers and others which are designated as custodial collections. The custodial collections do not affect
WAPA's net cost or net position. Instead, the collections are transfemred to others where the impact on
financial statements is shown.
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A summary of custodial activities for the years ended September 30, 2023 and 2022, are presented below.

2023 2022
Bureau of Reclamation:
Sale of electric power:
Boulder Canyon Project $ 87.820 68,745
Central Arizona Project Receipts 8,862 11,622
Colorado River Storage Project 72,811 38019
Pick Sloan Western Division 2,497 2407
Surcharges:
Restoration Fund 8,071 18,620
Lower Colorado River Basin Devwelopment Fund 13,120 14 781
174.241 153,184
LS. Treasury:
Debt Repayment — Falcon-Amistad Project 500 600
Miscellanecus Fees 33 175
533 775
Total custodial revenue $ 174,774 153,830

(18) Reconciliation of Net Cost to Net Dutlays

This reconciliation explains the relationship between the entity’s net outlays on a budgetary basis and the
net cost of operations during the reparting pericd. It serves not only to identify costs paid for in the past,
and those that will be paid for in the future, but also to assure integrity between budgetary and financial

accounting.

The table illustrates the key reconciling items betwesn net operating cost and net outlays which includes

three sections. (1) The components of net cost not part of budgetary outlays includes proprietary accounts

that do not result in net outlays during the current fiscal year. This includes items such as depreciation,

changes to certain assets and liabilities, and imputed financing: (2) The components of the budget outlays
that are not part of net operating cost accounts for budgetary outlays that do not result in proprietary costs
for the current fiscal year. This includes acquisition of capitalized assets and inventory, both of which hawe

disbursements without associated costs, and transfers: and (3) The miscellaneous items section includes

custodialinon-exchange revenue.
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WESTERN AREA POWER ADMINISTRATION

MNotes to the Consolidated and Combined Financial Statements.

September 30, 2023 and 2022

The reconciliation of net cost of operations to budgetary accounts for the years ending September 30, 2023

and 2022 is presented below.

023
Ofnar than
Intra- Infra-
governmantal ﬂmmmenhl Total
Met cost 5 (201,307} 164,150 [BT157)
Ccompanents of net cperating cost not part of e
budgetary cutiays:
Aroperty, plant, and equigment depreciation - (139,535) [139.535)
Froperty, plant, and equigment dispasal & reevalation - 4874 4,574
Cost capitaization offset - 174,455 174,435
ncreaseldecrease) In assets:
Accounts recet able (7.058) (18,030) (25.088)
Other assets - 18.870 168,670
{Increase)idesrease In labilties:
Accounts payable =1 3T 30,374
Environmental and disposal Esbilties — (11,431} {11.431)
Federal employes and veteran benefls payable — {3.102) [2.102)
Federal debd and Interest payable — 4631 4,631
Advances from ofhers and deferred revenue 1,050 [81,481) (79.512)
Other kabilties (35,383) {2,141} {37.524)
Financing sources:
rouied cost (13,851) — {13.851)
Other imputed finance (83,451) — 183.451)
TEﬂCEITmﬂEHTB of net nnemgr.ostnm
part of budgetary outiays {136,587} (23,513 [150,100)
Companents of the budgat cutiays not part of the net
operating cost
Acquisition of capital assets 1.020 14633 15653
Acquisition of Inveniory - 5.596 5,596
Other 6,592 — 6,992
Todal companents of the tudgat cutiays nat
part of net operating cos{ 7,512 20,228 27841
MECElENE0Us TErE:
Cusindiaimon-exchange revenue — {535} [535)
activity — — —
Cther adustments — — —
Total other reconcling tems — {535} [235)
Total net oullays (calkculated total) 5 [33!],282] 160,331 “55951]
Felted amounts on the Statement of DUGQEtary resQurces:
Cuttays, net (total) (SBR 4210) 5 197.337)
Distriouted off setting racaipts [F2E14)
Agency outiays, net 5 (163,951
55 (Continued)
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022
Ofnar than
Intra- Infra-
governmantal ﬂmmmanhl Total
Met cost 5 (134 346) 318,784 134435
Ccompanents of net cperating cost not part of e
budgetary cutiays:
Aroperty, plant, and equigment depreciation - (134,573) [134.573)
Froperty, plant, and equigment dispasal & reevalation - 5.847 5,847
Cost capitaization offset - 115.084 115,084
ncreaseldecrease) In assets:
Accounts receivabie 32768 19,121 51,689
Other assats - (6.621) (6.621)
{Increase)idesrease In labilties:
Accounts payable 348 {40,330) {39,982)
Environmental and disposal Esbilties — {1.74E) [1.748)
Federal employes and veteran benefls payable — 4453 4,453
Federal gebi and Inferest payable — {1,141} [1.141)
Advances from ofhers and deferred revenue {1,106) 7 [835)
Other kabilties {15,042) {1,228} {16.270)
Financing sources:
rouied cost {10,265) — {10,265)
Other imputed finance (209,290} — (208,290)
Total components of net operating cost not
part of budgetary outlays (202 58T} [40,863) [243,450)
Companents of the budgat cutiays not part of the net
operating cost
Acquisition of capital assets =03 29772 275
Acquisition of Inveniory - 2263 2,263
Cither {4 350) — [4.350)
Todal companents of the tudgat cutiays nat
part of net operating cos{ (3,E56) 32,035 281470
Mscelaneows tems:
Cusipdiainon-exchange revens — {775} (T75)
Mor-entity activiy — — —
Cther adustments — — —
Total other reconcling tems — {775} [773)
Total net oullays (calkculated total) 5 figm 309,181 EEM&
Felted amounts on the Statement of DUGQEtary resQurces:
Outiays, net (total) (SBR 4210) H 217,644
Distriouted off setting racaipts [299.252)
Agency outiays, net 5 {81.608)
56 (Continued)
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September 30, 2023 and 2022

(19) Subsequent Events

WAPA has evaluated subsequent events through the date the consolidated and combined financial
statements were available to be issued as of May 31, 2024 and identified no subsequent events.
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WESTERN AREA POWER ADMINISTRATION
Required Supplementary Information (Unaudited)
Year ended September 30, 2023

This section of the report provides required supplementary information for Western Area Power Administration
(WAPA) on deferred maintenance, government land, and budgetary resources by major budget account.

)]

2)

Deferred Maintenance

Defemed maintenance and repairs information is a requirement under SFFAS MNo. 42, Defemred
Maintenance and Repairs, which requires deferred maintenance disclosures as of the end of each fiscal
year. Deferred maintenance is defined in SFFAS Mo. 42 as "maintenance and repairs that were not
performed when they should hawe been or were scheduled to be and which are put off or delayed for a
future period.”

WAPA, in accordance with Morth American Electric Reliability Corporation standards, requires all
maintenance and repairs to be maintained according to schedule. There is no deferred maintenance and
repairs as of September 30, 2023,

Land

Federal land reporting is a new requirement in fiscal year 2022 under SFFAS Mo. 59, Accounting and
Reporting of Govermment Land, which provides requirements to report the estimated size (acres) of federal
land use by purpase or intent and cwnership status. WAPA uses its property, plant. and equipment (FP&E)
land to support its mission activities by providing area to primarily accommodate WAPA's electric power
transmission system.

The following tables provide the required reporting detail: Table 1 is a breakdown of all the land WAPA
owns by general PP&E land and stewardship land followed by a subsequent breakout into three
predominant use subcategories (Conservation and Preservation, Operational. and Commercial Use land):
Table 2 shows estimated land held for disposal or exchange; Table 2 reports land rights (land not owned by
WAPA), whether such rights are permanent or temporary, and amounts paid during the year to maintain
such rights; and Table 3a shows the permanent land rights by predominant use.

Table 1
Charactert £ O at s i Sub-Categerized by Pr inant Lse
Conservation
Stewardship Land | General PPEE | TotalLand |& Preservation | Operational| Commercial Total Land
[Acres) Land {Aeres) [Acres) [Peres) [Aeres) | Use [Acres) | [Acres)
Startof FY 2023 4578 4518 8,104 — 11 9,183 0,194
End of FY 2023 4578 4526 £.202 — 19 9,183 0302
Table 2
Lamnd Held for Di or Exi
Stewardship Land| General PP&E | Total Land
{Aeres) Land |Acres) {Acres)
Start of FY 2023 — ] g
End of FY 2023 — ] g
58 (Continued)
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Table 3
Land Rights
Total Coat to
Temporary Maintain Land
Permanant Land | Land Rights Taotal Land Rignta (% In
Rights {Acres) [AcTes) Rights {AcTes) thousands)
16,848 208,342 225190 56,501

Table 3a

Permanent Land Rj ized dominant Use
Conservation and Total Permanent
Commerical Use Preservation Operational Land Rights
[Acres) [Acres) [Acres) [Acres)
i6.e42 — — 16,842

For the year ended September 30, 2023:

{2) Combining Statement of Budgetary Resources — by Major Account

Coloradgo Faloon and
Fivar Construction, Am lstad
Bacine Fehabliitation, Cparation
Power Oparation, and
Reoovery Marketing and Emerngeney Mainte nanoe
Aot Fund Fund Fund Tokal
{in Ewousands ]
Budgetary es:
Unobiigabed balance from prior
VEAF Bl SOy, Fet 5 15028 190,425 596,857 so0 4811 o7 542
— — 618,732 — 28 618,960
SpeEnding authorty from
s etrg colertors 11,096 340 831 1,266,217 — 6,102 1,624,245
Tt budgetary
resources 26,124 531 257 2,581,806 E0) 11,161 3,150,848
Etatus of budgetary rescurces:
New cbagations ard upw ard
sdjus meres | i) 5 9823 243530 1,242 062 — 6,307 1,501,722
Uninbikgated baiance, end of year
Apportioned, unexpired
accounks 1372 145,700 1,046,515 00 4,854 121231
reapired
sccounks pt=) 141007 283,125 ol — 435745
Unobiigated bakance,
emd of year (iotal 153 2BTTXT 4,339, 7 500 4854 1545125
Tt budgetary
FESOUrCES ¥ 26,124 531 Ez 2.581 806 SO0 11,161 3150,
Cutiays, net
Ouiiarys, net (bokal} ¥ 1.me= (=522 1,146 - {725} 157.237)
Distributed offseifing receipts - - (72,028} — [0 TZE14)
Agency outiys, net  § {1,769) [95,989) (70,882} — {1,311} [169,951)
Disbursements, mef {otal) ¥ - - - - - -
50
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FEEDBACK

The Office of Inspector General has a continuing interest in improving the usefulness of its
products. We aim to make our reports as responsive as possible and ask you to consider sharing
your thoughts with us.

Please send your comments, suggestions, and feedback to OIG.Reports@hg.doe.gov and include
your name, contact information, and the report number. You may also mail comments to us:

Office of Inspector General (1G-12)
Department of Energy
Washington, DC 20585

If you want to discuss this report or your comments with a member of the Office of Inspector
General staff, please contact our office at 202-586-1818. For media-related inquiries, please
call 202-586-7406.
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