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EXECUTIVE SUMMARY

Why the OIG Did This Audit

The Federal Information Security Modernization Act of 2014 (FISMA)
requires each agency’s Inspector General (IG) to conduct an annual
independent evaluation to determine the effectiveness of the information
security program (ISP) and practices of its respective agency.

Our objective was to determine the effectiveness of the Tennessee Valley
Authority’s (TVA) ISP and practices as defined by the FY 2023 — 2024 IG
FISMA Reporting Metrics. Our audit scope was limited to answering the
fiscal year (FY) 2024 1G metrics, which include 20 core IG metrics and

17 supplemental IG metrics (within Appendix B). The 20 core IG metrics
were chosen based on alignment with Executive Order 14028, Improving
the Nation's Cybersecurity,' as well as recent Office of Management and
Budget guidance to agencies in furtherance of the modernization of federal
cybersecurity.

What the OIG Found

During the course of this audit, we utilized the methodology and metrics in
the FY 2024 IG metrics (within Appendix B) in our annual independent
evaluation to determine the effectiveness of TVA’s ISP and practices. The
FISMA methodology considers metrics at a maturity level 4 (managed and
measurable) or higher to be at an effective level of security. Each metric
was assessed to determine its maturity level, as described in Table 1
below.

FY 2024 IG FISMA Maturity Definitions

Maturity Level Maturity Level Description

Policies, procedures, and strategies are not formalized; activities are

performed in an ad-hoc, reactive manner.

Policies, procedures, and strategies are formalized and documented, but not

consistently implemented.

Level 3: Consistently | Policies, procedures, and strategies are consistently implemented, but

Implemented guantitative and qualitative effectiveness measures are lacking.

Quantitative and qualitative measures on the effectiveness of policies,

procedures, and strategies are collected across the organization and used

to assess them and make necessary changes.

Policies, procedures, and strategies are fully institutionalized, repeatable,

Level 5: Optimized self-generating, consistently implemented, and regularly updated based on

a changing threat and technology landscape and business/mission needs.
Table 1

Level 1: Ad-hoc

Level 2: Defined

Level 4: Managed
and Measurable

i United States, Executive Order of the President [Joseph Biden] Compilation of Presidential Documents,
Executive Order 14028 - Improving the Nation's Cybersecurity, May 17, 2021, < https://
www.federalregister.gov/documents/2021/05/17/2021-10460/improving-the-nations-cybersecurity>,
accessed on July 25, 2022.
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EXECUTIVE SUMMARY

For FY 2024, IGs were required to test 20 core and 17 supplemental IG
metrics that were aligned with the following five function areas in the
National Institute of Standards and Technology Framework for Improving
Critical Infrastructure Cybersecurity: ldentify, Protect, Detect, Respond,
and Recover. Our analysis of the metric results was used to determine the
overall function maturity levels in Table 2 below.

FY 2024 IG FISMA Function Average Results
Core Supplemental Overall
Function Assess_:ed Assess_:ed Asses;ed Rating
Maturity Maturity Maturity
Level Level Level
Identify 4.00 4.67 4.22 Effective
Protect 3.13 3.38 3.25 Ineffective
Detect 4.00 5.00 4.33 Effective
Respond 3.50 5.00 4.40 Effective
Recover 4.50 4.50 4.50 Effective
Table 2

Based on our analysis of the FY 2024 IG metrics and associated maturity
models, we determined TVA's ISP and practices were operating in an
effective manner as defined by the FY 2023 — 2024 1G FISMA Reporting
Metrics. However, we identified areas for improvement in both the core
and supplemental metrics to further improve TVA’s ISP and practices.

What the OIG Recommends
We made four recommendations to TVA management to further increase
the effectiveness of TVA’s ISP and practices as defined by the FISMA

Reporting Metrics. Our specific recommendations are included within the
report.

TVA Management’s Comments
In response to our draft audit report, TVA management agreed with the

recommendations. See Appendix C for TVA management’s complete
response.
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BACKGROUND

The Federal Information Security Modernization Act of 2014 (FISMA) requires
each agency’s Inspector General (IG) to conduct an annual independent
evaluation to determine the effectiveness of the information security

program (ISP) and practices of its respective agency. FISMA shifted to a
continuous assessment process in fiscal year (FY) 2022. As a result, the Office
of Management and Budget (OMB) and the Council of the Inspectors General on
Integrity and Efficiency transitioned the |G metrics process to a multi-year cycle
beginning in FY 2022. Specifically, 20 core IG metrics were selected to be
evaluated annually and remaining IG metrics will be evaluated on a two-year
cycle. The 20 core IG metrics were chosen based on alignment with Executive
Order 14028, Improving the Nation's Cybersecurity,! as well as recent OMB
guidance to agencies in furtherance of the modernization of federal
cybersecurity.

The IG metrics were organized into nine domains and aligned with the following
five function areas in the National Institute of Standards and Technology
Framework for Improving Critical Infrastructure Cybersecurity: ldentify, Protect,
Detect, Respond, and Recover. This framework provides agencies with a
common structure for identifying and managing cybersecurity risks across the
enterprise and provides IGs with guidance for assessing the maturity of controls
to address those risks.

The FY 2023 — 2024 1G FISMA Reporting Metrics (Appendix B) were developed
by OMB and the Council of the Inspectors General on Integrity and Efficiency, in
consultation with the Federal Chief Information Officer Council and other
stakeholders. For FY 2024, IGs were required to test 20 core and

17 supplemental IG metrics.

The results of our review were provided to OMB and Department of Homeland
Security (DHS) through the use of their online reporting tool on July 15, 2024.

OBJECTIVE, SCOPE, AND METHODOLOGY

Our objective was to determine the effectiveness of the Tennessee Valley
Authority’s (TVA) ISP and practices as defined by the FY 2023 — 2024 IG
FISMA Reporting Metrics. Our audit scope was limited to answering the

FY 2024 1G metrics, which included the 20 core and 17 supplemental IG metrics
(within Appendix B); therefore, the results of this audit are based on assessing
these 37 IG metrics only. A complete discussion of our objective, scope, and
methodology is included in Appendix A.

1 United States, Executive Order of the President [Joseph Biden] Compilation of Presidential Documents,
Executive Order 14028 - Improving the Nation's Cybersecurity, May 17, 2021, <https://
www.federalregister.gov/documents/2021/05/17/2021-10460/improving-the-nations-cybersecurity>,
accessed on July 25, 2022.

Audit 2024-17494 Page 1
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FINDINGS

The FISMA methodology considers metrics at a maturity level 4 (managed and
measurable) or higher to be at an effective level of security. Based on our
analysis of the FY 2024 1G metrics and associated maturity models, we
determined TVA's ISP and practices were operating in an effective manner as
defined by the FY 2023 — 2024 IG FISMA Reporting Metrics. Specifically, as
shown in Table 1, we determined four of the five functions and the overall
assessed maturity level were effective for FY 2024.

FY 2024 FY 2024 FY 2024
_ Core Supplemental Overall FY 2024

Function Assessed Assessed Assessed Ratin

Maturity Maturity Maturity 9

Level Level Level
Identify 4.00 4.67 4.22 Effective
Protect 3.13 3.38 3.25 Ineffective
Detect 4.00 5.00 4.33 Effective
Respond 3.50 5.00 4.40 Effective
Recover 450 450 450 Effective
Average of 3.83 451 414 Effective
Functions ’ ’ ’
Table 1

While we found TVA's ISP and practices were operating in an effective manner
as defined by the FY 2023 — 2024 1G FISMA Reporting Metrics, we identified
areas for improvement in both the core and FY 2024 supplemental metrics to
further improve TVA'’s ISP and practices. Specifically, we determined 10 of the
37 IG metrics were not effective. Six metrics (five core and one supplemental)
had actions in progress to improve their maturity, which included Executive
Order 14028, Improving the Nation's Cybersecurity, requirements and ongoing
multi-year projects in progress to implement. Completion of these actions in
progress could further improve the effectiveness of TVA’s ISP and practices,
specifically in the Identify, Protect, and Respond functions. However, we
determined:

e Two core IG metrics had weaknesses that should be addressed by TVA
management, including:

— Information system inventory and system components.
— Common secure configurations.
e Two supplemental metrics had weaknesses that should be addressed by TVA
management, including:
— Enterprise-wide configuration management plan.
— Configuration management roles and responsibilities.

Audit 2024-17494 Page 2
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The following provides a detailed discussion of the areas identified for
improvement to further increase the effectiveness of TVA's ISP and practices as
defined by the FISMA Reporting Metrics.

CORE INSPECTOR GENERAL METRICS

Based on our analysis of the 20 core IG metrics, we identified weaknesses in two
metrics that should be addressed to further improve the effectiveness of TVA's
ISP and practices. Specifically, the weaknesses include information system
inventory and system components in the Identify function and common secure
configurations in the Protect function.

Information System Inventory and System Components

TVA has defined and consistently implemented its policies, procedures, and
processes for developing and maintaining a comprehensive and accurate
inventory of its information systems, including cloud systems, public-facing
websites, third-party systems, and system interconnections. However,

(1) several components applicable to TVA’s information security continuous
monitoring strategy involving automated monitoring via DHS’ Continuous
Diagnostics and Mitigation program are not yet mature enough to fully monitor
its system authorization boundaries, and (2) TVA’s current process for
developing and maintaining an accurate and complete inventory of TVA's
information systems is manual and does not involve automation or near
real-time updates.

Common Secure Configurations

TVA has defined policies and procedures for secure configurations, including
documenting common secure configurations. However, TVA has not
consistently implemented, assessed, and maintained secure configuration
settings for all its information systems. In addition, we identified TVA’s baseline
configuration management processes were not designed or implemented
properly in a recent audit.? Without individuals consistently performing roles and
responsibilities to implement, assess, and maintain common secure
configurations for all its information systems, TVA cannot adequately employ
automation to help maintain up-to-date, complete, accurate, and readily
available view of the security configurations.

SUPPLEMENTAL INSPECTOR GENERAL METRICS

Based on our analysis of the 17 FY 2024 supplemental IG metrics, we identified
weaknesses in two metrics that should be addressed to further improve the
effectiveness of TVA’s ISP and practices. Specifically, the weaknesses include
enterprise-wide configuration management plan and configuration management
roles and responsibilities in the Protect function.

2 Audit Report 2023-17434, Corporate Wi-Fi Security, April 29, 2024,
Audit 2024-17494 Page 3
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Enterprise-Wide Configuration Management Plan

TVA has defined and consistently implemented an enterprise configuration
management plan that includes roles and responsibilities, change control
boards, and configuration management processes that is integrated with risk
management and continuous monitoring. Additionally, TVA utilizes lessons
learned to make improvements to its plan. However, TVA does not define the
roles and responsibilities to utilize, consistently implement, or communicate
gualitative and quantitative performance measures on the effectiveness of its
configuration management plan. Without qualitative and quantitative metrics,
TVA cannot communicate the effectiveness of its configuration management
plans.

Configuration Management Roles and Responsibilities

TVA has defined roles and responsibilities for stakeholders involved in
information system configuration management. However, individuals are not
consistently performing the roles and responsibilities that have been defined. As
stated above, individuals are not consistently performing the roles and
responsibilities for common secure configurations and enterprise-wide
configuration management plans. Additionally, TVA has plans in progress for
actions to ensure the flaw remediation processes are consistently implemented in
accordance with Executive Order 14028, Improving the Nation's Cybersecurity.
Without individuals consistently performing configuration management roles and
responsibilities, TVA cannot hold individuals and stakeholders accountable, and
adequately allocate resources in a risk-based manner for stakeholders to
effectively perform information system configuration management activities.

RECOMMENDATIONS

We recommend the Vice President and Chief Information and Digital Officer,
Technology and Innovation:

1. Implement automated monitoring via DHS’ Continuous Diagnostics and
Mitigation program for components applicable to TVA’s information security
continuous monitoring strategy and update processes for developing and
maintaining an accurate and complete inventory of TVA’s information
systems to include automation and near real-time updates.

2. Implement, assess, and maintain common secure configuration settings for
all information systems.

3. Define, consistently implement, and communicate qualitative and
guantitative performance measures on the effectiveness of its configuration
management plan.

4. Perform the configuration management roles and responsibilities that have

been defined for common secure configurations, enterprise-wide
configuration management plans, and flaw remediation processes.

Audit 2024-17494 Page 4
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TVA Management’s Comments — In response to our draft audit report, TVA
management agreed with the recommendations. See Appendix C for TVA
management’s complete response.

Audit 2024-17494 Page 5
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OBJECTIVE, SCOPE, AND METHODOLOGY

Our objective was to determine the effectiveness of the Tennessee Valley
Authority’s (TVA) information security program (ISP) and practices as defined by
the FY 2023 — 2024 1G Federal Information Security Modernization Act of

2014 (FISMA) Reporting Metrics (Appendix B). Our audit scope was limited to
answering the FY 2024 |G metrics, which included 20 core and 17 supplemental
IG metrics (within Appendix B), and excludes Transmission and Power Supply,
Power Operations, and TVA Nuclear. The security controls significant to the
objective were incorporated into the FY 2024 IG metrics and associated maturity
models.

Our fieldwork was completed between April 2024 and June 2024.
To accomplish our objective, we:

e Inquired with TVA Technology and Innovation personnel and conducted
walkthroughs as necessary to gain an understanding and clarification of the
policies, processes, and current state of TVA's ISP.

¢ Reviewed TVA documentation to corroborate our understanding and assess
the current state of TVA’s ISP, including:

— Relevant TVA agency-wide and business unit specific policies,
procedures, and documents (such as Standard Programs and Processes
and Work Instructions)

— Technology and Innovation organizational chart.

e Reviewed previous Office of Inspector General audit reports to include TVA’s
(1) compliance with the FISMA in FY 2020, FY 2021,%2 FY 2022,2 and
FY 2023 and (2) corporate wi-fi security in FY 2023° for relevant findings.

e Observed a tabletop exercise related to incident response on June 4, 2024.

e Performed a walkthrough of the contingency plan and after action report for
one business critical application that was completed in 2024 to determine if
appropriate content and level of detail was included.

e Performed a walkthrough and reviewed reporting within DHS’ Continuous
Diagnostics and Mitigation program to obtain an understanding of the current
status of the implemented components and available reporting.

e Assessed the maturity level for 20 core metrics and 17 supplemental metrics
contained in the FY 2023-2024 IG FISMA Reporting Metrics.

Audit Report 2020-15709, Federal Information Security Modernization Act, December 21, 2020.
Audit Report 2021-17247, Federal Information Security Modernization Act, November 15, 2021.
Audit Report 2022-17370, Federal Information Security Modernization Act, September 19, 2022.
Audit Report 2023-17423, Federal Information Security Modernization Act, September 26, 2023.
Audit Report 2023-17434, Corporate Wi-Fi Security, April 29, 2024.
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e Calculated an average of the FY 2024 metrics for each function and
corresponding domains included in Table 1 below.

FY 2024 FISMA Functions and Corresponding Domains
Function Domain

Identify Risk Management
Supply Chain Risk Management
Protect Configuration Management

Identity and Access Management
Data Protection and Privacy
Security Training

Detect Information Security Continuous Monitoring
Respond Incident Response
Recover Contingency Planning

Table 1

During the course of this audit, we determined the overall effectiveness of TVA’s
ISP and practices by assessing the 37 IG metrics (within Appendix B) on a
maturity model spectrum. Table 2 below details the five maturity model levels.

FY 2024 I1G FISMA Maturity Definitions

Maturity Level Maturity Level Description

Policies, procedures, and strategies are not formalized,;
activities are performed in an ad-hoc, reactive manner.
Policies, procedures, and strategies are formalized and
documented, but not consistently implemented.

Policies, procedures, and strategies are consistently
implemented, but quantitative and qualitative
effectiveness measures are lacking.

Quantitative and qualitative measures on the

Level 4: Managed and effectiveness of policies, procedures, and strategies are
Measurable collected across the organization and used to assess
them and make necessary changes.

Policies, procedures, and strategies are fully
institutionalized, repeatable, self-generating, consistently
Level 5: Optimized implemented, and regularly updated based on a changing
threat and technology landscape and business/mission
needs.

Level 1: Ad-hoc

Level 2: Defined

Level 3: Consistently
Implemented

Table 2

The maturity level was determined by answering the related FY 2024 IG metrics,
which included 20 core and 17 supplemental IG metrics and using the average of
the metrics in a particular domain to determine the effectiveness of individual
function areas and the overall program. The FISMA methodology considers
metrics at a maturity level 4 (managed and measurable) or higher to be at an
effective level of security.

We conducted this performance audit in accordance with generally accepted
government auditing standards. Those standards require we plan and perform
the audit to obtain sufficient, appropriate evidence to provide a reasonable basis
for our findings and conclusions based on our audit objectives. We believe the
evidence obtained provides a reasonable basis for our findings and conclusions
based on our audit objectives.
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GENERAL INSTRUCTIONS

Overview

This document autlines the Office of Management and Budget's (OMB) guldance for implementing the
requirements outlined in OMB Memorandum M-23-03, Fiscal Year 2023 Guidance on Federal
infarmation Security and Privacy Management Requirements, The guidance below and related metrics
were developed in coordination amongst representatives from the OMB and the Councdil of the
Inspectors General an Integrity and Efficiency (CIGIE), with review and feedback provided by several
stakeholders, Including the Federal CIO and CISO councils. As noted in OMB M-23-03, I1Gs are required to
pravide their responses to the FY 2023 FISMA metrics outlined in this document in the CyberScope
reporting tool by July 31, 2023,

Background and Methodology

The federal information Security Modernization Act of 2014 (FISMA) requires each agency inspectar
general (1G], or an independent external auditor, to conduct an annual independent evaluation to
determine the effectiveness of the information security program and practices of its respective agency.
OMB, CIGIE, and other stakeholders worked collaboratively to develop the FY 2023-2024 IG FISMA
Reporting Metrics. The FY 2023-2024 1G FISMA Reporting Melrics represent a continuation of the work
started in FY 2022, when the |G metrics reparting process was transitioned to 3 multi-year cycle.

The Fiscal Year 2021-2022 Guidance on Federal Information Security and Privacy Mansgement
Requirements (M-22-05) encouraged agencies to shift towards a continuous assessment process for
thelr annual independent assessment. To help fadilitate this, the memo alse announced that OMB and
CIGIE are transitioning the IG FISMA metrics to 3 multi-year cycle—with a set of core metrics that must
be evaluated annually and the remalining metrics that will be evaluated an a two-year cycle, beginning in
FY 2023}

The care metrics represent a combination of Administration priorities and other highly valuable controls
that must be evaluated annually. Specifically, these core metrics align with the Executive Order on

Improving the Nation's Cybersecurity (EO 14028), and guidance from OMB to agencies to improve
federal cybersecurity, including:

*  Moving the U.S, Government Towsrd Zero Trust Cybersecyrity Principles {M-22-09), sets forth a
plan for migrating the federal government to a new cybersecurity paradigm that does not
presume that any person or device inside an organization’s perimeter is trusted, and focuses
agencies on strengthening their capability to limit, and continuously verify, the access those
pecple and devices have to government data.

o Improving th gral Government’s investigative and Remediation Capabilities Related to
Cybersecurity incidents (WM-21-31), sets detailed requirements for log management,
canfiguration, and enterprise.level centralization, It also pravides a maturity model that
pricritizes the mest critical scftware types and reguirements.

e Improving Detection of Cybersecurity Vulnerabilities and Incidents on Federal Government
Systems through Endpoint Detection and Response [M-22-01), directs agencies to coordinate

! These changes do not In ary way !imit the scope of IG authority to evaluate information systems on an as-needed
or ad-hoc basis.

Page 4 of 60
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with the Cybersecurity and Infrastructure Security Agency (CISA) to accelerate their adoption of
robust EDR solutions, an essential component for zero trust architecture that combires real-
time continuous monitoring and collection of endpoint data with rules-based automated
response and analysis capabilities,

e  Enhancing the Security of the Saftware Supply Chaip through Sacure Software Develapment
Practicss (M-23-18} initiates a government-wide shift towards requiring agencies to use
software developed in a secure manner. This will minimize the risks associated with running
unvetted technologies on agency networks, increasing the resilience of Federal technology
against cyber threats.

The 1G FISMA metrics are zligned with the five function areas in the National Institute of Standards and
Technology (NIST) Framewaork for iImproving Critical Infrastructure Cybersecurity {Cybersecurity
Framework): identify, protect, detect, respond, and recover (table 1). The Cybersecurity Framework
provides agencies with a common structure for identifying and managing cybersecurity risks acrass the
enterprise and provides IGs with guidance for assessing the maturity of controls to address those risks.

Table 1: 1G Metrics and NIST Cybersecurity Framework Function Areas and Categories

1G Metric Function Area and Related Domains* Related Cybersecurity Framework Categories

Identify {Risk Management) Asset Management (ID.AM), Business Environment
({D.BE), Governance {I1D.GV), Risk Assessment
(ID.RA), and Risk Manzgement Strategy (ID.RM)

Identify {Supply Chain Risk Management} Supply Chain Risk Management (ID.SC)

Protect {Configuration Management} Information Protection Processes and Procedures
(PR.IP)

Protect {ldentity and Access Management) Identity Management and Access Control {PR.AC)

Pratect (Data Protection and Privacy) Data Security {PR.DS)

Protect {Security Training) Awareness and Training (PR.AT)

Detect (Information Security Continuous Security Continuous Manitoring {DE.CM)

Monitoring)

Respond {Incident Response) Response Planning {RS.RP}, Communications
(RS.CO), Analysis (RS.AN), Mitigation [RS.MI), and
Improvements (RS.IM)

Recover (Contingency Planning) Recovery Planning (RC.RP), Improvements (RC.IM),
and Communications (RC.CO)

* Refer to the NIST glossary for definitions of the function areas and domains.,

Page 5 of 60
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Key Changes to the FY 2023 — 2024 I1G FISMA Maetrics

One of the goals of the annual FISMA evaluations is to assess agencies’ progress toward achieving
outcomes that strengthen Federal cybersecurity. The FY 2023 — 2024 FISMA 1G metrics have been
updated to determine agency progress in implementing these requirements, as follows:

e  OMB M-23.03, Fiscal Year 2023 Guidance on Federal Information Security and Privacy
Manag t Requi ts— By the end of FY 2023, agencies are required to repoet at
least 80% of government-furnished equipment through the DRS’ CDM program. As
such, metric 82 regarding hardware asset management has been updated to reflect this
new requirement.

e DHS Binding Operational Directive 23-01, Improving Asset Visibility and Vuinerability
Detection on Federal! Networks — By April 3, 2023, agencies are required to take specific
actians for asset discovery, vulnerability enumeration, and automated reporting,
Metrics #2, #20, and #21 regarding hardware asset management, configuration settings,
and flaw remediation, respectively, have been updated accordingly,

o  OMB M-21-30, Protecting Critical Software through Enhanced Security Measures -~ This
memorandum provides guidance on the implementation of securlty measures for EO-
critical software. As such, metric #3 regarding software asset management has been
updated.

e OMB M-22-18, Enhancing the Security of the Software Supply Chain Through Secure
Software Development Practices — This memorandum requires agencies to comply with
NIST guidance and any subsequent updates related to software supply chain security.
Metric #14 regarding third-party security has been updated to reflect requirements
regarding software producer self-attestations,

o OMB M-21-31, improving the Federal Government’s investigative and Remediation
Copabilities Refoted to Cybersecurity Incidents — This memorandum directs agencies to
take action to strengthen audit logging, log retention, and log management capabilities,
As such, Metrics #32 and #54 regarding privileged account management and incident
detection and analysis, respectively, have been updated to reflect these requiremants,

e OMB M-22-01, improving Detection of Cybersecurity Vulnerabilities and Incidents on
Federal Government Systems through Endpoint Detection and Response = This
memorandum directs agencies to take action to strengthen their endpoint detection
and response solutions and capabifities. As such, metric #37 regarding data exfiitration
and enhanced network defenses has been updated to reflect these requirements,

FISMA Metric Ratings

1Gs are required to assess the effectiveness of information security programs on a maturity model
spectrum, in which the foundational levels ensure that agencies develop sound policies and procedures
and the advanced levels capture the extent that agencies institutionalize those policies and procedures.
The five maturity madel levels are ad hoc, defined, consistently implemented, managed and measurable,
and optimized (table 2), Within the context of the maturity model, OMB believes that achieving a Level 4
{managed and measurabie) or above represents an effective level of security. NIST provides additional

Page 6 of 60
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guidance for determining the effectiveness of security controls,” 1Gs should consider both their and the
agency's assessment of unique missions, resources, and challenges when determining information
security program effectiveness. I1Gs have the discretion to determine whether an agency is effective in
each of the Cybersecurity Framewerk Function {e.g., protect, detect) and whether the agency’'s overall
Iinformation security program is effective based on the results of the determinations of effectiveness in
each function and the averall assessment, Therefare, an 1G has the discretion to determine that an
agercy's information security pragram is effective even If the agency does not achieve a Level 4
(managed and measurable).

Table 2: IG Evaluation Maturity Levels

Maturity Level Maturity Level Description
Level 1: Ad Hoe Policies, prc.xedures, and strategies are nat formalized; activities are
petformed in an ad-hac, reactive manner.
Palicies, procedures, and strategies are formalized and documented but not
Level 2: Defined

consistently implemented,

Level 3: Consistently Palicies, procedures, and strategies are consistently implemented, but
Implemented quantitative and qualitative effectiveness measures are lacking.
Quantitative and qualitative measures an the effectiveness of policies,
procedures, and strategies are collected across the organization and used to
assess them and make necessary changes.

Policies, procedures, and strategies are fully institutionalized, repeatable,
Level 5: Optimized self-generating, and reguiarly updated based on a changing threat and
technology landscape and business/mission needs.

Level 4: Managed and
Measurable

Reflecting OMB8's shift in emphasis away from compliance in favor of risk management-based security
outcomes, 1GS are encouraged to evaluate the IG metrics based on the risk tolerance and threat model
of their agency and to focus on the practical security impact of wezak control implementations, rather
than strictly evaluating from a view of compliance or the mere presence or absence of controls,

In response to the threat environment and technology ecosystem which continue to evolve and change
at a faster pace each year, OMBimplemented a new framewark regarding the timing and focus of
assessments in FY2022. The goal of this new framewark was to provide a mare flexible but continued
fotus on annual assessments for the federal community. This effort yielded two distinct groups of
metrics: Core and Supplemental,

Core Metrics — Metrics that are assessed annually and represent a combination of Administration
priorities, high impact security processes, and essential functions necessary to determine security
program effectiveness,

I NIST Special Publication {SP) B00-53, Rev. 5, Security and Privacy Cantrols for Information Systerns and
Drganizations, defines security control effectivenass as the extent to which the controls are Implemented
correctly, operating as intended, and producing the desired outcome with respect to meeting the security
requirements for the information system in its operaticnal envircnment or enforcing/mediating established
secutity policies.
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Supplemental Metrics — Metrics that are assessed at least once every two years and represent
Important activities conducted by security pragrams and contribute to the averall evaluation and
determination of security program effectiveness.

1Gs should leverage the core metrics to gain a clear picture of where agencies stand as it relates to the
pricrity abjectives outlined above, Howewer, those pricvities do not account for the totality of efforts
made by agencies to secure thelr erwviranments, IGs are encouraged to leverage supplemental metric
scores, additional reports (including past evaluations where resuits have had little variance year over
year), and any additional evidence of Information security program effectiveness ta pravide context
within the evaluation period (or past periods, as applicable). These additional considerations should be
documented in Cyberscope to justify the effectiveness determinations made by I1Gs.

Scering Methodology

In previcus years, IGS have been directed to utilize a mode-based scoring approach to assess agency
maturity levels. Under this approach, ratings throughout the reparting domains were determined by a
simple majority, where the most frequent level (i.e., the mode) across the questions served as the
domain rating. The same logic was applied at the function and overall infermation security program
level, However, in FY 2021, OMB and CIGIE conducted a pilot to score agencies based on 3 weighted
average for certaln pricrity metrics, One purpose of this pilot was to help evaluate the impacts of these
pricrity metrics and prepare agencies for the possibility of changing the maturity calculation process in
the future,

Through analyses of the data obtained through this pilot and the FY2020 ~ FY2022 governmentwide 1G
FISMA reparting, OMB and CIGIE determined that a non-weighted (e.g., calculated) average more
closely aligned with the OK5’s assessed maturity levels expressed in a numeric format. This result
highlights that maturity levels assigned by IGs at the domain, function, and information security
program levels align more closely to an approach based on a calculated average than one based on the
mode, Further, with the introduction of Core metrics in FY 2022, a mode-based scoring approach, where
all metrics are weighted equally, may not provide an accurate assessment of maturity in cases where
specific domains and function areas may not have a large number of metrics. Therefare, ratings in FY
2023 will focus on a calculated average approach, wherein the average of the metrics in a particuiar
domain will be used by IGs to determine the effectiveness of individual function areas {identify, protect,
detect, respond, and recover) and the overall program.

To provide 1Gs with additional flexibility and encourage evaluations that are based on agencies’ risk
tolerance and threat models, calculated averages will not be automatically rounded to a particular
maturity level, In determining maturity levels and the overall effectiveness of the agency's information
security program, OMB strongly encourages IGs to focus on the resuits of the core metrics, as these tie
directly ta Administration pricrities and other high-risk areas, 1Gs shoukd use the calculated averages of
the supplemental metrics as a data point to support their risk-based determination of overall program
and function level effectiveness. Other data points that 1Gs may consider include:

*  The results of cybersecurity evaluations, including system security controf reviews, vulnerability
scanning, and penetration testing conducted during the review period;

e The progress made by agencies In address outstanding IG recommendations; and,

o Reported security incidents reported during the review period.
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As in previcus years, |Gs should provide comments in Cyberscope 1o explain the rationale for their
overall effectiveness ratings at the domain, function, and Information secutity program levels.
Additionally, for any metrics rated lower than level 4, 1Gs will be required to provide comments.
Comments in Cyberscope should reference how the agency's risk appetite and talerance level with
respect to adequate security, including compensating controls, were factored Into the |Gs maturity level
determinations.

IGs continue to retain the discretion to determine the overall effectiveness of their respective agency’s
information security program, in accordance with Cybersecurity Framewoerk function effectiveness {e.g,,
identify, protect), and the individual domain ratings {e.g., risk monagement, configuration management)
at the maturity level based on their evaluations. Using this approach, 1Gs may determine thata
particular domain, function area, and/or the agency’s information security peogram is effective at a
calculated maturity level lower than Level 4,

To that end, this document introduces a calculated average scoring model for FY 2023 and FY 2024, As
part of this approach, Core metrics and Supplemental metrics will be averaged independently to
determine 3 domain's maturity calculation and provide data points for the assessed program and
function effectiveness, For example, if the calculated Core metric maturity of twe of the functicn areas
is Level 3 (consistently implemented) and the calculated Core metric maturity of the remaining three
function areas is Level 4 {managed and megsurable), then the information security program rating
would average a 3.60. A hypothetical example of an 1G evaluation for Core and Supplemental metrics in
the risk monagement domain and the overall program evaluation is shown in the tables below.”

Table 3: Exampie of Calculsted Average for Core Metrics Maturity Calculation in FY 2023

Core Metrics
Metric Metric Review
| Number | FUnction Descriptor Cycle bbb
i Identify | System inventory Core Metric Level 4
2 Identify | Hardware asset management Core Metric Level 4
3 Identify | Software asset management Core Metric Level 3
: Cybersecurity risk management .
5 Identify and ERM integration Care Metric Level 3
10 Identify | Automated view of risk Core Metric Level 4
TOTAL 5 core metrics in FY23 18

' This example does net take into consideration the ratings of the supply chaks risk manegement domain metrics,
which Cyberscope will include in the calculation for the identify function ares.
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Table 4: Example of Calculated Average for Supplemental Metrics Maturity Calculation in FY23

FY23 Supplemental Metrics
Metric Metric Review
Number | Fumction Descriptor Cycle el
7 Identify | Roles and responsibilities FY23 Level 3
8 Identify Plan of action and milestones FY23 Level 4
9 Identily Risk communication FY23 Level 3
3 supplemental metrics
TOTAL In FY23 10
Table 5: Example of Calculated Average FY24 Supplemental Metrics Maturity Calculation in FY24
FY24 Supplemental Metrics
Metric i Metric Review Ratl
Number fum Descriptor Cycle waan
4 dentify | System categorization FY24 Level 4
6 identify Infotmahon security Y24 tevel 3
architecture
TOTAL 2 supplemental metrics 7
in FY24
Table 6: Example of Overall Calculated Averages Maturity Calculation in FY23
FY23 Summary
Foneth Core FY23 Supp. FY24 Supp. FY23 Assessed Fy23
Metrics Motrics Motrics Maturity Justification
Identify 3.6 3.3 N/A Effective Ipsum lorem,
Pratect 4.0 3.7 N/A Effective Ipsum lorem.
Detect 3.0 3.1 N/A Not Effective | Ipsum lorem.
Respond 4.0 4.0 N/A Effective lpsum lorem,
Recover 3.4 31 N/A Not Effective | Ipsum lorem.
Overall Maturity 3.6 3.4 N/A Not Effective | Ipsum lorem.
Table 7: Example of Overall Calculated Averages Maturity Calculation in FY24
FY24 Summary
Functh Core FY23 Supp. FY24 Supp. FY24 Assessed Fy2a
Metrics Metrics Metrics Maturity Justification
Identify 3.7 3.3 3.5 Effective lpsum lorem,
Protect 4,0 3.7 3.6 Effective Ipsum lorem,
Detect 3.2 31 3.2 Not Effective Ipsum lorem,
Respond 4.0 4.0 3.9 Effective Ilpsum lorem.
Recover 3.4 31 3.2 Not Effective lpsum lorem,
Orvbreli 37 34 35 Not Effective | Ipsum lorem.
Maturity - psu
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Table & shows that this agency's infarmaticn security program is struggling 1o mature their detection
capability In FY23 and the |G believes that the detect and recover capabilities are not effective based on
the combination of OMB's recommendation for a Level 4 ~ Managed and Meosuroble rating, relevant
OMB Memorarxia, additional repocts and tests conducted during the pericd, results demonstrated
during the evaluation period, and have taken the agency's unique missions, resources, and challenges
inta consideration, However, the 5 has determined that the agency is effective in the identify domain
based the same ¢riteria and based on professional judgment has determined that the agency is
operating effectively in this area.

Tables 5 and 7 show a potential agency result in FY24 and while the agency has impraved in some areas,
the IG has reassessed and reached the same conclusion as the previcus year, Variation will occur from
the examples abave, however, the justification provided by the IG will outline the judgments made ina
particular agency's evaluation,

These examples are internded to be illustrative and, while demonstrating a potential cutcome, should
only be used as a reference point to understand the lines between the evaluation of the maturity of an
organization and the relationship to the IG's professional judgment of the security program's
effectiveness and the prograny's effectiveness in the respective function areas, Each agency will have
different missions and implementations of such missions and the IG should take that into account when
comparing against the desired level outlined by OMB.

Submissien Deadline

Histarically, the evaluation of agency effectiveness by 1Gs finished in October; however, this timing
limited agency leadership’s ability to request resources In the next budget year to provide for
remediations. As such, OMB M-22-05 adjusted the timeline for the IG evaluation of agency infarmation
security effectiveness to better align with the budget submission cycle. OMB is requesting that agency
1Gs submit FY23 FISMA metric data from agency evaluations via Cyberscope no later than July 31, 2023,

Cyberscope will also provide supplementary fiekds to allow the 1G to provide additional comments and
data supparting their evaluation resuits.

FISMA Metrics Evaluation Guide

To promote consistency in IG annual FISMA evaluaticns, an evaluation guide will be developed for IGs to
use in their FY 2023 and FY 2024 FISMA evaluations. This guide provides a baseline of suggested sources
of evidence and test steps/objectives that can be used by IGs as a part of their FISMA evaluations. The
guide, which is a companion document to the FY 2023-2024 IG FISMA Reporting Metrics, also Includes
suggested types of analysis that IGs may perform to assess capabilities in given areas. As in previous
years, the FISMA evaluation guldance will be published an DHE’ FISMA website,
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ik Maturity Level
Question Criteria Cycle
Ad Moc Defined C thy Impl d Managed and M b, Optimized
1. To what extent does the ® NIST 5P BOO-37 The org has The arga has | The org: v h '-h. ganizath The organi uses
organization maintain s (fav. 21 Core not defined its defined its pofici Impk its poks that the information sutomation to develop
comprehenzie and ® NIST 5P $00-53 Matnc palicies, p dures, p dures, and p , and to ¥ Included n its and maintain 3
accurate inventory of its [Rev.5) CA-3 PM-5 and processzes for processes for maintain 3 comprehensive inventory are subjecttothe | c lized smformation
information systems and CM-8 developing and developing and and accurate inventory of its monitonng processes system imventory that
fincloding cloud systems, o NIST C maintaining » maintaming a Information sy defined with the includes hardware and
public facing webstes, snd | Famework (C5F] comprehentive and prehensive and lincluding cloud systems, gani ‘2 ISCM software components
third-party systems), and DANM-3-4 y of te yof | publicfacing websites, and strategy from all organiestional
Fyrtam intarconnactions? o FY 2023 CIO FISMA its information It information third -party systams), and Information systems,
Metrics 1.1and 1.5 atums and sy v and yatam inter The cantralized
* OMB A.130 I : i L inventory is updeted in
* OB M-23-03 # near-casl time basis,
2. To what extent does the ® NIST 5P RO0-37 The organization has The crganaation has | Thae organizati itunth The organizati The orgas
organization use standard | (Rey, 21 Tashs P10 Cora not dafined polci dafined policies, uses its standard data that the hardware sssets employs automation 1o
dats elementyftaxonomy angd P-16 Metrsic precedures, and procedures, and s ntst y to d to the k track thae life cycle of
to develop and maintain ® NIST SF 800-53 procasses for using processes for using davelop and maintain an up- are covnred by an the organitation's
n up-to-date Imventory of | |fey. 5] CA-7 and CM- standard dats standard data to-date Imvantory of crganization-wide hardware | hardwue assets with
hardware assets (including ! 13/ | nts/t ¥ hard assats o asset management processes that limit the
GFE and 8ring Your Own » NIST Sp b to develop and to develop and to the organization’s network | capability and are subjectto | manual/procedural
Davice |BYOD} mobike « NIST 5B 800-207 maintain an up-to- maintam an up-to- [including through the ing p hods for asset
devices) connected to the o Nt -5 date imventory of date Inventory of automated asset discovery) defined withn the managemant Further,
organization’s network « NIST IR 2011 hardware assets hardware assets and uses this yto I 'z I1SCM hardware inventories
with tha detailed o NIST €55, 10,401 connacted to the connactad to tha Iinform which assets trategy. ara regularly updated as
Infarmation necessary for o Faders] Emtararide organization's organization’s @n/cannot be introduced part of the
tracking and reporting? Architacturs (FEA) atwork {including twork (Including Into the network, For mob#e devices, the organization’s
Feamavork through automated through automated agency enforces the enterprise architecture
o BY 2023 €10 FISASA asset discovery| with ametdecovery) wth | The organeation 1z making capability to deay access to current and future
i 1213 the detailed the detasled sufficient progress tovards Igency enterprize services states.
108 information necassary | Information reporting at least 80% of its when security and
S5 T0p 18 for tracking and necassary for GFEx through DHS COM operating syxtem updstes
c C 11 reporting trackng and program. have not been applied
2 23.0 reporting. witha a given period based
QB M-23-03 on agency policy or
:. m‘; 2 guidance,
80D 23-01
¢ 80D 23-01
Imalementation
Gudance
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S Maturity Level
Question Criteria Cycle
Ad Hoc Defined Conwistently Impl ted Managed and M bl Optimized
3. To what extert doss the © NIST 5P 800D-37 The organaation has The organaation has | The organi i ty | The orga ion e - The organi
orga: use dard [Rev. 2} Task P-10 Core nat defined polcies, defined policies, uses itz standard data that the software assets, employs automation to
data elements/taxonomy ® NIST 5P 200-53 Metnc procedures, and procedures, and elemantstaxonomy to including EO<ritical track the life cyde of
to develop and [Rev. 5) CA-7 CM-E processes for using processes for using deveiop and maintain an up- | software and mobde the organization’s
#n up-to-date inventory of | CAM-10, ued CM-11 standard data standard data to-date invertory of software | applications asapproprate, | software sssets (and
the software and ® NIST 5P 900-137 i ftn { nts/! ¥ wssety and licanses, inclucling | on the netwerk (and their their ssrocsted
sssociated licenses wred « NIST 5F 200-207 to develop and to devedop and for EQ<critical softy and inted i |, are licwnses), including for
within the organization Section 7.3 maintain an up-to: MAintEn an up-tes mobile applications, uied in o by an organizats EQ-critical softwara and
with the detailed o NIST 1800-5 date inventory of date inventory of the crganization's wide software assst mobsle applicstions,
information nacessury for o NIST (R 8021 softwire ssusts and software sraets and eavircament and wses this mansgement (or Mobile with procasses that
teacking und reporting? o NIST Securit li , including fee | 1 including for | t ¢ 2o inform which Devics Management) Timit the
Muasures far EQ- EOQ-critical softuware EQ-critical software assets canfcannot be capgabllity and are subject to I/procedural
Critical Softwars Use and mobile and mobile ducad into the | the 8 P hods for asset
o NIST OS5 10,4302 applications, used In apalications, used in detined within tha managamant. Furthar,
o FEA Fr tha organzation's the organization's Tha organization I re ‘s ISCM software inventories
o FY 2023 CIO FISAS i withthe | anv with and maintains a software strategy. are regulardy updated as
Metrics 1.4 ang 4.1 datailed information the deta ed Invantory for all platfeems part of the
o OMEM-23-30 nacassary for tracking | information running E0-critical software For mobile devices, tha organization’s
o OMB M:22- and reporting. necessary for and all software {both EO- agency anforces the enterprise architecture
QMBM:22.039 tracking and critical and non-£0-critical) capabllity to prevent the current and future
s reporting. deployed to each platform. execution of umauthorzed states.
s OMBN23C scftware (e.g., biacklist,
o CiE Togp 18 Secunit whitelist, or cryptographic
Controls ntrol . containerization),
.
$54 Cybarzecyrity
Inci .
£lagbola
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S Maturity Level
Question Criteria Cycle
Ad Hoc Defined Conwistently Impl d Managed and M b, Optimized
4, To what extent has the .l P 80037 The organaation has The organaation has | The orga i i ty | The orga ion e The organi. [
orga: ep d [Rev. 2) Taaks C-2 . C- Fra2a naot defined polcies, defined pol P its polcies, the risk-based allocation of impact-level
and communicated the 3, P2 P-12 P-13.51 procedures, and procedures, and P 3, and p bazad on system priortzation for
importance/priority of =53 processes for processes for for system gon. A teg ion, including for dditional granularity,
information systems in * NIST 5P 200.53 categorizing, categonzing, review, and L the pr of high value | and cybersecursy
enabling its missions and [Rev. S) A2 PMT reviswing, and reviewing, snd including for high value wxzety, s ApProprists, framework profies, e
Business functions, and PM-11 cating the ing the Astets s approgriste. through collaborstion nnd approgriste, 10 support
including for high value o NIST 5P 800- importunce/priorty of | importanca/prarity Security categorizations data-drivan grioritization. rak-based decison:
wseets? o NIST IR 8270 infor i vt of infor ¢ conyider potential adverse making.
o NI 1 x inenabling its systams in ansbling impacts to organization
10.AKM-5 and 1D SC-2 issions and b its missions snd operations, organitational
o FIP5 168 functions, incuding businness Tuncth assots, individunks, cthae
o £Y 2023 CIO FISMA for high value assats, Including for high organizations, and the
as approgriate. value assets, as Nation. Systam
M Q!"A:’ [ M4-16-03 approprate, categorization levels are used
In addition, the to gulde risk management
organization has not In addition, the dackions, such as the
dafined s policias, organization has allocation, selaction, and
precedures, and defined palicles, Pl of
pr forc x [ d , and appropriate cootrol
Il , sk n, P for baselnes,
and tailoning based on | controls allocation,
the importance/ selection and
prionty of its tailoring based on
Information systems. the importance/
priority of its
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Maturity Lovel
Question Criteda Cycle
Ad Moc Defined Conmbstently Implemented Managed and Measurable Optimized
5. To what extent doss the o NIST SPEOD-37 The organization has The organization has | Tha organizati b ty | Theorgs uses the The cybarsecurity risk
Organization ansure that b4 o Corm not dafined and defined and implaments its policies, rasults of its systam lovel menagament program
Information system r R2 ard B3 Metnc ated the d the P d , and to | riskassessments, along with | 15 fully integrated at the
securty risks nre o NIST 39 palicies, p d policies, pr g* the cybersecurity other inputs, to parform organizational,
adequately managed at ® NISY &P El and processes it wies and procesies it uses rishs associated with and maintain an missian/ busioess
the organizational, |Pav. 51 RA3 wnd PM- to manage the to manage the P gand g it g wide process, and
mission/business process, 3 cybersecurity rsks cybersecurity risks Information systams, The cybersecurity and privacy information system
and information system o NIST R 8298 associated with associated with organization ensuraes that tisk assassmant. The result levels, as well as with
lavals? . 2 operating and oparating and decsions 1o manage of this assassmant is the entity's antarprise
o NIST IR 82858 mamtaining its maintaming its cybersecunty risk at the documented in a rsk management
o NIST IR 8285C infarmation systems. information systems. | information systam level are cybuarsscurity risk ragister program,
o NIST IR 82850 At a minimum, the The policies, Informed and gusded by risk and serve as an input into
o NIST €56 I RM-1 = palicies, p jures, P dures, and decsions made at the the organization’s Further, the
\DRM3 and processes do not Procestes cover organizationsl and anterpeine risk 8 | organization s
‘.—'_'g ME A:123 coverthe following cybersecurity risk mission/business levels. program, The organization cybersecurity risk
* OMEMIE LT Aras froens management st the istently monitors gement program
o OMBA2303 cybersecurity organizational, System risk assessments are effectiveness of risk s embedded into daily
parspective mission/business parformaed [ ding to 50 O a that dacisien making scross
process, and organzational defined time risk tolerances are the organization and
* Risk framing Information system frames] and sppropn i d ut an provides for continuous
 Risk assessment levals and addrass security controls to mitigute appropriate leval. Idantification and
* Risk rasponse the following rishs identified are montoring to ensure
* Risk menitering omponents imph jonw The orga that risk remains within
basis, The organization wses that information in organizationally-defined
® Rigk framing the common vulnerabilty cybersacurity risk registers acceptablo lovels,
® itk aswmwssmant sconing system, or samiar is obtained accuratedy,
* Ritk resp PR h, to ¥ Iy, s inw The orgenizstion uses
* Rigk itoring the ch wtics and reproducible format and 12 Cybearsecurity
soverity of software used to {i] quantify and Framework profiles and
viinerabifities, aggregate sacurity ricks, {§) wnterprice risk profikes
normalize cybersecurty nsk | to align cybersecurnty
Further, the organization information scross outcomas with mission
uses 3 oyb y risk et | wnitx, and (#i) | or business
rogatar to manage risks, as prioritize op jonal rak g ts, risk
appropriate, and Is rezponse, tolerance, and
canmistently capturing and resources of the
sharing lassong leamaed on organization.
the effectrveness of
cybersecurity risk
management processes and
updating the program
lccordm‘ly.

Page 15 of 60




APPENDIX B
Page 16 of 60

FY 2023-2024 Inspector General FISMA Reporting Metrics

Rk Maturity Level
CGuestion Criteda Cydle
Ad Hoc Defined Consistently Implemented Managed and Measurable Optimized
6. To what extant does the o NIST SPuog-37 Tha organzation has The organazation has | Tha organization has The ceganization’s The organization uses
organization use an (Rey, 20 Tazk P-10 raa nat defined an defined an conyistently implemented its information security advanced technelogies
information secunty o NIST SF £00-39 information sacurity information security security archi ncross hi Is integ d #nd technigues for
architecture to provide a ® HIGT 4P §00-53 architecture and its architecturs and the enterprise, business with s systems managing supply chain
disciplined and structured (Ray. 51 PL-E, 543 processes for ensuring | described how that process, and system levels. development lifecycle and risks. To the extent
methodalogy for SA8.5A-8, 5A-12, and that new/acquired architecture is System security engineering defines and directs practicable, the
managing risk, including PM-5 hardware/software, Integrated into and prnciples are folk d and impl on of sacurity organization can quickly
risk from the = NIST 5P §00-160 including mobile apps, | supports the chad: & the imp ethods, mech: , and adapt its infarmation
organization’s supply . 5 -16: are consistent with its | organization's to the organizations capabilities to both tha security and anterproe
chain? [Rev. 1) security arch®acture entarprise Information security Information and urchitecturas to
» NIST 5P 800-210 prierto | ducing architect architactura prior to Communications mitigate supply chaln
© NIST TS5 1D.5C systams into its Introducing informaticn Technology (ICT) supply risks.
wnd PRIP-3 devalopmant In addition, the systam changes into the chain and tha crganization’s
o FEA Frameword savironmant, organization has s '$ movi information systems.
% M-15-14 defined how it
. implameants system In wddition, the organization
securty engineering employs a software
ponciples and assurance process for mobile
processes for mebile
applications, within
Acguintion Asform ::r,;:m Iife
Act{HTARAI cycle (SDLC).
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S Maturity Level
Question Criteria Cycle
Ad Hoc Defined Conwistently Impl d Managed and M b, Optimized
7. To what extert have the o NIST SP 20037 Nokes and Roles and Individuals are i Iy L {people, The organization uses
roles and responaibilties [Rav. 2): Section 2.8 Fraa responsibilitees for responsibilities of performing the cybersecunty | processes, and technology) an integrated
of internal and external and Task F1 cybemecurity rsk stakeholders rizk management roles and are allocated in 3 rsk-bazed govemance structure,
stakeholders involved in ® NIST 5P 200.39 management have invalved in responsibdties that have manner for stakehokders to in accordance with A-
cyberecurity risk Sections 231233 not been defined and cybersecurity risk been defined across the wffectively implement 123, and assocated
managemant processes and Appandix D i i scross organization. This includes cybarsecurnity risk review processes (o5,
besn defined, ® NIST 5P 200-53 the organizati P have been rodes and responsibilities mansgement activities and ERM councils or IT
communicated, ey, 5); 8A-1 defined and related 1o integration with integrate thoss activites Invastmant review
implemented, and o NIST CSF 1D AME Further, the communicsted enterprise risk management with enterprise risk boards) to support the
spproprintely resourced \0.AM 1, ang ID.GY2 organization has not ncross the processes, ax approgriste, rs P , w1 integration of roles and
ncross the erganizstion? o NIST IR §286: defined tha ral ganization. This sppropriste, responsibilities for
Cactic work roles for stages incluches the relevant cybmraecurity risk
- OMBA-123 inthe eyberecurity work roles for stages Furthar, stakebelders e and ERM.
«0M .15-03 risk managemaent In tha cybersecurity involvad i cybersecunty
« OMB M- process and which risk managemant risk maragement are held
roles are responsible, process and which accountable for carrying cut
acceuntable, reles are rasponsible, tha roles and
consulted, or accountabla, responsiilities affectively.
Informed about consulted, or
vanous activities, as Informad about
appropriate. in various activities, as
additon, the approprate,
organization has not
defined the In addition, the
refats ps b gan has
cybersecurity nsk defined and clearly
management roles communicsted the
and those roles refationshps
imvalved with between
wetecprise risk cybersacurity risk
MAnAgemant, managament rolas
and those roles
involved with
anterpriae risk
management,
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S Maturity Level
Question Criteria Cycle
Ad Hoc Defined Connistently Impl o Managed and M bl Optimized

8, To what extert has the . Nl P BO0-37 Policies and Policies and The arganizati ¥ by The orga The organi
organization ensured that Rev. 2) Tasks A6, A3 Fraa procedures for the procedures forthe uses POAENMSs to effectively and lyzes quaitative and ploy to
plans of action and ® NIST 5P 200-53 effective use of effective use of igate securty L q performance correlate securty
milestones (POA&Ms) are [Rev. 51 CA.S and PhI. POASMS: to mitigate POA&Ms have been The organzation ures a measures on the wesknesses amongst
wiad for effectively a acurity weaknesses defined and proritized and consistent wffectivensss of ts POARM Information systems
mitigating security ® NISLCSE IDRA-G have not besn i d ppronch to POARNMs thet activities and ures that wnd identify anterprise-
vewiknussas? * OMBM-14-04 defined and These polices and conyiders information to make wide trends and

o OMBM-16.0 com 2 d = d addrass, Sppropriate ad) ts, a8 Jutions in & near real

* OMBA-130 ata minimum, the * Security g d ded, to ensure that its time basis.

centralaed tracking
of meurity
wRaknesies,
prioritiztion of
remadiation afforts,
monitoring and
maintenance, and
Indapandant
validation of POASM
actwities.

* Security, privaecy, and
supply chain risk sspsasments
* Spacific control deficiencis
and thair criticality

* Rationale for accepting
cartain deficiencios in
controls

* Raguired POASM
attributes, In accordance with
OMB M-04-14 (e.g., sevarity
and brief description of the
weakness, remediation tasks
ard milestones for meeting
thoze tasks, and estimated
funding resources required to
resolve the weakness|

Further, the organization
uses lassons lesrned in
implementation to review
wed wpclute 23 POARM
procesies.

ritk pasture s maintained,

Further, processes arm
in place te idantify and
Mmanage amarging risks,
in addition to known
security weaknasses.
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S Maturity Level
Question Criteria Cycle
Ad Hoc Defined Conwistently Impl d Managed and M b, Optimized
9. To what extert does the .l P 8003 The organaation has The organization has | The organizati ' ty | The orga i ploy Uring ritk profiles and
organization ensure that [Rev. 2} Taak M-S Fraa naot defined how defined how uses a cybersecunty risk robust diagnostic and dynami reporting
information about o NIST 5 0 cybersecurity rsk cybersecurity risks regster, or other comparable | reporting frameworks, mechanizms,
cyberyecurity risks s 33 infarmation is wre identified, mechsnizsm to emure that including dashboards that cybersecurity rish
communicated in & timely o NIST IR 8179 cor dinn d d, and Information about risks is facilitate » portfolio view of | Information &
and afective manner to © NIST IR 8286 timedy and effective dinas d in & timaly cybarsecurity risks scross incorporated into the
appropriste intermal and ° QMBA-12) manner to timely and affective ard affective munner to the arganization. The organizstion’s
wxtarmal stakehokdars? o OMBCIrcuiar A1 uppropriate intarmal mannes to wppropriate internal and dashboard preasants antarprise risk
o OMBA4-19.03 and external spproprate internal | external stakeholders with a qualitative and q e [4 program
« SECURE Technology stakahalders. and wxtecnal need-to-know, Furthermore, matrics that provide wnd used 1o provide s
Act z 1326 stakehokdary, Thie the crganizati ively indi % of tyb ay Tully integrated,
includes the shares information with risk, Cybarsacurity risks are priortized, enterprise
organizations partners to ansure that Integratad into anterpnse wide near raal-time
policks, procedures, accurate, current iInformation | level dashboards and viaw of organizational
and pracesses for Is baing distributed and reporting framaworks. risks to drive strategc
using cybersecurity consumed. and business decksions.
risk rugistars, or The organization ansuras
other comparable Further, processes to share that data supporting the Cyber rishs are
mechanisms, to cybersecunty rsk cyber y risk register, lized and
share and rd Infor are integrated or other comparabie translated at the
cybersecunty nsk with the organization’s ISCM hanism, are obtained orga | level to
activives. processes. accurately, consistently, and | support a fully
in a reproducible format integrated, prioritized,
and is used to! enterprise-wide view of
* Quantify and aggregate organizational risks to
security rishs drive strategic and
* Normalize information business decmions.
#Cr0ss organizational units
« Prioritize operational risk
response activities
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S Maturity Level
Question Criteria Cycle
Ad Hoc Defined Conwistently Impl d Managed and M b, Optimized
10. To what extent does ® NIST SP 800-39 The organaation has The organization has | The organization consistently | Inaddition, the orga k The organi. has
the organzation use o NIST 5P §00-207 Core nat identdied and identified and ph an d that cyb Y jonalized the use
technology/sutomation to Tansts Sand7 Metnc defined its defined its solution across the enterprise | risk maragement of advanced
provide 3 centralized, o NIST IR g288 requirements for an requirements for an that provides a lized, infor " integrated technologies for
enterprice wide | portfalio) o OMB A:12 d solution to d yoluts enterprise-wide view of into ERM reporting tocls analysis of trends and
view of cybersecurity rink . QMBAE22-00 provide » cantmalized, that provides » cybessecurty rinks, ncluding (such x5 0 govarnance, risk performance sgainst
management activities » LA Zoro Trust anterprise wide cantralzed, risk co | and ot T , and benchmurks to
weross the organization, Matursy Model {portfolio] view of antarprde-wide view ities, dependencied, risk Pl toal), #s continuously improve
including rsk control and Pillars 2.4 cybersecurity rsks of cybersecurity risks | scores/levels, and appropriate, s cybersecurity rsk
remedistion sctivities, “e Y 2023 IO FISMA ncros the ncross the managemeant dashboards. All management program,
dupendencies, ritk Matries: 7.4.2 ganization, ganization, necHIEAry tources of Examples include
scores/levels, and - including risk control including risk i vb ¥ vk scanano analyss and
managamant dashboards? and remaediation and remediation Information are integratad modeling, the
activities, activiies, into the solution. incerporation of
dependences, risk dependencies, risk technikal indicators
scores/levels, and scores/levels, and from threat intefigance,
managemant Mmanagament und the abiity to
dashboards, dashboards, CONSUME OPan security
control assessments
language (OSCAL) Into
s GRC processes
11, Provide any addtional information on the effecti | ponitive or negative) of the organi " rick P program that wes not noted in the questicns sbhove, Taking into convidurution the oversil
maturity level go d from the *bove und bised on ¥l tasting perfarmad, is the rizk r prog ffuctive?
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Table 9: Supply Chain Risk Management (SCRM)

Core Matusity Lavel
Question Criterin Metric ar Consiatontly
Y Ad Hoc Defined implemented Managed and Measurable Optimized
12, To what extent does o NIST 5P 200- The organization has | The organization ks The organization The organzati it The organi ‘s
the organization use an [Rev. 5). #11-30, 581 FY23 net defined and defmed and consistently implaments and analyzes gualative and | SCRM strategy is fully
organization wide SCRM andSR-2 com dan i d an its SCAM strategy across quantitatre performance integrated with its
strategy to manage the o NIST SP X organization widle organzation wide SCHM the orga wonand uses on the enterprise risk
suppldy chain nsks ey 1) SCRM =ztrategy. strategy. The strategy the strategy to guide effectiveness of #s SCAM management strategy
assocuated with the ® NIST IR 8276 addresses: supply chain analyses, strategy and makes and program.
development, acquisition, « The fgdara! communication with updates, as appropnate,
maintenance, and disposal | Acoui=mon Supply * SCRM risk appetite and | internal and external The organization ensures On a near reaktime
of systems, system = . tolmrsncs partners and that data supporting bazis, tha organization
components, and systom 7527 & * SCRM agies or keholders, and in matrics are obtained actively adapts its SCRM
survices? 5 " controls building consmnsus wecurutely, k Iy, and | strategy to respond to
Il 47 » Processes for ragarding the in & reproducible format, evolving snd
p.L 115.390) consistently evalusting sppropriste rerowrces for sophuticated thrests,
« Hatianal and monitoring supply SCRM
Sountanntallisence chain risk )
Suatesy * Approaches for Further, the organization
* OMBM22.18 implementing and uses leszons learned in
communicating the SCRM | implementation to
strategy raviaw and update its
* Associated roles and SCRM strategy in an
rexponsibiities organization defined
timaframe,
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Core Maturity Level
CGuestion Criteda Metricor
B AdHoc Defined :‘!m"’“":“" Managed and Moasurable Optimized
13. To what eatent does o NIST SP B00-53 The org: tion has | The org has The crganization The organzation monitors, In a near real-tme
the organization use SCAM | [Rev. 5) S8-1 Y23 naot defined and defined and ntly imph h and reports on the | bazs, the organaation
polcies and procedures to o NIST 5P $00-161 ated its - d its SCAM 1ts pol p dures, quall and can update its SCRM
manage SCAM activities at | [y, 1) SCAM poll l p dures, and and processes for performance o5 policies, procedures,
all organizational tiars? o NISTCSSF 1IDSC-] proceduras, and processes. As appropriate, managing supply chain used to gauge the and processas, az
and 10.5C-5 processes. the policies and risks for offectiveness of ts SCRM appropriate, to rezpond
o NIST IR 7622 procedures are guided by lorganizationally- polickes and proced and | toevoling and
© NIST IR 8276 the crganization wide defined| prod thit data sophiticated thrests,
o NIST IR 8419 SCRM strategy (metric systems, snd seryices wupporting the metrics is
o The Federal £11), provided by third partier. | obtained sccurstely,
A s tion Suoph consistently, and ina
Chain Security Acs of At a minimum, the Further, the org producible format.
208 following areas are uses leszons learned in
© DHS's | ) addressed: implemaentation to The organization has
Chain Libras * Procudures to facilitate | review and update its integrated SCAM pr
 Sscunng the the implemantation of the | SCRM policies, across Its enterprise,
software Supoly Chain policy and the ssscciated procadures, and including parsonnel security
« OMBM-22- baseline supply chain rsk Procasses n an and physical security
I3 Iz s orga datinad peograms, hacdware,
well 35 baseSne supply timaframe. software, and firmware
chain related controls in development processes,
othar famllies. i gurati '
* Purpose, scope, SCRM tools, technigques, and
roles and responsbilities, measures to maintam
management provenance (as
commitment, and approprate|; shipping and
coordmation amongst handling procedures; and
organzation entities. Programs, processes, or
procedures associated with
the production and
distribution of supply chain
wlements.
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Core Maturity Lovel
CGuestion Criteda Metricor
Consistently
121 AdHoc Defined saanted Managed and Moasurable Optimized
14, To what eatent does o NIST 5P B00-53 The org tion has | The org: has The H The orga lon uses The organization
the org; [Rev. 51 S4-4, 5R-3, Core not defined and defined and that 23 polices, qualitative and quantaatrne | analyzes, ina near-real
that praducts, system SRS und SRE Metric ated [ d pol procedures, and performance matrics {e.g., time basis, the Impact
components, systams, and o NIST 2P 200-152 palicies, p d and p di to pr are those defined within SULAs) of material changes to
sarvices of external ® NIST 5P 00-161 and processes to that [organ By I thy to measure, report on, and socurity and 5CRM
providers are consistent [Rev. 1) ensure that defined prod ¥ s nted for maonitor tha Information sssurance requiremants
with the organization’s o NIST .2 [erganizationall P ) Sy and 8 and reviewing securty and 5SCRM on its relationships with
cybaryscurity and supply IaskPO13 dafined products, survices| adhece to its the supply chain-relsted petformance of extarnsl providerns snd
chain requirements?  NIST ystem comp: , | v 2y and supply risks sszociated with organizationally defined ensures that scquisition
® NIST CSF ID.SC-2 systems, and chain risk ppliers or s products, systems, and tooks, methods, and
through ID.5C4 services] adhere to i ts, The snd the sy 5y provided by proceszes sre updated
* OMB A-130 it cybarsecurity and | following P ts, ot ponent. external providers. #3 500N us porsible,
o OME M 16. supply cham risk a minimum, are defined
o OMBM-22-18 management * The identification and In addition, the In addition, the organization
o CI5 Top 18 Sacurit requirements. priaritization of Iy orga ) b has incorporsted supplier
Controty. Control 15 provided systems, system sufficlant assurance, risk evaluations, based on
o The Federal components, and services through auvdas, tast criticality, into its
Acguiztion Supph ns well how the rasults, software contimuous monitoring
Chain Security Act of organaation mairtains producer salf { practices to maintal
2018 awareness of tz upstream | (in accordancs with M- situational awarenas into
o TadNAMD standard uppliers, 22-18}, or othar farms of | the supply chain risks.
= * Integration of evaluation, that the
%’1:352&@:“ ’ scquitition procasses, security and supply chain
contruct bast tices inchuding the use of controls of systems or
« DHE'2ICT Supot contractus| agreements services provided by
that stipulste appropriate contractors or other
hanlbrg cyber and SCRM measures | entities on behalf of the
for extemal providers. organization moet FISAAA
* Took and techniques to 4 , OMB
use the acquisition process | policy, and applicabla
to protect the supply NIET guidance.
chain, inciuding, risk-basad
processes for avaluating Furtharmore, the
cyber supply chain risks arganization maintains
assoclated with thied party | visibilty into s upstream
providers, as appropriste. | suppliers and can
* Contract tools or consistently track
procurement methodsto | changes in suppliers.
confirm contractors are
maeeting their contractual
SCRM cbligations.
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Core Maturity Level
Question Criteda Metricor
- AdHoc Defined e—— Managed and Moasurable Optimized
15. To what extent does © NIST SP EOD-S: The org tion has | The org: has The organization The organzation monitors, In a near real-tme
the organization ensure Rav. 51 SR-11 {11{2) Frad naot defined and defined and tly impk h and reports on the | bazs, the organaation
that counterfer o NIST 5P $00-161 ated its [ dits its component quall and q can update its supply
compaonents are detected Uevd component P th ty th ity pol and performance measures chain risk management
and prevented from « OMBM-22-18 auth ity pol polk and procedures. procedures. used to gauge the poliies and procedures,
entanng the organaation’s « NIST 5P 800-218 and procedures. offectivencss of ts @3 appropriata, to
systams? At a minsmum the Furthar, the organzation: | component authant respond to evolving and
followirg sress are o Pravick polics snd proced. wnd phisti d thrests,
sddrassed: authenticity/ant ensures that dats
* Procedures to detect countarfet traming for supporting the metrics is
and p rfeit designated p | Stained
components from entenng o Maintains consistently, and ina
the systam. configurati i producible format
* Proced to over orgar Iy
configuration control over | defined system In addition, the organization
organcationally defined componants that are has Incorporated
v P that § repair and componant authanticity
are awaliting repair and senvice or repalred controls into &3 continuous
service or repalired componants awating monitering practices,

componants awating
feturn to service.

* Requirements and
procedures for reporting
counterfort system

raturn to service.

16. Provide any addtional information on the effectiveness (p

's supply chan n=k management program that was not noted in the questions above. Taling into

conskieration the overall maturty level generated from the questions above and based onall testing performed, i the supply chain risk management program effective?

16,1 Please provide an |G self-assessment rating {Effective/Not Effective] for the agency’s identify function,

Page 24 of 60




APPENDIX B
Page 25 of 60

PROTECT FUNCTION AREA

Table 10: Configuration Management

FY 2023-2024 Inspector General FISMA Reporting Metrics

Care Maturity Leved
e Metric ar
Question Critur e pa— = Manged and
X Measurable :

17. To what extent have the o NIST SPE0D-53 Roles and Roles and responsibilities | Individuals are part, 8 Resources (people, The arganization
roles and responsibiitias of | [fey 51 CM-2 Fr24 responsibilites atthe | atthe organizatiosal and | the roles and processes, and continuously avaluates
configuration g e NISTSPR0D.128 organizational and infor Y levels ibifties that have chnology] are all d | andadapts ts
stakeholders been defined, Section J 4 information sy for stakeholders ived | been defined across the n a nsk-basad Figurati
communicated, and . levels for stakehoiders | in infor system organization. for stakeholders to management-based
implemented across the Principles 3. 4, and 5 irvolved in configuration effectively perform roles and
agercy, and appropriately information system management have been information system responsibilities to
resourced? configuraton fully defined and configuration account for a changing

management have communicated across the management activities, cybersecurity

not baan fully dafined | crganization. Further, stakeholders ara | landscap

and communicated held accountabla foe

acrom the carnying out thair rokes

organization. and responsibilitivs

wifectively.

18. To what extent does the o NIST SPROD-53 Tha organization has Tha organaation has Tha organization has The organization The organization uses
organization use an [Rav. 51 CM-9 FrY24 net developed an developed an ty imph d nors, Y and ation to adapt its
entenprise wida o NISTSP 1 organization wide organization wide an arganization wide raports te stakeholdars configuration
configuration managamant Section 232 coafiguration configuration figurati g qualitative and managamant plan and
plan that includes, at & managemant plan managamant plan that plan and has integrated s quantitatyve paformancs | related processes and
minimuen, the following with the v Includes the Y plan wath its rigk Mmawiures on the Activities to a changing
components roles and po management and effectivenass of its cybarascurity landscage

responsibilities, including
establishment of a Change
Control Board [CCE) or
related body; configuration
management processas,
including processes foe:
idantifying and managing
conflguration items during
the appropriate phase
within an arganization’s
SDLC, configuration
momitoring, and applying
configuration management
requirements to contractor
oparated systems?

ing
programs. Further, the

management plan, uses

orga uses b this mfor to take

learmed i implementation corrective actions when

to make imp to v, and

its plan that data supporting the
matrics ks obtained

accurately, consistantly,
and In a reproducible
format,

an & near realtime
bamsz{as defined by the
organization).
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Core Maturity Level
Question Criterla Metricor
Managed and
Y Ad Hoe Defined Consistently Implemented Maasurable Optimized
19. To what extent does the e NISTSP Thae organization has The organization has The organization The orga ploy The org uses
organization use baseline ey, 51 CM-2 and Fr23 net astablished developed, d d, istently ds, jtomated mechani technelogy te
configurations for its g poficies and and di i d its ple , wncd muintai (such as applicati impl " lizmd
information systems and o NIST CSF: DE.CM.7 procedures to ensure baseline configuration under configuration control, | whitelsting and network | bassline configuration
maintain inventories of and PRLIP-2 that baseline and component baselme configurations of management tools) to and information system
related components ata * 30D 2304 configurations for as Inventory policies and 1ts information systemsand | detect unauthorized component imvantory
loval of grandlarity eC|5Topls Infar v P d an mventory of related hardware, software, and process that includes
necessary for tracking and ur trol are developed, components in accordance firmware and information from all
reparting? Controld documented, and with the organzation's umsuthorzed changes to | orgamizats Y
maintained under polices and procedures, hardware, software, and (hardware and
configuration control firmware. software) and &
and that system Furthar, the organization updated in a near real
componants are uses lessens learned in time basis
inventoried st o level Implementation to make
of granularity deemed improvements to its
nacasaary for tracking baselve coofiguration
and reporting. polices and procedures.
20. Yo what extent does the ® NIST SP BOD-53 The organization has The organzation has The crganizat The orga ploy The organi
organization use Ry, 51 CM-6. CM-7, Core not established devaloped, d d, | ¢ tly ImpX to help deploys system
configuration RA-S, and S+2 Maetnc policies and and dt i d its and i antain an up-to-date, conflguration
settings/common secure - ISP 7 procedures for policies and procedures secure configuration complete, accurate, and management tooks that
configurations for its (Rev. 41 ensuring that for configuration settings for its information readily available view of automatically enforce
information systems? o NIST CSF: ID.8A1 configuration 185/ sacure v based on the the security and redaploy
and DECM-§ attings/ figu In principle of ieast configurations for all configuration settings
» NIST Security secure configurations addition, the functionality. informatian system 1o systams at frequant
Measures for EQ- wre dafined, organization hay components connectad intesvals s defined by
viticsl Softwars L implemented, and developed, documanted, | Further, the organization to the organization’s the organization, o on
sM33 monitored and di i d ly uses SCAP- network and makes on event driven basis
« QN0 M-22-08 LOMMON Securn lidatad soft ing | approgriate
o OMB M-23-03 configurations (scanning) capabilities modfications in
8 m (hardening guides) that sgainst all systems oo the sccordance with
e ClSTopis are tadored to s network (in accordance organizaton-defined
Security Control environmant. with BOD 23-01) to as=ess timelines.
Controld and ¥ and manage both coda-
ol Furthar, tha organzation | based and configuration-
C !—!: urit has ymbldud a based \mi_'m'lhilmes~ The
|agident R deviation p orga uses
learned in implementation
Hnbang to make improvemants to
its secure configuration
policies and procedures,

Page 26 of 60




APPENDIX B
Page 27 of 60

FY 2023-2024 Inspector General FISMA Reporting Metrics

Core Maturity Level
Question Criterla Metricor
e Ad Hoe Defined Consistently Implemanted rpenasiory Optimized
21. To what extent does the ® NIST SP BOD40 The organzation has The organzation has The crgan The organization The organization uses
organization use flaw Ry &) Core not developed, developed, d: d, ntly imph its ly ges its a d patch
remaed iation processes, o NISTSPR00-53 Metrc | documented, and and diszeminated its flaw remediation policies, flaw remediation process | managementand
including asset descovery, - CM-3 RA-S d d ts pol and proced procedures, and processes and uses d ity date tools
vulnerablity scanning si-2, and 513 policies and for flaw remediation, and that patch patch Il and for all apphcations and
analysis, and patch ® NIST SP 800207 procedures for flaw Including for mobile hotfues, service padks, and software update tools for | metwork davices
managamant, to manage Section 2.1 remedation, Including | devices. Policies and anti-vires/matware software | operating systems, (Including mobile
software vulnerabilities on o NISTCSF. D RA-1 for mobile devices = o inelud P are ideatified ‘where such tooks are devices), »
all network sddressable IP- - NIST {GFE #nd non-GFE). processes for: prioritized, tested, and wvailable and sufe, spproprinte, whare
sssets? Meagures for EO- ientifying, reporting, lled in  timely such tools ure svailable
Critical Software Use: and correcting In addition, the orgs ! The organizsti and sofe
“ 2 information system patches critical maonttors, anakzes, and
* OMB 3.22:09 flaws, testing software wulnerabilities withm 30 reports qualitative and As part its flaw
« £Y2023 010 and firmware updates doys and uses | q performance | remediation processes,
R prior to implementation, fearned mn imph ‘ on the the organization
EISMA Metrics 1.4, Installing secunty 10 make imp: nts to effect] of flaw performs deeper
Eland 3l relevant updates and its flaw diation polici P lysis of softy
eCiSToplS patchas within and procedures. and ansures that data code, such as through
Sscutity Contrals erganizational definad supperting the matrics is | pateh sourcing and
Controlzd and 7 timaframas, and Furthar, tor ED-eritical Bained testing
* 30D 1802 incorporating faw software platforms and all consistently, and in s
* 5001902 remudiation into the software deployed to these | reproducible format.
* 30D 2201 organization's platforma, the organeation
. configuration uses supported software
e 80D 2301 management processes. versons,
Implementation
Gudance
o ClSA
Cyberzecarity
Incident Response
Elaxbooks
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Core Maturity Level
Question Criterla Metricor
Y Ad Hoe Defined Consistently Implemanted rpenasiory Optimized
22. To what extent has the ® NIST SP 800207 The organzation has The organzation has The crgan The organization, in The organization
organization adopted the o QM) AN 18-26 Y23 not prapared and prepared and p d to ntly imph ™ d with OMB M- | integrates its
Trusted internet Connaction » DHS-CISA TIC 30 planned to meet tha meet the goals of the TIC | reguirements based on 13-26, DS guid and ol of TIC
[TIC) 3.0 program to assist » Guidan goals of the TIC Ingiatee, consistent with | OMB M-15-26. This s cloud strategy Is 3.0 with the
in protecting its network? Documants Initiative, conustent OMB M-15-26, includes consistent ensuring that as TIC organization’s zero trust
» NCP2Cloud with OMB M-15-26. Specifically, the agency s of defined ol i archit @ strategy.
|medface Rafarence Spocifically, the has defined and TIC security controls, as flawible and that its
Architecturs ngency has not curtomimd, » spproprinte, and snsuring polices, procedures, snd Furthar, for cloud-based
dafined and sppropriate, its pohicies, that that all sgency traffic, information security environments, the
customized, as provedures, and including mobile and cloud, program sre adapting to organizstion pravides
appropriate, its processes to implement are routed through defined meet the security telemetry on its cloud-
policies, procedures, TIC 3.0, including sccess points, a3 capabilties outlined in based traffic to CISA vin
and processes to updating its network and | sppropriate the TIC initiotive, the National
implement TIC 3.0, system boundary consistent with OMB M- Cybersecurity
including updating its policies, m accordance The agency develops and 19-26, Protection System,
natwork and systam with OMB 84-19-26. This maintains an accumta
boundary policies, in includas, as appropriate, invantory of agency The organization
accordance with OMB | Incorporation of TIC rk ctions, nors and ravi the
M-19:26. This security capabilities including details on tha implementad TIC 2.0 wie
inchudas, as catalog TIC use cases, serdce provider, cost, Catas Lo determine
appropriate, the TIC wnd TIC overluys. pacity, traffic vol wifecti e
security capsbilities logcal/ physical mearporates
cutulog, TIC use cases, | The sgency has defined configurations, and new/different use caes,
and TIC overlays. p to develop and pological data for each 23 appropriate.
maintam an accurate connection.
The agency has not Inventory of its network
defined p to connect) Including
develop and maintain | detalls on tha service
an accurate inventory | provider, cost, capacity,
of &3 network traffic volumae,
connections, including | logical/physical
details on the service configurstions, snd

provider, cost,
capacty, traffic
volume,
logical/phy=ial
configurations, and
topologcal data for
each connaction.

topological data for sach
connection.
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Core Maturity Level
Question Criterla Metricor
- Ad Hoe Defined Consistently Implemanted rpenasiory Optimized
23, To what extent has the o NIST 5P EOD-53 The organzation has The organzation has The crganization The organization The organization uses
organization defined and [Rey, 51 M2 CM-3 Fraa not developed, developed, doc d, ntly imph s s, analy and a lon to improve
impl d config und CMLA documaented, and and disseminated its change control policies, reports qualtative and the accuracy,
change control activities o NISTCSP- PRUIP-3 d d ts pol and proced procedures, and processes, quantitatve performance | consistency, and
including determination of policies and for managing including explicit measures on the avallabdity of
the types of changes that proceduras for figurat hang di of ¥ effe of its configuration change
are configuration managing I. The policies and P prior to change hang | { | and
controlled; review wnd configuration change provedures sddress, st » implemantaton, wnd anautes that date configuration baseline
approval/disspproval of control. Policies and minimum, the necessary supporting the matrics is | information,
proporad changes with procedurss do not configuration change The organization wses btained ly, A is also used
explicit consideration of sddress, ata control related activities, | lessons learned = consistently, and ina to provide dats
securty impacts and minimum, the implementaton to make reproducible format. aggregation and
securtty classification of the necessary impr s to its changs correlation capsbilties,
system, documentation of configuration change control policies and In addtion, the alerting mechanisms,
configuration change control related procedures B impl and dashboards on
dacisions; implementation activities, {organizationally definad | change control activities
of approved configuration sacurity responses) if to support risk-based
changes, rataining records basaline contig dacish king across
of impiemented changes, are changed Inan the organization.
wuditing and raview of umauthorzed manner.
configuration changes. aml
cosrdination and oversight
of changes by the CCR, #x
_sppropriate?
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Core Maturity Level
Question Criterla Metricor
e Ad Hoe Defined Consistently Implemanted rpenasiory Optimized
24, To what eatent does the ® NIST SF 800-53 The organzation has The organzation has The crganization The organization On a near reaktime
Organization use a |Rey, 5): RA-5(11 Y23 not developed, developed, doc d, ntly imph s s, analy and bazes, tha organaation
vulnerabiltty disclosure o QN M-20-32 documented, and and publicly VOP. In addition, the raports on the qualitative | actively adapts its
policy (VDP] as part of its * DHEBOD 20-01 d da d da arganization: and quantitative vulnerablity disclosure
vinerablity management . $Y 2023010 comprohansive VOP. comprahensive VD#, The * Has updated the relevant | performance pol and proced
program for intarnat- FISMA Metrcs 5.1 following alements are fields at the .gov registrar to | uzed to gauge the and provides
ibla fedaral sy 2 7 addressed: ensure appropriate effectivenass of its information to
® The systems mn scope raporting by the public, wulmerability dizcl stukebokdurs snd
* Typas of tasting * Erurms that all intarpet- | policy and disch P
sllowed wccassible systams are handing procedurer,
* Raporting Includud In the scopa of its Within the context of its
machanisms VP, enterprse risk
* Timely feedback * Increases tha scope of management program,
* Remediation systoms covared by |ts VOP, the organization
in accordanca with DHS considers the use of 3
In addition, the 80D 20-01, Bug Bounty program. As
organization has upduted appropriate, ug
its vuinerability Bounty programs are
daclomire handling Implamentad in
protadures to suppart wccordance with OMB
the implemantation of its M-20-32,
VDP.
25, Provide any sddional infor on the effecti [pesitive o neg: ) of the orgeni ‘s configuration mansgement program that was not noted in the questions above. Taking inmto comsidesntion
the overall maturity level genersted from the g abiove and based on ol tasting perfarmad, is the configurts e t program effective?
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Table 11: |dentity and Access Management
Core Maturity Laval
Question Criterla Metric
Paleud o 7 Managed and
or FY Ad Moc C ty M Optimized
26. To what extent have the o NIST SPR00-53 Reles and resporsibilities | Robes and raspomibilities | Individuals are parforming Ri ip le, In o with
roles and responsibilities of Rav. 51 AC-1 1A FY23 ut the organizational and | atthe organizationaland | the robes and procasies, and OMB M-19:17, the
identity, credential, and A-2 P-4, and PS-1 Information sy infor ¥ leyels ponsibilties that have technology) are allocated | agency has
access management (ICAM) o NIST 5P 800-63-3 levels for stakeholders for stakehoid ived | been defined across the in a risk-based ol dan
stakeholders been defined, » NIST 5P £00-534 involved in ICAM have in ICAM have been fully organzation for stakeholders to integrated agency-wide
communicated, and BandC not been fully defin defined and effactively implemant ICAM office, team, or
implemented across the . QB M-15-17 and d d across The organization ensures identity, credential, and other governance
agency, and approprately o Fodaral Idumt across tha org: the organzation. This that there Is consistent access gement @ in support of
resourced? Credential and Iincludes, 3z appropnate, coordination amongst activities. Further, its ERM capabdzy to
Accass Managemant developing an ICAM organization ieaders and stakeholders ara hald effectivaly govern and
FICAM) plavboaks governence structure to mision owners to nceountable for carrying wnforce ICAM sfforts
and zudance wlign and lickate the | imple t, ge, and out their roles and
» HSPO 12 sgency’s IKAM intain the organization’s ponsibilities
DT investments, monitor ICAM policy, strategy, effactivaly,

progmams, and ensuring process, and technology

awasrenass snd =aluticn readmap,

understanding
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Core Maturity Level
Question Criterla Metric
Managed and
or FY Ad Hoc Defined Consistently Implamented e rrabia Optimized
27, To what extent does the ® NIST SP 800-53 The organzation has not | The organzation has The organzation iz The organtization On a near reaktime
Oorganization use a Aav, 5): AC1 and Fy23 developed a developed a consistently implementing Integrates its ICAM bazs, the orgamization
comprehensive ICAM 1A1 comprehensiva ICAM comprehansive KCAM its )CAM policy, strategy, strategy and activities actively adapts its
policy, strategy, process, o NIST 5P BO0-207 policy, strategy, process, poldicy, strategy, p ’ pr , and technology with its enterprise ICAM policy, strategy,
and technology zolution o NIST C5F AC and technology 3ok and technology sol | road map and Is archtecture and the and related processes
roadmap to guide s ICAM and PR AC.5 road map to guide Iits road map to guide its on track to meet Federal iCAM andactiities to @
processes and actiities? . OMBM-18-27 ICAM processes and ICAM processzes and The stratag arch ure. changing cybemsecurity
¢ OMBM22.09 sctriition. nctivities. encomparses the entine landscape to respond
» DHS ED 19-G1 organization, sligns with The organaation uses to evolving and
pt "—-E&!! In sddition, the The organitation has the FICAM and COM d hani phisticated thrests,
s (IS T organaation has not developed mil for qui , and (8.z, machine-based, or
urity Cantyols performed a review of how it plarms to align with | incorporates applicable wser-bared The arganization
Controis 5 and & current practices, Federal initistives, Fedem! policies, dards, | enforc ), where employs adaptive
S ALl ident#ied gaps, and including strong playbooks, and guidel pprop , to ET dentifs and
developed a t sth B the effectve authentication
plan to serve as an input Federal ICAM Furthar, the organi s o of its techniques 1o assess
to the ICAM policy, architectura and OMB M- | consistently capturing and ICAM pokicies, suspicious behavior

stratagy, and technology
solution road map,

19:17, and phase 2 of
DHS's Continuous
Dagnostics and
Mitigation (COM)
Program, &s approprinte.

sharing lessons learned on
the effactivaneas of its
ICAM policy, strategy, and

precadures, and
@amtagy. Examplas of

Aacauba f hanic

and potantial viclations
of its ICAM pokicies and

Tl s "

road map and making
. o el

tation based on

the labsl/classification of
information stored;
automatic
removal/disabling of
temporary/emergency/
Inactive accounts; and
use of automated tools
to inventory and manage
accounts and parform
segregation of
dutiey/least priviege
reviews.

P 0 @ nears
real time basis,
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Core Maturity Level
Question Criterla Metric
Managed and
or FY Ad Hoc Defined Consistently Implamented e rabia Optimized
28. To what extent has the o NIST SP800-53 The organization has not | The organization has The orga The org On a near-real time
orga developed and | [Rav. 51 P52 und Fr2s defined its processes for | defined its proceszesfor | thatall parsonnel are employs automation to bazs, the organization
Implemented processesfor | P53 assigning personnel rizk ensuring that all gnad risk desig c ity di nt | p 1
assigning position rsk o NIST C5 o designations and personnel are gned ly screened track, and share risk securey Information
designatons and 11 performing approprate risk designations and prior to baing granted designations and from varlous sources,
performing appropriate e OMBM0-17 screening priorto appropriately screened systam accaess, and screening information Integrates this
parsonnel screening prior o National (nsider granting access to s prior to being g d res d perodiclly with Y parties. infarmation with
to gramting access to A3 Ihrest Polcy systems. necess to ity systems, anomalous ussr
systems? » IY 2023 CI0 Processes have been bahavior data (audit
EISMA Metrics: 743 defined for assigning risk logging) and/or its

designations for all insidder threat activities,

posttions, establishing and adjusts

=reeming critens for permissions

indwiduals filling those accordingly.

positions, suthorizing

accass following

scraaning complation,

and reicreening

Individuats on a pariodic

basis,
29. To what extent does the o HIST 5P 20053 The organization has not | The organization has Tha organization ensures Tha organization uses On a near mak-time
organization ensura that Rav. 5% AC-8, AC- FY2z3 defined Its processes for | defined its processas for that accass ag: nts for to ag basis, tha organization
RCCASS Aagreamants, 2L CA3 PLa and developing, devaloping, Individuals are complatad and reviaw User access ensures that access
including nondisclosura PaE documeanting, and documanting, and prior to access baing agreemants for agraaments for
agreaments, acceptable use maintainng access Makntaining accass grantad to systams and are | privilagad and non- privileged and non-
agraaments, and rulaes of agreamants for ugreamants for comistantly maintained privilaged wers. To the privileged wiers are
behavior, & appropriate, individuals that accuss its | Indhiduats that access its | thareafter, The wxtent practical, this maintained, i
for individuals (beth Systems. Tysteme OrgAnZAtion uses more process is cantralized, PAcHsIRTY,
privileged and non- specific/detailed
privileged uzers} that access agreements for privileged
i1 systems are completed wsers or those with access
and maintained? to senstive information, as

appropnate.
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Core Maturity Level
Question Criterla Metric
Managed and
or FY Ad Hoc Defined Consistently Implamented bl Optimized
30. To what extent has the o NIST SP 800-53 The organzation has not The organzation has The organzation has All non-privileged users The organizaton has
orga ! d [Rav, 51 AC1T7, IA-Z Core planned forthe use of planned for the use of consistently implemented use strong implemented an
phihing-resistant 1A-5 IA3S and PE-3 Metric strong authentication strong authentication strong auth lon h ion enterprise-wide single
multifactor authentication o NIST 5P gO0-63 mechanisms for non- mechanisms for non- mechansms for non- mechansms to sign an solution and all
mechanisms (0.8, PV, o NIST 5P 800-128 precdeged users of the privilkeged users of tha privileged users of the authenticate to the organization's
FIDO2, or web » NIST 5P 200-187 & ‘s faci it org ‘s faciit organization’s faciues pp le org: interface with
authantication) for moa- o NIST 57 §00-207 [orga definad [organization-definad [organization-definad st and faciits the sol resulting
privileged usars to sccess Tenat & wertry/exit points), watry/evt points], watry/ect ponts] and [organization-defmd inan abity to munsges
the organization s facilities  NIST €55 PRAC wystems, and networks, et and b, k3, including for entry/esit points]. urer (non-privieged|
[organization-defined and PRLACSE including for including the pk nccess, In sccounts and privileges
entry/exit points], = NIST Sacurity sccess. In addition, the of digital identity risk sccordance with Federsl To the extant possible, centrally and report on
networks, and systems, " - EO- organization has not asmassments. targets, the organization effectiveness on » near
including for remote Gritical Softwarn performed digital centrally implements real-tme basis.
access? Jse: 5M 1.1 identity risk aszessments For instances where it support for non-PIV
» FIPS 2012 to determme which would be imp ble to h {
» HEFD2 systems require strong wsa tha PIV card, the machansms in thew
° OMBM-16-17 authantication, organzation uses an enterprise idantity
. OMEM22- altarnatye twhen [durked management systam.
.—Tﬂ*(-‘ ¥ 3 Wmdmﬂ. mav;h::un
be implamented &
S:‘%‘?.J?“'fmh deployed with mobile
Security Contmly, Sevicei.
Contid 6
* SSACapacity Further, for public-facing
systems that support
o £¥2023C10 muktfactor authentication,
25_’11&.!:123&;2.3. wsers are provided the
2312322429, option of using phishing-
210, 20d 2202 reskstant multifactor
authentication.
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Core Maturity Level
Question Criterla Metric
Managed and
or FY Ad Hoc Defined Consistently Implamented S rabia Optimized
31. To what extent has the o NIST SP 800-53 The organzation has not The organzation has The organzation has All privileged users, The organizaton has
orga ! d [Rav. 51 AC17 ana Core planned forthe use of planned for the use of by smpl d fuding those who can implemented an
phihing-resistant PE3 Metric strong authentication strong authentication strong authentication make changes to DNS enterprise-wide single
multifactor authentication o NIST S - mechanisms for mechanisms for mechanisms for privileged records, use strong sign an solution and all
mechanisms (eg., PV, o NIST 5P 800-128 precdeged usars of the privileged users of tha wsers of the orgs 's h the organization's
FIDO2, or web » NIST 5P 200-187 & ‘s faci it org ‘s faciie facilitees [ s to systoms Interface with
authantication) for o NIST 5P 600207 [orga defined [organization-defined defined entry/exst points], | authenticatato the solution, resulting
privileged usars to sccasy Tanat & wertry/exit points), wntry/evt points], wnd networks, including for pplcable organt inan abiity to munsge
the organization s facilities  NIST €55 PRAC wystems, and networks, vt and ks, access, in systems. wrer (privileged)
[organization-defined and PRLAC-6 including for including the pk ro: with Federal sccounts and privileges
entry/exit points], = NIST Sacurity access. In addition, the of digital identity risk targets, centrally and report on
networks, and systems, " - EO- organzation has not asmssments. effectiveness on » near
including for remote Gritical Softwarn performed digital For mnstances where it real-time basis.
access? Jse: 5M 1.1 identity risk assessments would be impracticable to
» FIPS 2012 to determme which wse the PIV card, the
. HEFD-12 systems require strong organzation uses an
o OMBM-16-17 authantication, alternative token {derved
 OMEM22- PIV cradential) which can
ey e
= yod witl
- 601501 dovices
aecurity Congroly,
Sontrell
e F¥ 2023Ci0
FISMA Meotncs: 2.3
22,28 and 2,10
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Core Maturity Level
Question Criterla Metric
or BY Ad Hoc Defined Consistantly Implamented M:""f."‘ Optimized

32. To what extent does the o NIST SP 800-53 The organization has not | The organization has The orga The org The organizaton is
organization ensure that Rav, 5} AC1 AC2 Core defined its processes for | defined its processes for that its processes for ploy d king o
privileged accounts are ACS ACS, AC1T Metric pr % g, prowi Ing. EINg pr £ managing, mechansms (a8, progress towards
pr d ged, and AU2 AU3 AUE and reviewIng privileged and reviewing priciieged and reviewing pewtleged machine-based, or user- implementing EL3's
reviewed In accordance and A d accounts. accounts. Defined accounts are consistently bazed enfor nt) to d d req
with the principles of least ® NIST CSF PRACA processes cover approval | implamented across the support the for user behavior
privilege and separation of o NIST 5 + and tracking; organzation. The management of monitoring to detect
duties? Specificnly, this Maszures fgr £O- inventarying and orgunization kmits the privilged sccounts, and alert on privileged
includes processes for itical & validating, and logging functions that can be including for the urar compromine,
penodic review and Uze SM 22 und reviewing privieged parformed when using automatic
adjustment of privileged e FY2023CI0 usern' sccounts. privileged sccounts; limits remoaval/disabling of
wrar accounts and FISMA M the durntion that temporary, emergency,
pecmissions, inventorying s O3B M-15-17 privileged accounts can be and inactive accounts, 33
and validating the :cope * OMBM21.31 logged In; and that pprop
and number of privdeged -_Q!"EO 1501 privileged user activities
accounts, and ansuring that * CiS Ton 18 are logged and pariodically | Furthers, the crganization
privileged uier account Security Cantral ravigwed, Is meating privieged
activities are logged and Controls 5.6 snd 8 idantity and cradential
puriogically raviawed? managemant logging

requirements at maturity

EL2, in accordance with

M-21-31
33. To what extent does the ® NIST 5P B0D-46 Tha organization has not | The organization has The org: Thae org Tha arg has
organization ansure that fev. ) FY23 defined the dafined its that FIPS 140-2 validated that and user davices daployad a capability
appropriate ® NIST 5P 200-53 fig: I/ et config on/con cryptographic modules are | have bean approprataly to rapidly disconnect
configuration/connaction Rav. 55 AC.1L AC. q for req ts for Imphk tad for its configured price to PRMOTE SCCHES LSBT
requirements are 12, AC1T7 AC.1G RCOS connections, wecass | Accass I} 3 HCtRds skssions based on
maintained for ramote AU-2 147 SC- including use of FIPS 140- | including vie of mathodis), remote sccess and reatricts the ability active mon#aring. The
access connections? This SC-13 and Si4 2 valudated cryptograph cryptograph dulk time out after 50 of indreduals to transfer | speed of disablament
includes the use of ® NIST CSF PRAC-S modules, system tme- system time-outs, and minutes {or less), and that data acceszed remotely varies bazed on the
appropriate cryptographic ° OMBM-22-09 outs, and moaitoringand | how it monsors and remote uzers activities are | to non-authorized criticality of
modules, system time-outs, | of access | © C access logged and reviewed based | devices missions/business
and the monttoring and 3@3540N35. @I50Ns. on risk, functions.
control of remote access
sasslons?
24, Provdde any add | infor on the effec ip or neg ) of the organi s ick v and access management program that was not noted in the questions above. Taking into
conskleration the overall maturey level generated from the questions above and based on all testing performed, |5 the identity and access management program effective?
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Table 12: Data Protection and Privacy

Core Maturity Level
Question Criteria Metric
or FY Ad Hoe Defined Consistently Impl ted M d and Me abh Optimized
35, To what extent has the o NIST 5P 0D0-37 (Rew, The orga Tha organization has Tha organizati o ly | Tha org it The privacy program is
organization developed & Al Sacteop 2.0 and Tagk Fra3 has not dufined and implemants its privacy and analyses quantitative fully integrated with other
privacy program for the 25 wstablished & communicated its program by and qualitative Security raas, such as
protection of personally o NIST SPE0C-53 {Rew. privacy program privacy progeam plan « Dadicating appropriste performance measures on | 1500, and cther busioess
identifiabis information (PIl) | =) caA2 243 A48 SA and reluted plans, und releted policies resources to the program the effectiveness of ks processes, such sz
that is collectad, used, BI33) PM-5I1) PA-20) polices, and wnd procedures for * Maintaining an inventory peaacy nctivitios and uses strutegic planning snd risk
maintained, shared, snd PM-27, PY-5 PT-6 and procedurms oy the protection of 9| of the collection and use of that nfeemation to make mansgement. Further, the
disposed of by information S-1201 sppropriste for that is collected, wsed, | P nesdad adjustments. arganization's privaecy
systems? o NIST SPBOD-122 the pr of d, shared, « Conducting and program iz embedded into
o NISTCSF_ID.GV-3 Pll collected, used, | and/or disposed of by maintaining privacy impact The org; d dady deck king
o NIST Privacy d 1tz inf assessmaents and systam of an indepandent review of | acrozs the organization
Framework shared, and yst Inadde d forall its privacy program and and provides for
o OME M-18- disposed of by rofes and spplicable systems makas nacessary continuouws identfication
© OMB M-20-04 wfor v Ibidtias for tha ) Ingand & imp of privacy risks.
» OB A-230. systams.. '"".ﬂ“‘ unnecessary Pl collections on
Appendixi A rolas | Impt °' the | 3 reguiar basis{ie., SSNs|
o £¥ 3022 S0P FISMA and erganzation's pavacy | e Uging effactive
Matrics jons 1.4 responsibilities for | program have been communications channels for
nd Sb) the effective defined and the di g privacy poll
| of a3 and procedures
the organization’s | determined the * Ensuring that indniduals
privacy program and op | | sre i tly parforming
have not been governance structure the privacy roles and
defined. ded to effectively responsibilities that have
i M3 pvacy | been defined across the
program. organization.
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Core Maturity Level
Question Criterla Metric
or FY Ad Hoc Defined Consistently Impl, ted Managed and M b Optimized

25. To what extent has tha o NIST SPEOR-3T (Bay, The organization Tha organization's Tha organization s polices The org L The organizati ploy
organization implemented 2 Core has not defined its | policies snd and procedures huve been that the security controls sdvanced capabilities to
the following security o NIST SP BOD-53 (Raw Maetric | polices and procedures have been | conmstently implemented for | for protecting PH and enhance protective
controls to protect its Pl 3] SC-§, 5028 MP3 procedures in one | defined and the specified aress, including | other agency it7 Is, mcludi
and other agency sensitve MPS and $1-12(3) or more of the communicated for the | {i] use of FIPS-vakdated data, ws appropriate, * Remote wiping
data, 35 appropriste, * NIST 5P 800-207 spectfied aress. specified areas. encryption of Pl and other throughout the data » Dunl suthorization for
throughout the data o NIST ) Further, the pol gency itrve dats, a3 lifecycle are subjectto the | sanitization of media
|fecycle? PROS-2, PRPT-2 and and procedures have approprate, both at rest and monitorning processes devices
* Encryption of data at rest PRIPE baen tailored to the intransit, (4] pravention and defined within the « Examption of media
* Encrypticn of data in . NIST o organization's datection of untrusted crganzation's I5CM marking a3 long ws the
transit Mausures for EQ-Critical savircament and remavable media, and (i) strutagy. froed ia remalns within
* LUenation of transfar to . era U E Include spactic dastruction o¢ reuse of media organizationally-defined
remavable media and SM 24 corsiderations based containing Pl or othas control aress
* Sanaization of digitel » OME M-22-09 on dats cassficati ithve agancy data, « Contiguring systams to
media prior to disposal or « DHS BOD 18-02 und sensitivity. racord the date the PIl was
feuse © FY 2023 CIO FISAS collacted, craated, or

Metrics: 2.1, 2.1.1 and updated and when the

22 dats & to be daleted or

o G5 Too 1§ Security destroyed according to an
Controk: r approved data retention
schedule.
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Core Maturity Level
Question Criterla Metric
or FY Ad Hoe Defined Consistently Impl, ted L d and M. bl Optinized
37. To what extent has the ® NIST SPBOD-S3 (Raw The crganizsti The organization has The organaation v h The orgs { ly The ogs s data
organization implemented 5] Si3,51-7(8), 5k Core has not defined its | defined and monitors inbound and qualitative and exfitration and enhanced
securtty controks |e. g, EOR) & £|, 5C-7(10) an Metric | poboes ond communicated it outbound metwork traffic, q f on ri def are fully
to prevent data exfiltration . procedures policies and ensuring that all traffic passes | the pecformance of its integrated into the 150
and snhance network e NIST CSF- PR.DS'S relsted to data procedures for data through » web content filter data exfitration and and incident response
defenyes? ® NIST Security exfiration, wxfiltration, endpoint that protects sgai h d rk programs 1o provide near
Mseazurss for E0-Critical wndpoint detection and phishing, malware, and def The orgs i bt itaring of
Software Use SM a3 detaction and rasponse, enhanced blocks against known also conducts axfiltration the data thet is entering
* OMB 3-21-07 responye, etwork def 2 [ sites, Additionally, exercises to measure the and axiting the network,
» QMB A-22-01 h d network | email suth the crganization checks affectiveness of ity data #nd other suspcious
o C1% defurras, email processies, and beund ati axtiltration and ank d inbound snd cuth d
Dmm Banticati itigation against DNS | traffic to detect ancrypted network defanses. communications.
10 processes, and Iinfrastructura axfiltration of infarmation,
o DHS BOD 18-01 gation agal tamparing anomalous trafhic patterns, Furthar, the organzat: The organi
8 5 DS infrastructure and elamants of PIL. Ao, monitors its DNS continuowsly runs device
tampenng. suspected maliclous traffic s infrastructure for potential | posture assessments(e.g.,
q ntined or blecked. paring, in accordance using EDR tools) te
with its ISCM strategy. In maintain visibility and
Io addition, the organization addition, the orgamization analytics capabilities
uzes emall authentication audits = DNS records. ralated to data exfiltration.
technology and ensures tha
use of vald encryption Further, the organizavon

certificates for its d.

has d its current

The organzation consistently

EDR capabilities, ident#ied
any gaps, and is

pk 3 EDR capabilites | & with CISA for
to support host-level future EDR zolution
visbility, attribution, and deplayments,
respo for s infor
systams.
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FY 2023-2024 Inspector General FISMA Reporting Metrics

Core Maturity Level
Question Criterla Metric
o FY Ad Hoe Defined Consistently Impl ted L d and M. bl Optinized
3. To what extent has the ® NIST SPBOD-S3 (Raw The organizsti The organization has The org ) The org: L * | The orgs ion's Data
orga developed and 51 JR-E and IR-S1) Fr2e has not developed | defined and implements its Data Breach and analyzes quaktatmve 8reach Response plan =
implemented a Dota Breach o NISTSPR00-122 a Data Breach communicated its R plan. Add Iy, and quantitative fully integrated with
Response Plan, s - OM 7- Response Plan Data Breach Response | the breach response team performance measures on incident response, risk
approprinte, to respond to o OMA 32303 that includes the Plan, including its participates in table-top the effectiveness of &5 manragement, continuous
privacy events? « Y 2022 SADP FISMA sgency's policies processes and exurcisas and uses lessons Data Breach Resp itoring, tinudy of
Metrics: Section 12 and p dures P d for dats leseniod to make Plan, ax sppropriate. The aperations, and other
for reporting, braach Wicati imp 1o the plan as arganization ansures that mason/business uress, as
nvestigating, and Further, a breach approprate, Further, the data supporting metrics appropriate. Further the
managng 8 response team has organization can identify the are obtained accurately, arganization amployx
privacy-related baen ertablished that specific indaiduals affectad ly, and in 8 sutomation to manitere for
bruach. Further, includes the by & braach, send sotics to repreducible feemat potential privacy incidents
the organization Appropriate agency tha affected indiiduals, and and takes immediate
has not officials, provida thosa individuals Scion to mitigate the
@stablished a with credit monoring and incident and provide

breach response
team that includes
tha appropriate
agency officials.

repair services, 35 necessary.

protection to the affected
individuals.
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Core Maturity Level
Question Criterla Metric
o FY Ad Hoe Defined Consistently Impl ted L d and M. bl Optinized
39. To what extent does the ® NIST SPROD-S3 (Ray The organizstion The organization has The organastion ensures that | The orgs ¢ The orgas has
organization ensure that S| AT-3 AT-2, AT3 and Fraa has not defined its | defined and all indmiduals recesve basic the affectiveness of 23 institutionalized a process
privacy awareness traning PL4 privacy dits privacy awareness training praacy a ining | of i
Is provided to all indwiduals, * FY 2022 SAQP FISMA training program prvacy swareness and indaacluals baving pragram by obtaining improvement
including role-tased privacy | Matrics: Saction 9,10 based on training program, responsibilites for Pllor feodback on the of | incorp g sdvanced
traming? and 11 organi ! including nctivities invohing Pll receive | the treining and privacy training practices
reguirements, ity requiremaents for rolee | role-based privacy training 3t | conducting turgated and technsloges,
(Note Privacy awaranass mission, and the based privacy |t ly, Addizianally, Rishing exarcises for
traming topics should types of PU thatits | a inng. the orga ion ensures that | those with responsibility
include, 35 approprate. usery have sccess Furthes, training hws individusls cartify for PlI, Adds Tly, the
responsdilities under the 10, In addition, the | been tailorsd to the o respomibilitins for privacy arganization make
Privacy Act of 1974 and E- ganization has & ion's misss ey ts At least updatesto its program
Gevarnmant Act of 2002, not devsicpad and rak amaronmant, | annually, basad on statutory,
conseguencas for falling to rele-based privacy ragulatory, mssion,
camy out resporsibllitias, training for program, business
identifying privacy risks, indwiduals having process, information
mitigating privacy risks, and rasponsibility for Tystem raguiremants,
reporting privacy incidants, Pll or activities and/or rasults from
data collections and use involving PH. maonitoring and auditing.
requirements)
A0. Provide sny sddtonal information on the eff Ip or neg | of the orge ‘s data pe and privacy pragram that was not noted n the questions sbove, Taling into conyderation
the overall maturity level g ted fram the q aboyve and besed on sl testing performed, is the duta protection and privacy pragram affectiva?
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Table 13: Security Training

FY 2023-2024 Inspector General FISMA Reporting Metrics

Core Maturity Laval
Question Criterla l:::lv: — —— = Waniged sad
y = > Measurable ¥
41, To what extent have « NIST 58 - Roles end Roles anrd Individuals are performing Resources {peophe, The organization
the roles and o NIST 5P 800-53 {Rev. FYa3a respomibilities responsibittios have the roles and procussas, and cantinuauly svaluates and
responsibilities of security 5| AT-1 have not been been defined and responsibities that have technology) are adapts s security traiming
awareness and training * Grean ook Prinoples defined, communicated across been defined across the allocated in o risk-bazed | roles and responsdilities to
program stakeholders 34.8ndd communicated the orga ion and [ i manner for asccount for a changmg
been defined, across the resouTce requirements stakeholders to cybersecurtty Sndscape.
communicated, and organization, and have been established, consistently Implament
implemented across the appropriatedy security awareness and
agency, and appropniately rasourced. training responsibilities.
resourced? Furthar, stakaholiders
are hald sccountuble
Note: This includes the for carrying out their
roles sand responsibilties roles and
for the effective rexponsibiities
establithment and effectively.
maintenance of an
organization wile secunty
awareness and training
program as wall as the
awaraness and training
ralated roles and
responsibilities of systam
users and those with
significant sacuety
respansibilitins.
42. To what extant does ® RIST 5P B00-50 The orga k The org: has Tha organization has The organization has The organization's personnal
the organization use an Saction22 Cora has not definad its defined its p d the knowledge, addressed its dentified | collectively posiess a trainng
sasassmant of the skills, - - Matric | processes for for assessing the ski¥s, and abilities of its knowledge, skills, and lavel such that the
knowledge, and abilties of | 5| AT.2 AT.3 & M-13 wrsassing the knowledge, skills, and workforce; tadored its abiltias gaps through erganaation can
its workfores to provide ® NIST 5P 200-181 knowledge, skilk, abilitias of s and specialized ining of talent demeonstrate that security
tailored awnrensas and o Fedaral Cybersecuriy and abilitees of itz workforcs to training, and has iduntified aequisition. incidents resulting from
specalized security Vorkoree Assassmant workforce, determine its its skill gaps, Further, the personne! actions or
traming within the Act of 2015 awareness and organzation periodcally iractions are being reduced
functional areas of:  National Cbersecurity specialized training updates itz assessment to over time,
identify, protect, detect, workforce Framewark needs and periodkally | account for 3 changing resk
respond, and recover? © IS Top I8 Sacurit updating it environment. In addition,
rol 14 to the serves as 3
o FY 2023 CIO FISMA for a changing risk key Input to updating the
envircamant organzation’s awareness

Metrics 6.1

*£023870

e training strategy/pans,
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FY 2023-2024 Inspector General FISMA Reporting Metrics

Core Maturity Level
CQuestion Criteria Metric
Managed and
or FY Ad Hoe Defined Conmsistontly tmplemanted Maoasurable Optimired
43, Yo what eatent does © NIST 5P B00-50 The orga The org: has The organization has The organization The organization's securty
the organization use a Section 3 Y23 has not defined its defined its secunty 1 by | d itors and h and traiming
securty awareness and o NIST 5P 800-53 (Rev secunty awareness | awarenessand Itz orga wide qual and actaties are integrated
traming strategy/plan that | 5) AT-) and training training strategy/plan security awarenass and quantitative acrozs other secunty-related
leverages its skillz o NISTCSF PRAT-] strategy/plan for for developing, training strategy and plan. performance s d For
aszessment and ks adapted o OMBAL-16-18 developing, implemanting, and on the affectweness of common rizks and control
to Its mission and nsk | \g, and ng a security its sacurity L and othar
enyironment? mantaining awareness and and training stratugies outputs of the sgency’s risk
security swareness | training program that and plans, The r vt and i
Note: The strategy/plan and training istailored to s ganizut) g activities inform
should include the progmm that = mission and risk that data supporting any updates that need to be
following components: taflored to its anvironment matrics are obtained made to the sacurity
o The structure of the mission and risk ty, ty, and traiming
wwareness and training envionmant and ina reproducible program

program

* Priorities

® Funding

® The goals of the
program

* Target audisnces

» Types of courses/
material for each avdience

= Use of technologies
Isuch as email advisones,
intranat updates/wiki
pages/social media, web-
bazed training, phizhing
simuation tools)

« Frequency of training

* Deploymant methods

format.
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FY 2023-2024 Inspector General FISMA Reporting Metrics

Core Maturity Level
CGuestion Criteria Metric

or FY 2d Hoe Defined Comsistontly tmplementad oy Optimired
44, To what extent does o NIST SPED0-50:6.2 The orga The org: has The organization ensures The organization The organization has
the organization ensure ® NIST SP $00-53 {Rav Frza has not defined its defined and tadored that its zecurity awareness measures the institutionakzed a process of
that security awareness J- AT- secunty awareness Its v policles and proced are | eff of its continwous Improvemant
traning is provided to all o NIST PRAT2 polices, | [ dures, thy impl d. prog by, incorporating advanced
systom users and s ® {5 Y00 18 Secunty procedures, and and refated material for b di § | security
tallored bazed on its Controtz: Control 14 ralated material and delivery method The orgal ensures phishing exarcises and and technologies.
mission, risk environmant, basad on its based on FISMA that all appropriate users following up with
wnd types of information mission, risk requirements, ity and | complete the organizstion’s | sdditionsl swarsness o | On n near resltime basis (ax
systems? (Nots: environmant, and the types of wacurity awareness training | training, and/or determined by the sgency
swareness training topics the types of inf e Y lors parable awsreness | disoplinery sction, as given its thraat environment},
shoukd include, as information that #3 users have training for contractors) appropriate. the crganization actively
sppropriate: consideration systems that its sccess to, [withn organazationally sdapts s sacurity swareness
of crganizational policies, users have sccess defined timeframes] and The orga ) policies, procedures,
roles and responsibilties, . In addition, the periodically th ftar and i and anslyzes processes to a changing
secure e-mall, browsing, organzation has intai pleti qualtative and cybemsecursty landscape and
and ramota access inaddérion, the defined its processes records, quantitathe provides awaraness and
practices, mobde device organization has for ensuring that all performance measures training, as approprate, on
secueity, secura use of not definad its information syst Tha organizath brai on the effecthanass of aveling and sophiticated
social media, phahing, procasses for users including faedback on s security Its security awdranass threats,
makwvare, physical security, wensuring thatall CONIRELOrs e Anaraness and training policias, procedures,
and security incident Infeemation systam provided security program and uses that and practices, Tha
reporting? Usrs e provided *wareness traning information to make QrgAnization ansures

BRCUNEY BWareness {within Impravements that duta supporting

training [withn organcationally

organizationally defined timeframes]

defined and periodically

timeframes) and thereafter,

penodically

thereafter. Furtharmore, the
organzation has

Furtharmore, the defined its procasses

organization has for evalusting snd

not defined its obtaining feadback on

processas for its security swareness

evaluating and and training program

abtaining feedback and using that

on its security information to make

avareness and continuous

training prog: imp ts

and uging that

information to

Mmake continuous

IMarovements,

matrics are obtained
accurately, consistently,
and ina reproducible
format.
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FY 2023-2024 Inspector General FISMA Reporting Metrics

Core Maturity Level
CGuestion Criteria Metric
o FY Ad Hoe Defined Consistontly nplementad oy Optimized
4%, Yo what eatent does o NIST 5P EO0-53 Rev The orga The org: has The organization ensures The organization The organization has
the org: SLAT-3 and AT Fraa has not defined its defined its secunty that a3 zecurity training btains feedback on s jzed a pr of
that specialzed security e (O 13870 securnty traming training pod policles and proced are P lized security continwous Improvemant
traning is provided to . of Feders! poloes, procedures, and consistantly implemented. training content and incorporating advanced
indhaduals weh significant | Regulati 0 proced: and lated material based processas and makes security training practices
sacurty responsibilitios (as ralated materials on FISMA The organization ensures updatasto its program, | and technologies.
definad in the basad on its requiremants, its that individuals with s appropriate. in
organizstion’s security mission, risk mission and risk significant security wddition, the Q0w pesr real-time basis, the
policies and procedures envi , and i nt, and the sponsibiites ol ganizati ganizati ly nclapts
and in sccordance with 5 the types of roles types of roles with the ization's defined the «ff of us its sacurity training policies,
Code of Fedaral Regulation with significant significant sacurity inlized security traming pecialized security procedures, processes to s
930.301)? secunty responsibiities, |or comparable training for imng prog: by, for | changing cybersecurity
responsbilities, contractors) [within ph ducting landscape and provides
In addition, the organzationally defined targeted phishing and traineng, a3
in addeion, the organzation has timeframes] and exercises and followm, appropriate, on evolving and
7 has defined its p panadically thareafter. The up with additional sophisticated threats,
not defined its for ensuring that & ion also training, and/or
procasses for parsonnal with camplation records for distiplinary action, as
ensuring that igned wy roles lizad g takan by | appropriate.
parsonnal with and reaponsibilities Individuats with significant
significant security arw provicded security responsibilities, The organization
reles and specialized security monitors and unalyzes
responubilities are training (within The organi botal qunlitutive and
provided organcationally feedback on as security quantitatve
specalized security | defined time frmes] training program and wses performance measures
training [withn and periodically that information to make on the effectrieness of
org; Iy h fter. Improvements. s security tralming
defined policies, procedures,
tmeframes) and and practices. The
perodically arganization ensures
thereafter. that data supporting
matrics are obtained
sccurntely, consistently,
and ina reproducible
format.
46, Provide any sddtional infor on the off ar nugative) of the organi "3 amcurity training program that was ot noted in the questions above. Taking inta consideration tha oversll

maturity level generated from the questions abiove and bw; on sl testi

ng perfarmed, is the security training program effective?

46.1 Please provide an IG salf-assessment rating | Effective/Not E-f;.cnnl for the agency’s protect function.
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DETECT FUNCTION AREA

FY 2023-2024 Inspector General FISMA Reporting Metrics

Table 14: Information Secunty Continuous Monitoring (ISCM)

Core Maturity Level
Question Criterla Metric
or FY Ad Hoc Defined Consistently Implemented .:‘.“": . Optimized
47. To what extent does o NELSPE0C-37 (Reve, The organi has | The org jon ks The orgsnization s ISCM The organization The organization s ISCM
the organization use 2 JaskP-7 Core not developed, developed, tnilored, and policies and strutegy are maondors snd anslyzes policias and stratagy are
information securty » NSTSPSO0-53 (Rew, Metric | tailored, and communicated its ISCM consistently implemented qualitative snd fully integrated with s
continuous menitorng 7 -14 d fts i and strategy. The at the organization, quantitatwe performance | enterprize and supply
(I1SCM) policies and an and Prg-31 1SCM policies and an following areas are buriness process, and measures on the chain risk management,
ISCM strategy that o NISTSP200:137. organization wide included: information system lavels. effectivenass of its 1ISCM | configuration
addrassas iSOV Sections 3.1and 35 I5CM strategy. * Monitering hcies and strategy and ' t, incid
requiramants and ® NST Secunty requiremants st ssch in addition, tha stratagy makes updates, as response, and business
activities at aach Seasures for EO-Criticat organizational tier supports clear visiility ito | appropriate. The continuity programs,
organizational tier? Softwarm Usa SM 42 « The minimum assats, awarenass inte organization ansures that
® CIS Top 18 Security itoring freg ins for | bilities, upto-date data supporting matrics The crganization can
Controly Control 13 implemantad controls threat information, and armob d taly, di that it is

cross the organizati fsion/ business i atly, and in s using its ICM polices

[The criters for reproducible format. and strategy to reduce

determining minimum The organization also the cost and increaze

frequences is extablished consistently captures The organization has the offickency of

in coordination with lezsons learned to make transttionod to ongoing securtty and privacy

organizational officials Iimprovements to the ISCM control and system programs.

[e.g., senior accountable polices and strategy. authorzation through

official for risk the implamentation of &3

managemant, systam continuous monitoring

owners, and common polices and strategy,

control providars] and in
accordance with
organzational risk
tolerance),

® Tha organization’s
ongoing control
assezmment approach

* How ongoing
assessments are to be
conducted

* Analyzing ISCM data,
reporting findings, and
reviewing and updating
the I50M policies,
procedures, and strategy
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Core Maturity Level
Question Griterla Metric
or Y AdHoe Defined Consistently Implemantad rpenasiory Optimized
48. To what eatent have ® NIST 5P £00-37 (Rew Roles and The organization has Individuals are pecforming Resources (people, The organization
1SCM stakeholders and 2| Taghs P7 andsSS Fy23 ponsibilities have defined and the roles and processas, and continuously evaluates
thewr roles, o NSTSP 0053 [Rev not heen fully communicated the responsibiities that have chnology| are all d | andad: s 15CM-
responsibliities, levels of SLCA defined and structures of its ISCM been defined across the in a nsk-bazed manner baszed roles and
authority, and * NSTSP$00-137 communicated team, roles and organization. for stakeholders to responsibllities to
dapendencies bean o NISTCEE- DEDP-1 across the rasponsibiinies of SCM effectively imp) for a changing
defined, communicated, o Grean Book organization, stakeholders, and lavels of 1SCM actwities. Further, cybarsecurity
wnd implemanted scroas Princinles 3. 4 and 5 including sppropriste | suthority and stukeholdurs nre held landscape,
the organization? lavels of authority dependencies, sccountable for carrying
and dependencias, out their roles and
responsbilities
effectively.
49, How maturs are the o NET SPE00-18 (Ao, The organization has | The organization has The organization The organization uses the | The organization's
OrgAnIZAton's processes Al Core not developed developed yystem level cansistently implements its results of secunity control | systemn level ISCM
for pecforming ongaing ® NSTSPE003T {Aaw Metric system level continueus monitoring system level conti ts andd policies and strategios
information system 2] Tash 55 continuows strategies/policies that monitonng strategies snd monftoring to mantain wre fully integrated with
aspasemants, granting o NSTSPEOD-53 (Rev. montoring define &3 p for lated p including | ongoing authorizations of | its enterprise and
system authorizations, 5. CA-2. CA-S CAS strategies/polices performing ongoing performing ongoing security | information systems, supply chain nsk
including developingand | Ca7 PL-2 and PAA-10 that define #ts security control control assessments, ncluding the management,
maintaming system © NISTSP §00-137 processes for sssessments, granting granting system ¥ figurati
securty plans, and Section 2.2 parforming ongoing v th uth Including y plans. managamant, incident
monitaring system * NSTIR 8011 security control including devaloping and devaloping and 8 response, and business
security controks? o NST IR 8397 assessmants, Intaining syst: v sacurlty plans, and Organization continuity programs,
* OMB A-130 granting systam ancurity plans itoning itoring security . h P
o OMB M-18-03 authornzations, sacurity comtrols for 10 provida a view of the nclude sutomated The organization can
© OMB M-19.03 luding devaloping dividual systems; and organizational security wnabysis tools and manual | demonstrate that it s
- OMBM22-09 and maintaining time-based triggers for posture, us wall & wech wxpart analyss, as utang its systuen level
o FY 2023 CIO FISMA Systam security ongoing authorizath y ‘s contribution to appropriste. ISCM policies and
plans, montoring said security posture. strategy to reduce the
oo 7L security controls for | The system level cost and increase the
dividual syst gy poll dd in 1on with the efficlency of securty
and time-based the monitorng of thoze overall ISCM strategy, all and privacy programs,
triggers forongoing controls that are not security control classes
authonzation. addressed by the (management, operational,
organzational level and technical) and types
stratagy, #x wall oz how (cammon, hybrid, and

chinges to the system are
manitomd and reported,

system-specic) are
ssessed and monitored,
and their status vpduted
ragulsrly (= defined in the
sgency’s information
security policy) in security
plans
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Core Maturity Level
Question Criterla Metric
Managed and
or FY Ad Hoc Defined Consistently Implemented Measurable Optimized

S0. How mature & the o NET SPS00-137 The cega has | The org by The crganization is The orgunization can On u neur realtime
organization s procass fer FY24 not dentified and idantified and definad the congistently capturing integrata matrics on the basis, tha orgamzation
collecting and analyzing definad the pedfarmance measures qualitative and q effe of its I5CM actively adapts its I5CM
ISCM performance qualitativa and and requrements that will | performance measures on program to delwer program toa changing
measures and reporting quantiatve be used to assess the the parformance of its ISCM 1 yb rity land
findings? performance effectveness of its ISCM program In accordance with | awareness across the and responds to

measures that will be | program, achieve blished req gani n, explisin the Iving and

usad to assess the situational awareness, and | for dats collection, storage, envwonmaent from both a | sophisticated threats in

effectiveness of as control ongoing risk. In anatysis, retrieval, and threat/vulnerability and a timely manner.

E5CM program, addition, the orgamization reporting. rak/impact perspectve,

ch [ has defined the format of and cover mission areas
awareness, and reports, frequency of of operations and
| ongoing risk, ports, and the tools used securnity domains,

Further, the to provide information to

organizstion has not individuals with sign#icant

defined how ISCM security responsibiities,

information will be

shared with

individunle with

significant security

rasponsibilities and

used to make risk-

based decisions.
S1 Provide any addsional information on the effecti Ip or neg ] of the organi "3 ISCM program that was not noted in the questions above. Taking into ation the overall ¥

evel g d from the g

above and based on all testing performed, is the ISCM program effective?

51.1 Please provid

an G self

rating | Effactive/Not Effective] for the agency’s detect function.
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RESPOND FUNCTION AREA

Table 15: Incident Response

FY 2023-2024 Inspector General FISMA Reporting Metrics

Core Maturity Level
Question Criterla Metric or
Ll Ad Hoc Defined Convistently Implemented | Managed and Messurable Optimized
52. To what extent does © NIST 5P B00-5 The organaation has | The organization has The organuastion The organzation monitors The organeation's incident
the organization usean | (Eay. 5| IR-8 Fy2a not developed an developed a tatlored conzi ] | ard lyzes the quak plan is fully
incident response plan o ST 5P S0C-61 104 P d = phan itz inodent response plan. | and quantitative Integrated with rsk
to provide a formal, (Ray. 21 Secton plan to provide & that addresses: Furthar, the organization & | parfarmance measures that | managemant, continuous
focused, and 232 roadmap for * Structure snd consistantly capturing and have boan dafinad in s monitoring, continuty of
cocrdinated appreach o NIST CSF- RS AP impl ting its 1 tion of the sharing i d on incidant rasp plan to oparations, and other
to responding te 1 incident rusp dent r the effectvaness of its meniter and maintain the mission/busines araas, as
incidents? * Prasidential capability, capabiity incident rasponie plan snd | effectivensss of 23 overall appropeate,
Policy Directive ® High-leval spproach for | making updstes as incidant responss
(PPDI & « Nutianal how the incid P Y. capability, The organization In addition, tha
Progaredness capability fits into tha wnsures that data organization make near
.l oversll organization supporting metrics are real-time updatss to as
FISMA Metries « Defines reportabie obtained accurately, Incidant rasponse plan
10.11 Incidants, including major consistently, and ina basad on changing risk
‘:——ﬁml 2610 Incidents reproducible format. wevironments and thrast
ESMA Matrics 106 * Metrics for measuring information,

the incident responze
capability

* Resources and
mansgement support

The organization
participates i DHS's Cyber
Storm national level
exerche, as appropriate,
or othar axercizes, to
asze3s, cybersecurity
praparsdness, and
exsmine incident response
processes.
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Core Maturity Level
Question Criterla Metric or
Lid Ad Moc Defined Consistently Impl ted | Managed and M st Optinized

53. To what extent have o NIST 5P EDO-53 Noles and The organization has Indwiduals are pecforming | Resources {people, The oeganization
incident response team (Ray. 5] IR-7 Fy2e responsibdities have defined and the rolezand p ses, and technology) con Iy b
structures/models, * NIST 5P 200.61 nat bean fully communicated the responsibdties that have ore allocated in 3 risk-bosed and adapts its incdent
stakeholders, and their (Rav. 21 defined and structures of its s been defined across the manner for stakeholders to response-based rofes and
rales, responsibd tes, o I§IST SP 20063 ommu d resp teams, roles and organization. effectively implement responsibifities to account
levals of authorty, and o NIST CSF RS.CO ncross the resporsibilties of incident incident responss sctivites for nchanging
dupandencing bean 31 anization, > stakeholders, Furthes, stakahoiders sre cybarsecurity landscape.
dafinad, "« OMB M-20.04 including appeopriste | and associstad levals of hald accountabis for
communicated, and * US-CERT Fadera! levels of authority authority and arrying out thewr roles and
implemented ncross the Incidant and depandenci dependencies. In sddition, responsib®ties affectively,
organization? Netfication the organization ki

Gudelnps designated a principal

o Graen Bock security operaticns cantar
Frinciples 3,4, 3nd or eguivalant organzation

]

that & accountabla to
agency leadership, DHS,
and OMEB for all Incidant
responde activitied,
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Core Maturity Level
Question Criterla Metric or
w Ad Hoc Defined Consistently Impl ted | Managed and Measurabl Optimized
54 How mature are the o NIST 5P EQUO-53 Tha organization has | The organization has Tha organization Tha organization bon ls makng
organization’s (R 51 -0, 1f-5, Core naot defined and defined snd conyistently implements and lyzes qualitative and d prog:
processas for incident andf-6 Metric <o i its cated its policies, | its policies, procedures, quantitstive performance towsrds implementing
detection and anakysis? ® NIST 5P 200.6 policies, procedures, | p dures, and p and for incid on the EL3's (advanced)
(Ray. 21 and processes for for incident d. ion and d and analyss, In effectiveness of #s incident requirements for its
o NIST CSF DEAE incident detection analyses, nddition, the organizato d on and analy logpng capabilties,
1.5 PROS6 and analysss. In consistently ures itsthreat | policies and procedures,
RSAN-1, RS.ANG addition, the In addition, the vector taxonomy to The organcation ensures
and PROSE & has not 8 tion has defined 2 | classify incidents and that data supporting
o SMBIA-20-04 definad a common common threat vector consistantdy implemaents maetrics are cbtained
e OMBM.21.3 threat vector ta y and devaloped Its pr for incid accurately, consistently, and
» ON1834-22-01 taxenomy for handling procedures for detuction, analysis, and In & reproducible format.
o OMB 3230 dassilying incidants | specific types of incidants, | prioritizati
o CBA and its procusses for A3 appropriate. The crganization utes
F_L';&EEIS! detecting, anakaing In wddition, the profiling techniquas to
ncidant Responas e priortizing In addition, the [ i < Iy the ch istics
Playbooks incidents. organzation has defined implaments, and anakyzes | of expected actaities on its
« 5 Tog 1S its processes and precursors and ind s ris and systems so
e Is supporting technologies generated by, for example, | that it can more effectively
for detecting and analyzing | the following technolog! detect ity incid
S:Mlﬁ%_ [ug‘r Fadesl Incodants, including the Intrusion Examples of profilng
incidan types of precursors and detection/p includ: g file Integrity
Hicati indicators and how they sacurity Infor and chacking softy on hosts
Mg - are ganarated and event managament to derive checksums for
o FY 2023 00 reviewed, and for |SIEM), sntivirus and critical files andd monitoring
ESMA Metrics 3.1 priortizing ncident hp oty , #nd network bandwidth ussge
0.4,10.5. and 10.6 File integrity checking to determine what the
software. nvernge and peak usage
levels are on varous days

Further, the organization o

and times, Through profiding

cor v captunng and hniques, the
sharing lessons learned cn | organization maintains a
the effectivenass of its comprahansive baseling of
Incidant d, on pol etwork operations and
and procaduras and axpactad data flows for
making updates as usars and systams
NeCksIAry,

In addition, the organzation
In wddition, the i meating logging

organization s mesting
logging requirements at
maturty EL1 (bazi), In
accordance with M-21-31.

requirements at Mlﬂﬂy
EL2 |intermediate), in
accordance with M-21-31
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FY 2023-2024 Inspector General FISMA Reporting Metrics

Core Maturity Level
Question Criterla Metric or
w Ad Hoc Defined Consistently Impl ted | Managed and Measurabl Optimized
55. How mature are the o NIST 5P EQO-53 Tha organization has | The organization has Tha organization Tha organization The organization uses
organization’s (R 51 -4 Core not defined its defined its policies, conyistently implements wnd analyzes qualitative and | dy ic reconfiguration
processas for incident o NIST 5P 800-61 Metric policies, procadures, P dures, and p its incdent hanéling quantitstive performance (e.g, changes to router
hardling? (Raev. 2| and processes for for incdent handling to policies, procedures, measures on the rules, sccess control lists,
o NIST IR 8374 incident handling to inchade cor contai strategies, effoctiveness of #s incident and filter nues for firewalls
o NIST - includ nt egies for each key and incdent eradication handling polices and and gateways) to stop
1 and BSMI2 strategies forvarious | incident type. In processes. procedures, The attacks, misdirect
° OMB-21-31 types of magor developing Its strategies, organization ensures that attackers, and to isolate
« OMBM-23-03 incid. , aradicati the org: takes into | Inaddition, the data supporting metrics are | components of systams.
o CEA to alieni idaration the g Iy btained ataly,
Bt of an potential damage 1o and pb P to y, andina
ﬁfﬁ%‘l ::EE"" idant and mitiga theftof , the remadiate vulnarabilities reproducible format,
Playboo! any wiinarabilities naed for avidence that may have bean
 FY 2023 010 that ware esploited, Prasarvation, servics exploited on the targat The crganization manages
SISMA Matrics el recovary of avnilability, time and system|s) and recovers ardd messures the impact of
10.4,10.5 30d 10,6 ytems, rescurces neecded to ¥ op , ful incid wnd can
implement the strategy, quickly mmgate refated
effectiveness of the Further, the orga = ! bilities on other
gy, and di of ] ¥y capturing and ¥ 20 that they are not
the solution. In addition, shanng lessons leamed on | subject to explofation of
tha organization has the effectwveness of its the same vulnerablity,
dafinad its pr o dent handling pol
eradicate components of and procedures and
an incidant, mitigate any making updates as
vulnerabikties that ware necessary,

eaplofted, and recover
system operations.
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Core Maturity Level
Question Criterla Metric or
Lid Ad Hoe Defined Consistently Impl ted [ M o and M, atal, Optinized
56, To what extent does ® FISMA The organization has | The organization has The organization Incxdent rexponse metrics The crganization recewes,
the organzation ansure o NEST 5P S0C-53 Fyasa not defined its defined itz policies, consistently shares are uzed to measure and retains, vzes, and
that incident responsa (Ray 5| 106 policies, procedures, P dures, and p infor: ion on di ge the timely disseminates cyber threat
information = shared o NIGT CSF NS CO- and processes to to report suspected activities with internal reporting of inodent indicators in sccordance
with individuals with 2 through RS.CO-% share incident security incidents to the stakeholders. The information to with the Cybersacurity
sigmficant security o OMB 3M.20.08 rezponse information ganization's incidy ganization ensures that % ional officials snd Informution Sharing Act of
responsbilities snd o US T \ with individusls with response capabdlity within security incidents arw wxtarnal stakeholders. The 2015,
reported to esternal Incidant significant security organization defined reported to USCERT, law organization eniures that
stakeholders in a timely | Netification responsibdities or ts | timeframes, In addition, enfor the Office of | datasupporting metrics are
manner? Gudebnes processes for the organization ha Impector Genaral, and the | obtained sccurstely,
* PPD-S1 repacting sacurity dufined its processes for Congress (for major consistently, andin s
o DHS Cybsar incidants, including reporting security incident | incidents) in a timaly reproducible feemat,
incident Reporting major Incidants, to Infarmati luding for
Unied Mesaage US-CERT and othar major incidants, to US-
stakeholders (e.g. CERT, law enforcement, Furthaer, the organization &
Congress and the the Congress and the consistantdy capturing and
Imapactor Ganaral, as | OMice of Inspector sharing lassons laarmad on
applicabla} in a Ganaral, as appropriata. the effectrenaess of its
timely manner. Incidant reporting policles
and procedures and
making updates as
necessary,
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FY 2023-2024 Inspector General FISMA Reporting Metrics

Core Maturity Level
Question Criterla Metric or
¥ Ad Hoc Defined Consistently Impl ted | Managed and Measurabl Optimized
57. To what extent does o NIST 5P EQO-53 Tha organization has | The organization has Tha organization Tha organization uses The organization Is makng
the organization Ry 51 1-4 23 nat defined bow it defined how & will conyistently uses on-site, Einstein 3 Accelersted, progress in implemeanting
collsborute with * NIST 5P S00-85 will collsborate with collabarste with DHS and techaical sssistance/surge | and/or other parabl f won sharing snd
stakeholders to ensure . QMBM-20-04 0¥ and cther other parties, as capabilities offered by DHS | tools or services, to detect reparting patterns to
on-site, technical . PP parties, 33 appropriste, to provide or ensures that such and proactively block cyber- | provide telemetry
sssistance/surge o NCPS Sloud approprate, to on-site, technical capabilities are in place ks or pr t P J f to CISA for 2=
capabeittes can be \nterface Aeference provide on-site, assistance/surge and can be leveraged compromses. cloud-based environmaents
leveraged for quickly frchitocture technical resources/special when needed. In addtion, not covered by Einstein 3
responding to incidents, assistanca/surge capabilities for quickly the ceganization has Accelerated.
Including through " fapacial ponding to incidents entered contractual
contracts/agreemants, capabilities for This includes Kantification | relstionships in support of
s appropriate, for quickly rasponding to | of incident resp Ineid P
incident responie incidants. In sarvices that may need to procesias {e.g., for
support? additian, the be pracured to support foransic support), as
ganization has not genizationsd pf dod. The organizeti

dafined how it plans In addition, the hes Fully duployed DRS

to uze DHS' Emstein organeation has defined Einstein 1 and 2 to screen

program for intrusion | how & plans to use DHS all traffic entering and

detection/prevention | Emztein program for leaving its network

capabllities for traffic | Intrusion througha TIC.

entering and | 8 d /p

the organization's capabilities for traffic

natworks. entenng and leaving the

organzation's
networks,
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Core Maturity Level
Question Criterla Metric or
Lid Ad Hoe Defined Consistently Impl ted [ M o and M, atal, Optinized

58 To what extent does o NIST 5P E0044 The organization bas | The organization has The organization has The aorganiation eval The orgas ion has
the organization use the | o NGT SP 80061 Fy23 not identfied and fied and fully defined by ! d | the eff of its institutionalized the
following technology to | [fay. 21 defined its its requirements for the its defined incdent incident responze implementaton of
support its incdent o (ST SP 800337 requirements for incdent response resp hnologies in hnok and makes advanced incident
response program? * OMBM-22.01 incid o hnologes it plans to the specified areas. In adjustments to response technologes for

* Webapphcation « QMO M-22-09 tachnologies nesded i in the specified aress. ddition, the technalogi nfig: " und toc Pysis of trends and
protections, such as in o or more of the | While taols are used arw interoperable to wE wpproprinte. performuance agrinst
wab application specitind araas and implamanted 1o support the extant practicable, banchmarks [a.g.,
firewalls relies on some inclent responss caver all components of simulstion-based

* Event and incidemt 1 p dursl ivities, the tools sre not | the organization's tachnologies to
managemant, such as thods in i interoperabls to the nutwork, and have been continuoutly determine
Intrusion detection and wisere sutomation wxtent practicable, do not configured to collect and the impact of potential
prevention tools, and would ba more cover all companents of retain relevant and aacurity incidents to its IT
incident tracking and affective, the organization's meaningtul data assets) and adjusts
reporting took natwork, and/or have not consistant with tha incident response

* Aggragation and been configured to collect | organzation's incidant processes and security
wnalbysis, such as and retaln relevant and responsa pelicy, maasures accordingly.
sacurity information meaningful data procedures, and plans.
and avent management consistant with tha
(SIEM) products organzation’s incident

» Matwmre detection, resporse poticy, plans, and
such ¥ antivirus and procedures.
sntispam software
tachnologies

» Information
managemant, such as
data lozs prevention

* Fila imtagrity and
endpaint and sarvar
SOCUCRY tools
59, Provide any sddational information on the eff { poss or neg; ) of the organt "s incidh program that was not noted in the guestions above, Taking inte consderation the

overall maturity level g

d from the g

above and Based on sl testing performed, is the in

cdent response program effective?

59.1 Please provid

an G self

rating | Effective/Not Effective] for the agency’s respond function.
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RECOVER FUNCTION AREA
Table 16: Contingency Planning

FY 2023-2024 Inspector General FISMA Reporting Metrics

Core Maturity Level
Question Criterla Metric or
FY Ad Hoc Defined Conslstently kmpl d | Managed and M 1 Optimized

60, To what extent have ® NIST 5P EOD- Roles and Roles and responsibilbes of | Individuals are performung Nesources {people, The arganization
roles and o IST 5P BOC-53 Fras responsibilities have | stakeholders Fave beea fully | the roles and processes, and incorporates simulated
responsibilities of (Rew. SLCP-2, -2, not been fully defined and co d ponsibeities that have technology) are allocated events Into contingency
stakeholdars involvedin | and CP-3 defined and across the organization, bean defined across the in @ nsk-based mannar for | training to facilitata
infoemation systems * NIST 5P 800-84 i luding appropriate crganization, stakeholders to effectively | effective responss by
contingancy planning o FCD-3 Annex 8 across the dalagations of authority, In implemeant systam stakehoiders internal
Baan defined, arganization, addition, the arganzati The org y pl 'l and wxturnal) involved in
communcated, and meluding sppropriate | has designuted appropriste tha ingancy g i Clviting, Further, information systems
implemanted across the delagations of teams to implemant its provided istant with kahokders are held contingency planning and
organization, including suthorry, contingency planming rolex and responsiilities to bie for carrying 10 muasure the extent 1o
spprepriste delegations strategies. Further, the wnsure that the appropriste | out their roles and which indivilunls are
of authority? < has defined its and level of detail = | responsibilities effectwely ogquipped to perform

pal and proced for | incheded their roles and

providing contingancy rasponsbilities.

training consistent with
roles and responsibilities.
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Core Maturity Level
Question Criterla Metric or
Y Ad Hoc Defined Consistently implemented | Managed and Measurable Optimized
61 To what extent doas o MBI SPEOD-24 Tha organization has | The organization has The organization The ocga { The orga (!
the organizstion ensure | (fey, 11 Section 3.2 Core not defined #s defined its poficies, consistently mcorporates that the results integrates its BIA and
that the results of * MIST SPEOD-S3 Metric dicies, p dures, | procadures, snd p the results of organizational ganizational and uy seet g
busiress impact (Résy. 5 CP:2 und and processes for for conducting and system level BlAs into level BlAs are integrated processes to improve risk
analyses (B1A) are used RA9 conducting organizational and system- strategy and plan with enterprisa risk wentifikation, sccurate
to guide contingency o NISTIRS173 organizational and level BlAs and for development efforts, £ P P consideration
planning efforts? o [OST IR 8286 system-level BiAs incorporating the results for consistently evaluatng, | (based on realistic
o 1OST IR 22860 and for incorporating | into strategy and plan System level BlAs are ding and ring lcubations of harmfud
» NIST CSF- 1D RA- tha results into devalopmaent efforts. integratad with the the criticality and impacts), and effective
4 strategy and plan organzational leval B1A and sensitiity of anterpdoe risk rasponse.
 FIP5 199 developmant afforte. Include: assats.
° FCD-3 * Characterization of all
* FCD-2 system components As approprate, tha
« OALD 44-15-03 » Determination of organization usas the

L Mriasi

Pr

results of ity BIA in

and recovery crit ¥

J] ion with its rixk

R of istar to calculat
requiremants patential losses and
« tdentification of recovery | Inform senior level
priorities for sy d king

resources.
The results of the BIA are

consistently used to
determine contingency
planning requirements and
priorities, including mission
wisentinl functions high
value sssets.
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Core Maturity Level
Question Criterla Metric or
FY Ad Hoc Defined Comistently fenpl: d | Managed and M. able Optimized
62. To what extent does o NISTSPEOD-34 The aerganization has | The organaation has Information system The arganization can Information system
the organzation ansure o NEST SP RO0-53 Frza not defined s defined its policies, contingency plans are Integrate metrics on the contingency planning
that information system | ey, 51 CP-2 i L Pr d G P dure, and p ¥ iy developed and effectiveness of 2z activities are fully
contingency plans are o NISY CSF 0. and processes for for infor ) ¥ P d for sy 3, infor on syste integrated with the
developed, maintsined, . BY infor . vt ngency plan sz appropriste, and inclode contmgency plans with enterprice risk
and integrated with FISMA Metrics ingenty plan devalop . | erganizationn) and ay infi on the management pragram,
other continuity piam? 10.3.2. 10.2. and (ISCP] devalop t and integ with other Invel considarations for the wifectivenass of related strategic planning
103 and n tnuity areas. foll '8 ph k th plans, such ws organization | processes, capital
o DMR 34.10.03 addition, the and notificati Y. and busk P ! ion/bud geting,
organization has not The policies, procedures, wndr tuti muity, de and other
developed = and p for ISCP raceywry, incident mision/business aress
1o guide plan include the following In sddition, system lavel T insider and ambaedded inte daily
devalopmant, and phases activation and cantingancy planning threat impl A, deciss king across
ntingancy it y, and development/maintenance | and P gancy the org
plans are developed st acthities are Integrated as appropriate to delhvar
n an ad-hoc manner with other y areas Istent i
with limited luding organization and across the
ntegration with bus ar Inuity, ga
ather cantinuity dizazter recovery planning,
plans. Incident management, The organization
insider threat woordinates the
Implementation plan [as development of ISCP's
appropeate], and occupant with the contingency plans
emergency plsns, of axtermal service
_peoviders,
63.To what etentdoas | e NSTSPEOD- 4 Thae ceganization has | Policks, procedures, and Information system The ceganization employs Based on risk, tha
the organization . 0-53 Core not definad its P for inf r plan testing somatad hank to B performs &
perform tests/exercises | (Ray, 5| CP-3 and Matric ol P di ? ¥ ntingency plan and exercises are test syst Eency full v and
of its information [« and processes for testing and exercises have consistently implemented. plans more th ghly and ion of systems
systam contingency o NIST CSF ID.SCS nf y bean defined and includ, ISCP tasting and exarcises affectively. 10 a kmown stata,
planning processes? and PR.IP-10 contingancy plan as apphcabl ifs are integrated, to the axtant
® (S Tno R/ pr  SY practicable, with testing of Inaddition, the in addeion, the
security Cantraly 15CP tests are recovery on anaktermate related plans, such as g d 5 [ ly
Control 13 performed n an ad- platform from backup incident response plan testing with external employs [organzation
hoc, reactive meda, internal and external | plan/COOR/BCP. stakeholders (e.g, KT defined mechanisms] to
manner, connectivity, system supply chain disrupt or adversely
perdformance using alternate partners/providers), s sffect the systam or
equipment, restoration of approprate. system component and
normal procedures, and test the effectveness of

woordination with cther
business armas/continuty
phans, and tabletop wnd
functional exercies,

contingency planning
processes.
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Core Maturity Level
Question Criterla Metric or
Y Ad Hoc Defined Consistently implemented | Managed and Measurable Optimized
64 To what extent doas o NISTSP EOD-34: Tha crganization has | The organization has The organization The ocga { The orga ion takes
the organization sestionz 341 Fr2a not defined #x defined its poSicies, consistently implements 3 | that its information system | sppropriste steps to
perform information thipugh 34,3 iicies, p d . P dures, p A policies, procedures, backup and storage protect againat infection
system bBackup and o NIST 5P S0D-53 P , strat strategies, and technolog , strategies, and processes, including use of | or other compromise of
storage, including use . PS5, 97 and technologies for | for infor ¥ hnologies for altermate stornge and s backup data.
of alternate storage and | CPR.E CP.9 and CP. information system backup and age, infi ion wy backup P ing sties, and
proceszing sites, as backup and storage, including use of alternate and storage, including the related supply chain Further, on a near renl-
appropriate? * NIST SPEDOD- mncluding the use of storage and processing sites | use of akternate ge and is, are d, as time basis, for senstive
o NIST CSF P4 altarnate storage and | and RAID, 25 appeopriate. procaessing sites and RAID, appropriate, as part of its data and EQ-critical
* FCD processing sitas and as appropriate. ring oft the
. FY 2023 €10 radundant array of The ceganzation has program. arganization maintains
ELSMA Metrics. depandent disks idared al Alt ta p ing and an uptodate recovary
10 (RAID), us approaches when storage sites are chasen As part of its t lag for aach backup
© NIST Sacueit Appropriate. devaloping its backup and basad upon rak monitoring processus, the | that records which anth
Meagures for £O- Information sy g tagios, inthuding | sssessments thit smsure the oS e hevare tood the
Critical Softuars backup and storage cout, environment (4.8, potential daruption of the that its system backup and | bueckups huve been
sem SM 2.5 = performed in an doud model deployed), organaation's abilty to storage and akternate scanned with. In
ad-hac, reactive maximum downti intate and ge and pr I addition, for sensitive
manner, recovery priorities, and operations s minimized. In sites are configured to data, the organizavon
integration with other addition, the organization facilitate recovery penodically scansa
contingency plans. ensures that these sitezsand | operations in accordance subset of past backups
are not subject to the same with recovery time and with current anti-
rishs 23 the primary site. point obx alware tocis to idantify

Furthermore, the
organization ensures that
altermate processing and
storage facilities are
configured with information
security safeguards
equwvalent to those of the
primary site, mcluding
applicabia ICT supply chain
contrels, Furtharmora,
backups of information at
the user- and system bavals
are consistantly parformed,
and tha confiduntiality,
intmgrity, and svailability of
this information is
maintained.

posoned backups.
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Core Maturity Lovel
Question Criteria Metric or

FY Ad Hoc Defined Consistently lmpl. i | M d and M. bt Optimized
65, To what level doss o NISTSPEQD-533 The crganizetion has | The crganization has Information on tha planaing | Metrics on the The arganization ansuras
the orgenization ensure | (Rey, 51 CP-J and Fr23 not defined how the defined how the planning and parfoemance of affectivenass of recovary that information on the
that Information onthe | (A4 planning and and performance of recovery activities |s acuvites are plaoning and
planning and o NIST CSF RC.CO performance of recovery sctivities are iy d i d to rek performance of recovery
purformance of a ¥ activiti 1o intarnal to rak t stakehold keholdars and the activities forits KT
recovery activities is are communiated to | stakeholders and executive and ve gement g has d supply chain providers is
communicated to unternnl stakebolders 2 tenms. teams, who wis the that the dats supportng intagrated nto A
Intarnal stakaholdars and executive information to make risk: the matrics are ob d i
and exacutive managamant taams based decsions. accurately, o Iy, ~ on a near real-
managemant teams and used to make and in a reproducible vme basis.
wnd used ta make rek- rick-based decisions farmut,

| based dacisions?

1 inf.
infor

66. Frovide any add on the effect | or neg | of the orga ‘s ingancy planning prog

overall maturity level generated from the questions above ll‘:d based on all testing performed, is the contingency planning program effective?

that was not noted in the questions above. Taking into consideration the

66.1 Plesiw provide an |G sellussassmant ruting (Efectivie/Not Effective) for the sgency’s recover function.
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August 27, 2024
David P. Wheeler, WT 2C-K

RESPONSE TO REQUEST FOR COMMENTS — AUDIT 2024-17494 — FEDERAL
INFORMATION SECURITY MODERNIZATION ACT

Our response to your request for comments regarding the subject report is
attached. Please let us know If your stall has any concemns with TVA's comments

We would like to thank Sarah Huffman, Melissa Conforti, and the audit team for their
professicnalism and cooperation in conducting this audit. If you have any questions,
please contact Brett Atkins.

)
\)'»ww.' w »(,IL,..\-

Tammy Wilson
Vice President and Chief Information & Digital Officer
Technology and Innovation

KCC: BAA
cc (Attachment): Response to Request

Kenneth C. Cames

Dustin C. Pate David B. Fountain

Brett A, Atkins Gregory G. Jackson
Sherm R. Collins Melissa A_ Livesey
Joshua Linvilie Todd E. McCarter
Jessica A, Anthony Christopher A. Marsalis
Stephen K. Avans Jeannette Mills

Julie S. Farr Melissa R. Crane
Faisal Bhatti Courtney L. Stetzler
Bradley E. Bennett Kacy K Kirtley

OIG File No. 2024-17494
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Audit 2024-17494 — Federal Information Security Modernization Act

Response to Request for Comments

ATTACHMENT A
Page 1 of 1

Recommendation

Comments

We recommend the Vice President and Chief Information & Digital
Officer, T&I

Implement automated monstoring via DHS’ Continuous
Diagnoestics and Mitigation program for components applicable to
TVA's information security strategy and update processes for
developing and maintaining an accurate and complete Inventory of
TVA's information systems to include automation and near real-
time updates.

Management agrees

Implement, assess, and maintain commeon secure configuration
settings for all infformation systems.

Management agrees

Define, consistently implement, and communicate qualitative and
quantitative performance measures on the effectiveness of its
configuration management plan.

Management agrees

Perform the configuration management roles and responsibilities
that have been defined for common secure configurations,
enterprise-wide coenfiguration management pians, and flaw
remediation processes

Management agrees




