AMTRAK

B OFFICE of INSPECTOR GENERAL
/ NATIONAL RAILROAD PASSENGER CORPORATION

INVESTIGATION LEADS TO INFORMATION TECHNOLOGY
SECURITY UPDATES

Activity Date: June 27, 2024
Date Posted: August 21, 2024
Case Number: 24-0056-1
Web Summary: O1G-WS-2024-341

Amtrak notified our office February 16, 2024, of a potential data-sharing incident.
Our investigation found that an employee granted two third-party email
accounts access to an Amtrak OneDrive/SharePoint folder which contained 369
company files related to an Amtrak program. As a result of our investigation into
the incident, the company took remedial action to optimize Microsoft tools for
data loss prevention, conducted routine auditing and removal of guest accounts,
completed additional security enhancements, and provided alerts for risky file
sharing.
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