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Executive Summary 

The Office of Inspector General (OIG) for the Export-Import Bank of the United States (EXIM) 
reviewed EXIM’s nondisclosure policies, forms, and agreements. OIG requested that EXIM 
provide all current nondisclosure agreement (NDA) templates (excluding executed copies). 
EXIM officials provided five different templates used for various purposes. Based on the 
templates reviewed, OIG found that three NDA templates included language notifying 
individuals of their rights to report suspected wrongdoing (hereafter, the anti-gag provision), 
and two NDA templates did not include such language. OIG issued two recommendations to 
ensure all EXIM NDA templates include anti-gag language. EXIM’s management response is 
contained in Attachment A. EXIM concurred with both recommendations but objected to what 
it perceived to be OIG’s conclusion that EXIM must include the verbatim anti-gag provision in 
NDAs with contractors. However, OIG did not draw this conclusion. Rather, OIG did conclude 
that EXIM should notify contractors of their whistleblower rights using appropriate anti-gag 
language when executing an NDA, given that such notification would align with express 
requirements and support contractor whistleblower rights under U.S. law. We consider 
management’s proposed actions to be responsive. The recommendations will be closed upon 
completion and verification of the proposed actions. 

OIG performed this work in response to a congressional request from Senator Charles Grassley, 
Ranking Member of the Senate Committee on the Budget (see Attachment B). Senator 
Grassley’s request stated that “federal agencies should encourage their employees to disclose 
allegations of waste, fraud, and abuse” and asked OIG to “review all nondisclosure policies, 
forms, agreements, and related documents […] to ensure the anti-gag provision is included as 
required by law.” To accomplish this review, OIG obtained NDA templates used by EXIM and 
reviewed those documents for the anti-gag provision. In addition, OIG conducted a legal review 
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of the provision’s applicability to EXIM and obtained additional information to clarify EXIM’s use 
of the documents. OIG’s work was completed from May 2024 through September 2024, under 
the Quality Standards for Federal Offices of Inspector General, which requires OIG to follow 
procedures that ensure the accuracy of the information as well as adhere to the professional 
standards of independence, due professional care, and quality assurance.1  

Statutorily Required Anti-Gag Provision  

Whistleblowers promote government accountability by reporting concerns of waste, fraud, 
abuse, and misconduct. Beginning in 1988, annual appropriations laws prohibited federal 
entities, including EXIM, from using appropriated funds to implement or enforce any 
nondisclosure policy, form, or agreement that obstructed or limited “the right of any individual” 
to communicate with members of Congress.2 The current version of this statutory requirement 
is found in Public Law 118-47, Division B, Title VII, § 743, which prohibits the use of 
appropriated funds to implement or enforce agreements in Standard Forms 312 and 44143 of 
the Government or “any other” nondisclosure policy, form, or agreement unless they contain 
the following provision, (i.e., the anti-gag provision): 

These provisions are consistent with and do not supersede, conflict with, or otherwise 
alter the employee obligations, rights, or liabilities created by existing statute or 
Executive order relating to (1) classified information, (2) communications to Congress, 
(3) the reporting to an Inspector General or the Office of Special Counsel of a violation 
of any law, rule, or regulation, or mismanagement, a gross waste of funds, an abuse of 
authority, or a substantial and specific danger to public health or safety, or (4) any other 
whistleblower protection. The definitions, requirements, obligations, rights, sanctions, 
and liabilities created by controlling Executive orders and statutory provisions are 
incorporated into this agreement and are controlling.4 

As required by Public Law 118-47, Division B, Title VII, § 743 (hereafter Section 743), EXIM must 
include the anti-gag provision in its nondisclosure policies, forms, and agreements.5 Including 
this provision ensures compliance with federal law and that whistleblowers are protected and 
know their rights. 

 

1 Council of the Inspectors General on Integrity and Efficiency, Quality Standards for Federal Offices of Inspector 
General (August 2012). 
2 Public Law 100-440, Treasury, Postal Service and General Government Appropriations Act, 1989, §619. 
3 Standard Form 312 is a Classified Information Nondisclosure Agreement and Standard Form 4414 is a Sensitive 
Compartmented Information Nondisclosure Agreement.  
4 The Whistleblower Protection Enhancement Act of 2012 also requires the anti-gag provision to be included in all 
employee nondisclosure policies, forms, and agreements; however, this requirement does not apply to EXIM as a 
wholly owned government corporation. See Public Law 112-199; 5 U.S.C. §2302(b)(13); 5 U.S.C. § 2302(a)(2)(C).  
5 In his letter, Senator Grassley cited to Public Law 117-328, Consolidated Appropriations Act, 2023, which was the 
most recent appropriations act at the time of his letter. We cite Public Law 118-47, which is the FY 2024 
Consolidated Appropriations Act. Both statutes include Section 743. 

https://www.ignet.gov/sites/default/files/files/Silver%20Book%20Revision%20-%208-20-12r.pdf
https://www.ignet.gov/sites/default/files/files/Silver%20Book%20Revision%20-%208-20-12r.pdf
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EXIM Did Not Consistently Include the Anti-Gag Provision or Other Appropriate 
Anti-Gag Language 

EXIM provided OIG with five NDA templates that it uses for various purposes, such as 
contractor support and access to classified information. Of these five NDA templates, three 
included the anti-gag provision and two did not. A summary of OIG’s findings in relation to each 
template is contained in Table 1, below. 

Table 1: Inclusion of Anti-Gag Provision or Language 

Title 

Anti-gag 
Provision or 

Language 
In Use, as of 
August 2024 Signed By 

Non-Disclosure Agreement Certification - 
Conditional Access to Sensitive but 
Unclassified Information (SBU) 

  Contractors 

Contractor Confidentiality and Non-disclosure 
Agreement 

  Contractors 

Office of the General Counsel Legal Intern 
Program Conditional Access to SBU 
Nondisclosure Agreementa 

   Interns 

Source Selection Confidentiality and 
Nondisclosure Agreement 

  Federal 
Employees 

Standard Form 312 – Classified Information 
Nondisclosure Agreementb 
 

  All 

Source: OIG analysis of EXIM-provided information. 
a EXIM provided this agreement in response to a request for “current” templates even though according to EXIM 
officials, it discontinued use of this form in May 2023.  
b This is a standard government form prescribed by the Office of the Director of National Intelligence. This form 
must be signed by any individual needing access to classified information and systems. 

Applicability of Anti-Gag Requirements 

During its review of a draft of this report, EXIM informed OIG that, in its view, Section 743 
requires EXIM to include the anti-gag provision in NDAs with federal employees but not in NDAs 
with federal contractor employees. As stated above, to use appropriated funds to implement or 
enforce specified Standard Forms and “any other nondisclosure policy, form, or agreement,” 
Section 743 requires the inclusion of the anti-gag provision in such documents. While Section 
743 does not explicitly require the verbatim anti-gag provision to be included in NDAs signed by 
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contractors, it does not expressly exclude contractor employees from its coverage.6 Moreover, 
contractors have statutory whistleblower rights similar to the rights of federal employees.7  

In addition, federal law requires EXIM to ensure that contractors, grantees, and other entities 
conducting work for the Government inform their employees in writing of their whistleblower 
rights and remedies.8 Further, EXIM is prohibited from using appropriated funds for a contract, 
grant, or cooperative agreement with an entity that requires its employees or contractors to 
sign internal confidentiality agreements or statements prohibiting or restricting such employees 
from lawfully reporting waste, fraud, or abuse to a designated law enforcement agency 
authorized to receive such information.9 

As demonstrated above, EXIM has a role in ensuring contractors’ whistleblower rights are 
protected and that contractors are appropriately informed of their rights. As such, including the 
anti-gag provision or similar language in EXIM’s NDAs with contractor employees would align 
with express requirements and support contractor whistleblower rights enshrined in U.S. law.  

Inconsistent Application of Anti-Gag Provisions or Language in EXIM’s NDAs 

OIG requested any policies about the requirements and use of nondisclosure forms from EXIM, 
and EXIM officials informed OIG that they did not have a documented policy related to NDA 
requirements. In addition, three different EXIM offices have responsibility for administering and 
overseeing their own templates.10 EXIM’s distribution of responsibility and lack of policy about 
the use and verbiage of the NDA templates may have contributed to the inconsistent 
application of the anti-gag provision in EXIM’s NDA templates. For example, while EXIM’s 
Administrative Services Division had an NDA template for contractors that contained the anti-
gag provision, the Office of Information Management and Technology did not include any anti-
gag language in NDAs signed by their contractor personnel. Additionally, OIG found that while 
two NDAs included the anti-gag provision, both cited the incorrect statutory authority.11 

EXIM’s use of nondisclosure forms or agreements without the appropriate anti-gag language 
may create a chilling effect that discourages whistleblowers from reporting allegations of fraud, 

 

6 OIG notes that the Federal Acquisition Regulations at 3.909-1(a) cites to Section 743, for its prohibition on 
contracting “with an entity that requires employees or subcontractors of such entity seeking to report waste, 
fraud, or abuse to sign internal confidentiality agreements or statements prohibiting or otherwise restricting such 
employees or subcontractors from lawfully reporting such waste, fraud, or abuse to a designated investigative or 
law enforcement representative of a Federal department or agency authorized to receive such information.”  
7 Federal contractor employees may not be discharged, demoted, or otherwise discriminated against as reprisal for 
disclosing to certain federal authorities or contractor personnel evidence of gross mismanagement or waste of 
funds, abuse of authority, or substantial and specific danger relating to public health or safety, or a violation of 
law, rule, or regulation relating to a federal contract or grant. See 41 U.S.C. §4712(a)(1); 5 U.S.C. §2302(b)(8).  
8 41 U.S.C. §4712(d). 
9 See Public Law 118-47, Division B, Title VII, § 742; Federal Acquisition Regulation §3.909-1(a). 
10 These offices include the Office of General Counsel, the Office of Information Management and Technology, and 
the Administrative Services Division. 
11 Both the Contractor Confidentiality and Non-disclosure Agreement and the Source Selection Confidentiality and 
Nondisclosure Agreement cite 5 U.S.C. §2302(b)(13), which does not apply to EXIM as a wholly owned Government 
Corporation. 
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waste, abuse, and misconduct to OIG, Congress, or the Office of Special Counsel. To that end, 
OIG notes that it is important for EXIM to ensure it has the documented controls in place so 
that all current and future nondisclosure policies, forms, and agreements include the anti-gag 
provision, when required, or similar anti-gag language. 

Recommendation 1: EXIM’s Office of the Chief Management Officer, in coordination with the 
Office of General Counsel, should update the Conditional Access to Sensitive but 
Unclassified Information Nondisclosure Agreement template to include anti-gag language.  

Management Response: In its September 25, 2024, response, EXIM concurred with this 
recommendation.  

OIG Reply: OIG considers the recommendation resolved. The recommendation can be closed 
when OIG receives and accepts documentation that the Conditional Access to Sensitive but 
Unclassified Information Nondisclosure Agreement template has been updated to include 
anti-gag language. 

Recommendation 2: EXIM’s Office of the Chief Management Officer, in coordination with the 
Office of General Counsel, should review previously signed Conditional Access to Sensitive 
but Unclassified Information Nondisclosure Agreements and provide written notification to 
any current contractor staff that the signed agreement does not supersede their 
whistleblower rights. 

Management Response: In its September 25, 2024, response, EXIM concurred with this 
recommendation.  

OIG Reply: OIG considers the recommendation resolved. The recommendation can be closed 
when OIG receives and accepts documentation that the EXIM has appropriately notified 
current contractor staff regarding their whistleblower rights.  

Consideration 1: EXIM’s Office of General Counsel, or another appropriate EXIM office, should 
consider issuing agency-wide guidance or creating a process, including identifying a process 
owner, to ensure that all nondisclosure policies, forms, and agreements comply with federal 
law and include appropriate language informing signers of their whistleblower rights. 

Management Response: In its September 25, 2024, response, EXIM stated that it will review 
the consideration further and evaluate for any potential action. 

OIG Reply: The purpose of this consideration is to highlight a potential issue for EXIM 
management review. OIG appreciates EXIM’s commitment to review and evaluate this 
consideration for potential action. 

OIG plans to report back to interested congressional stakeholders about the results of this 
review within 60 days of the date of this memorandum. Please provide OIG with any updates or 
changes that EXIM plans to implement, or has made, within that period, so that we may include 
those efforts in our update. 

We appreciate the cooperation and courtesies provided to this office throughout this review. 
If you have questions, please contact me at 202-565-3963 or at michael.ryan@exim.gov.
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ATTACHMENT A: MANAGEMENT RESPONSE 
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ATTACHMENT B: REQUEST FROM SENATOR CHARLES GRASSLEY 
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